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It is my pleasure to deliver the Office of Financial Research’s 2023 Annual Report to Congress.

Approaching my second year as Acting Director of the OFR, | continue to lead the talented and
dedicated OFR staff with a principal focus on supporting the Financial Stability Oversight Coun-
cil (Council) and its member agencies.

As noted in this year's report, the information we cover describes our research and analysis as of
September 30, 2023, the end of the fiscal year (FY). In an ever-changing environment, however,
we recognize that much has evolved since that time. The OFR will continue to monitor and ana-
lyze risks to financial stability, remaining agile to identify and examine emerging threats as they
arise now and in the future.

This year brought certain challenges in the financial sector—as global unrest continued and a
regional banking crisis put us all on heightened alert. Our report this year shows that risk overall
remains elevated, and multiple indicators suggest an economic slowdown as ongoing inflation
and geopolitical unrest persist. Labor markets are strong, but financial conditions continue to
tighten.

Fiscal Year 2023 has been marked by significant progress and transformation at OFR, showcas-
ing our unwavering commitment to enhancing financial research, fostering collaboration, and
increasing awareness of financial stability risks. The workforce of the OFR delivered on its mission
in a few critical ways, and | would like to reflect on those accomplishments.

Throughout this year, the OFR contributed to financial stability by increasing transparency within
a vital component of the U.S. financial system, building a data collection utility to securely accept
and store confidential data, advancing a platform for interagency collaborative financial stability



research and data sharing, and fostering partnerships to develop greater depth and breadth of
research.

Non-centrally Cleared Bilateral Repo

The OFR maintained a sharp focus on the U.S. repurchase agreement (repo) market, in recogni-
tion that a stable, well-functioning repo market is critical to U.S. financial stability. In early Jan-
uary, following last year's non-centrally cleared bilateral repo (NCCBR) pilot collection, the OFR
sought public comment on a proposed rule to establish an ongoing, daily data collection of NC-
CBR transactions in the U.S. repo market. The NCCBR segment of the market makes up the ma-
jority of repo activity by several key categories of institutions, such as primary dealers and hedge
funds, and has been of particular interest to the Council. The proposed collection is designed to
close the remaining critical gap in regulators’ information on the repo market.

We received public comments on our proposed rule in March 2023, with many acknowledging
the importance of bringing greater transparency to this segment of the multi-trillion-dollar repo
market. As this report goes to press, we anticipate the publication of a Final Rule in early 2024.

At the same time, OFR researchers were able to use the NCCBR pilot data to provide early
insights in advance of an ongoing collection. We examined why volumes are particularly high in
this market segment in a May 12, 2023 brief, which provided regulators and policymakers with
the most comprehensive, granular view of the repo market to date.

Data Collection Utility

With our increasing focus on providing the Council and its member agencies with data, we
began development of a data collection utility. The utility leverages efficient, cloud-based tech-
nology to securely receive, authenticate, and store submissions from external entities. It will
allow for greater flexibility for financial industry participants reporting data, enabling manual and
automated submissions. This year, we completed the initial build and testing, with production
planned for early 2024. Once fully operational, the OFR will be even more well-positioned to
support the Council as needed with data collections, surveys, and pilots.

Financial Stress Index

Internationally, 2023 was the year of transition from the London Interbank Offered Rate (LIBOR)
to the Secured Overnight Financing Rate (SOFR), marking a fundamental shift in global financial
markets. One of OFR’s online monitoring tools is the Financial Stress Index (FSI), which rep-
resents a daily, market-based snapshot of stress in global financial markets using 33 economic
indicators—including seven that were based on LIBOR. In anticipation of this year’s transition,

we replaced these indicators with new ones based on SOFR and other recommended rates,
seamlessly transitioning the monitor to allow for meaningful comparisons of financial stress levels
across time, including both before and after the LIBOR transition.



JADE

Last year, we delivered a cutting-edge pilot — a data and analytics hub to support the integration
of multidisciplinary data with financial data in a collaborative research environment. This year,

we moved into full-scale production and launched the Joint Analysis Data Environment (JADE).
JADE is an innovative platform that combines high-performance computing, analytical software,
and analysis-ready data to support collaborative financial stability research among Council mem-
ber agencies. The OFR designed JADE to support research on all manner of financial stability
topics, although the first initiative identified for JADE is climate-related financial risk.

Recent stress events in the financial system demonstrate the need for regulators to be able to
collaborate at a moment'’s notice because threats can arise from multiple sources and across
jurisdictional boundaries. JADE will help to transform the way regulators collaborate, streamlin-
ing regulators’ access and providing the platform for more comprehensive risk measurement and
monitoring.

The initial phase of JADE was officially launched in July of 2023 and represents a milestone in the
OFR’s mandate to support the Council and its member agencies. The OFR made JADE available
to users from two Council member agencies in FY 2023 and expects to expand access to other
member agencies over the subsequent months. As technology and the financial system evolve,
the creation and delivery of JADE reflects the OFR’s commitment to keeping pace and providing
the platform to execute its mandate to support the Council and its member agencies’ priorities.

Partnerships

Throughout the years, the OFR has also had the incredible privilege to partner with many great
organizations. This year, as emerging risks continue to evolve, we have created a few more stra-
tegic partnerships, including with the National Science Foundation (NSF), the National Bureau of
Economic Research (NBER), and the Defense Advanced Research Projects Agency (DARPA).

By partnering with NBER in 2023 through the catalyzed partnership with the NSF, the OFR is
expected to gain important insights from the uniquely specialized research community to inform
cutting-edge topics related to financial stability and expand the reach of frontier research. The
funding provided by the OFR allows the NBER to convene a conference and fund research proj-
ects related to areas identified by the OFR as critical areas of need.

Cyber threats continue to be a serious and evolving threat to financial stability. To increase
visibility in this area, the OFR partnered with the Defense Advanced Research Projects Agency
(DARPA) to develop research on risks to the U.S. financial system from a cyberattack.

In conclusion, this year was marked with significant accomplishments, a number of which have
transformed the OFR'’s ability to more fully execute its statutory mandates. The OFR and its staff
remain steadfast in our efforts to advance the understanding of financial stability and contribute
to the financial well-being of our nation. These accomplishments underscored our dedication to
providing the financial community with tools, resources, and insights.



As we move into the new fiscal year, our commitment to advancing financial research, fostering
collaboration, and enhancing transparency remains unwavering. We look forward to building on
these achievements and continuing to support the evolving needs of the Council and its mem-
ber agencies.

%d%@

James D. Martin
Acting Director
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EXECUTIVE

SUMMARY

The OFR 2023 Annual Report discusses the Office’s assessment of risks associated with the U.S.
financial system and reviews the performance of the OFR. We summarize the report’s findings in
this section.

Financial Stability Risks to the U.S. Economy

Financial stability risks have increased since last year's report and remain elevated in 2023. Mul-
tiple indicators signal an upcoming economic slowdown—potentially magnified by persistent
inflation, ongoing geopolitical risks, and global conflicts. The strength of the labor markets has
offset the probability of a recession in the United States in the near term, but the persistence of
higher interest rates has created more challenging financial conditions and raised the prospect
of a recession in the medium term (see U.S. Economy).

To manage core inflation, the Federal Reserve and other central banks are intent on keeping
policy rates higher for longer. This policy posture has the effect of increasing borrowing costs for
both companies and households, potentially dampening economic growth. Higher rates and the
Federal Reserve’s quantitative tightening have been accompanied by volatility in the bond and
equity markets. U.S. federal government deficits and bond yields have increased, causing inves-
tors to focus on the federal government’s ability to finance its spending needs. Treasury yields
have risen sharply for 2-, 5-, and 10-year Treasuries, eclipsing 4.5% for the first time since 2007
(see Treasury Market).

After the fiscal and monetary stimulus programs associated with the COVID-19 pandemic end-
ed in 2021, the Federal Reserve began monetary tightening in 2022. That reversal in policy may
have caused turbulence in the banking, funding, and real estate markets in 2023. Several region-
al banking institutions failed or self-liquidated in the first half of 2023—largely due to an influx
of deposits during the pandemic, followed by the banks’ failure to manage interest rate risks as
financial conditions reversed. Many banks’ fixed-income securities portfolios showed large un-
realized losses due to rising rates, and banks that had to sell securities to repay depositors sold
those securities at a loss. In some cases, those losses contributed to the demise of certain banks
(see Banks).

Banks experienced a large-scale outflow of deposits, with much of the funds going into MMFs
and other investment vehicles. In contrast, the asset management industry has become increas-
ingly concentrated. Assets under management for the industry ranged between $78 - $114
trillion, up from approximately $24 trillion in 2008 (see Short-term Funding and Asset Manage-
ment). Assets in MMFs totaled $6.16 trillion at the end of September.



Credit risks have built up in the CRE sector as borrowing rates have increased, pushing valu-
ations significantly lower. Of particular concern is the decline in valuations of office space, as
vacancy rates have increased following the rise of the WFH trend. While CRE loan default rates
continue to be relatively low, they are expected to rise significantly as leases come up for renew-
al. Regional, smaller, and community banks are more exposed to CRE lending and, therefore,
more vulnerable to increasing default rates than the largest banks (see Commercial Real Estate).

Banks also provide substantial lending to small and medium-sized companies, and tighter credit
conditions as banks curtail lending can potentially destabilize such companies with weaker bal-
ance sheets. Similar trends exist in the leveraged loan markets, where borrowing costs have risen
sharply during a period of weaker earnings growth. This combination has weakened interest
coverage ratios and increased the risk of default (see Nonfinancial Corporate Credit).

The inventory of homes for sale remains tight, pushing prices higher, while mortgage rates have
reached their highest levels in 23 years. The confluence of these two factors has eroded home af-
fordability (see Residential Real Estate). As labor markets remain tight, consumer spending and
liquidity remain resilient, but consumer debt has risen while household savings have declined.
This is particularly true for households with weaker credit. Delinquencies for certain segments
have reverted to prepandemic levels, though they remain within historically low ranges overall
(see Household Credit).

The property insurance sector is facing unprecedented stress that is expected to continue for
an extended period. While P&C insurers have benefited from increased investment income from
rising interest rates, this benefit has often been offset by rapidly rising claims costs, especially in
property-exposed lines such as homeowners’ insurance. While insurers may have been able to
pass some of their increased costs on to consumers, some insurers have instead opted to exit
certain states more prone to natural catastrophes (see Insurance).

Hedge funds’ short Treasury futures positions have grown considerably since April 2022. This is
consistent with (1) the re-emergence of the Treasury cash-futures basis trade or (2) funds placing
large directional bets that Treasury yields will continue to rise. While it is difficult to separate the
drivers of the growth in futures positions, both strategies can result in large losses that stem from
and exacerbate Treasury market instability. In March 2023, the level of Treasury market implied
volatility exceeded those seen in March 2020—when a flight to cash led to the unwinding of
positions to meet margin payments, which put more downward pressure on Treasury prices, thus
increasing Treasury yields (see Hedge Funds).

Risks continue to evolve, particularly in digital assets and cybersecurity. Over the past year,
turmoil in the digital assets markets has exposed and even increased the high level of intercon-
nectedness between digital asset firms and traditional markets, highlighting the impact of digital
assets on financial institutions. Meanwhile, financial institutions have faced cybersecurity threats
from financially motivated groups. The percentage of organizations affected by ransomware

has risen from 79% to 87% in 2023. This surge in ransomware attacks has resulted in the highest
proportion of data breaches in the financial services industry since 2018 (see Digital Assets and
Cybersecurity Risks in Financial Institutions).



The U.S. economy remains among the most robust relative to the rest of the world. On the other
hand, European economies are bearing the brunt of the effects of Russia’s war against Ukraine,
with the German economy officially entering a recession in 2023. Other large European econo-
mies are also beginning to falter as their consumers see a decline in economic growth coupled
with persistently high inflation. A protracted conflict in Ukraine may increasingly cause harmful
effects on the economies and populations of Europe, raising the risks to U.S. financial stability.
Emerging markets grapple with high commodity prices, a strong dollar, and unsustainable debt
burdens. Tensions between the U.S. and China, plus China’s economic slowdown and deepening
debt problems, also contribute to global economic uncertainty. In September, the yuan depre-
ciated as low as 7.3415 per dollar, its weakest close since December 2007. A rapid depreciation
of the yuan can cause large disruptions in U.S. markets, given the large dollar reserves held by
China’s central bank and China’s large holdings of U.S. debt (see Foreign Economies).

Status of the Office of Financial Research

During FY 2023, the OFR launched several initiatives to advance the financial stability research,
analysis, data collection, data-sharing, and monitoring capabilities of the OFR and the Council
and its member agencies.

Following the OFR’s successful NCCBR pilot in FY 2022, we issued an NPRM in January 2023 to
further our efforts to improve transparency and fill a data gap in the U.S. repo market that was
highlighted by the March 2020 Treasury market disruptions.

After the NCCBR pilot, the OFR began building the DCU to facilitate the collection of any type
or volume of data directly from external entities under OFR rules, voluntary data pilots, and
surveys, as well as in other circumstances. In 2023, the OFR completed the DCU'’s initial build and
testing. The DCU is expected to go into production in early 2024, and the Office may use it for
the NCCBR collection.

We made additional efforts to improve the OFR’s data infrastructure by updating and reformat-
ting the IDI based on inputs and edits received by Council member agencies.

In July 2023, the OFR launched JADE—a secure, cloud-based platform designed to provide
Council member agencies with access to analysis-ready data, analytical software, and high-per-
formance computing. JADE will allow Council member agencies to jointly analyze financial stabil-
ity risks and enable collaborative, interdisciplinary research on financial stability.

The OFR enhanced certain of our monitors. We updated the FSI to prepare for the transition
from USD LIBOR to the SOFR. The Office also upgraded the BSRM'’s data-sourcing process to
improve efficiency.

The OFR focused on enhancing its data standards and the FIRD. Through the NITRD program,
the Office was one of several agencies to partner with the White House Office of Science and
Technology Policy and the NSF to develop the National Standards Strategy for Critical and
Emerging Technologies, which was released in May 2023. In addition, we completed the integra-
tion of the ACTUS standard with the FIRD.



The OFR continued to engage our leadership and staff and use our Integrated Planning ap-
proach to strategize the work needed to advance our mission and align resources to achieve our
goals. The Office used a portion of our funding from the Financial Research Fund to expand our
in-house data collection capabilities and operationalize JADE.

We also made progress on our workforce plan and grew our team by 12%, allowing us to close
gaps in subject matter expertise and fill critical leadership positions. To address workforce de-
velopment and training gaps, the Office invested in employee learning and development and
enterprise-wide learning opportunities, such as data analytics training and change management.

The OFR made significant efforts to modernize our technology by optimizing our cloud environ-
ments, investing in cybersecurity services to ensure the protection of our data, and implement-

ing Zero Trust cybersecurity capabilities. We developed a completely cloud-based environment
for JADE using Zero Trust architecture capabilities.
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THE OFFICE OF

FINANCIAL RESEARCH

The Office of Financial Research was established by the Dodd-Frank Wall Street Reform and
Consumer Protection Act (Dodd-Frank Act) and is charged with:

Support to the Financial Stability Oversight Council (Council) in their primary purposes of:

e |dentifying risks to the financial stability of the United States (U.S.) that could arise from the
material financial distress or failure, or ongoing activities, of large, interconnected bank
holding companies or nonbank financial companies or that could arise outside the financial
services marketplace.

* Promoting market discipline by eliminating expectations on the part of shareholders, cred-
itors, and counterparties of such companies that the U.S. government will shield them from
losses in the event of failure.

e Responding to emerging threats to the stability of the U.S. financial system.
OFR’s duties in support of the Council include:

e Collecting and providing data to the Council and member agencies.
e Standardizing the types and formats of data reported and collected.
e Performing applied research and essential long-term research.

e Developing tools for risk measurement and monitoring.

e Publishing the results of activities, research, and other related services to financial regulatory
agencies.

e Assisting member agencies in determining the type and formats of data authorized by the

Dodd-Frank Act collected by member agencies.

Pursuant to the Dodd-Frank Act, the Council consists of ten voting members and five nonvoting
members and brings together the expertise of federal financial regulators, state regulators, and
an insurance expert appointed by the President.

The voting members include:

e the Secretary of the Treasury, who serves as the Chairperson of the Council;
e the Chair of the Board of Governors of the Federal Reserve System;
e the Comptroller of the Currency;

e the Director of the Consumer Financial Protection Bureau;



e the Chair of the Securities and Exchange Commission;

e the Chairman of the Federal Deposit Insurance Corporation;

e the Chairman of the Commodity Futures Trading Commission;

e the Director of the Federal Housing Finance Agency;

e the Chairman of the National Credit Union Administration; and

e an independent member having insurance expertise who is appointed by the President and
confirmed by the Senate for a six-year term.

The nonvoting members, who serve in an advisory capacity, include:

e the Director of the Office of Financial Research;

e the Director of the Federal Insurance Office;

® astate insurance commissioner designated by the state insurance commissioners*;

e astate banking supervisor designated by the state banking supervisors*; and

e astate securities commissioner (or officer performing like functions) designated by the state

securities commissioners*.

*Note: The state insurance commissioner, state banking supervisor, and state securities commis-
sioner serve two-year terms.

Abbreviations for Council Member Agencies and Member Agency Offices; additionally refer to Ap-
pendix A - Abbreviations and Acronyms for all others:

Department of the Treasury (Treasury)

Board of Governors of the Federal Reserve System (Federal Reserve)
Office of the Comptroller of the Currency (OCC)

Consumer Financial Protection Bureau (CFPB)

Securities and Exchange Commission (SEC)

Federal Deposit Insurance Corporation (FDIC)

Commodity Futures Trading Commission (CFTC)

Federal Housing Finance Agency (FHFA)

National Credit Union Administration (NCUA)

Office of Financial Research (OFR)

Federal Insurance Office (FIO)



Statutory Requirements for the Annual Report
Section 154(d) of the Dodd-Frank Act requires the OFR to submit a report to Congress.

Subparagraph (1) requires no later than 120 days after the end of the fiscal year, the Office
will submit a report to Congress.

Subparagraph (2) requires each report to assess the state of the U.S. financial system,
including:
(a) an analysis of any threats to the financial stability of the U.S.;
(b) the status of the efforts of the Office in meeting the mission;

(c) key findings from the research and analysis of the financial system by the Office.
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Economic Indicators

U.S. Economy

The current U.S. macroeconomic environment
is characterized by a robust labor market and
sustained consumer demand that managed to
prevent a recession despite a prolonged pe-
riod of rising interest rates, high cost-of-living
increases and stresses in the banking sector.
However, warnings abound, and a high de-
gree of economic uncertainty paints a mixed
picture for the medium term. While the overall
macroeconomic risks to U.S. financial stability
remained elevated, specific market forecasts
for growth and unemployment all point to
positive growth in the second half of 2023.

Inflation

Various measures of price increases remained
elevated and above the Federal Reserve'’s
target. As of September 2023, CPl inflation has
risen 3.7% over the previous 12 months, while
core CPl inflation (less food and energy) was
up 4.1% over the same period. PCE inflation,
the preferred metric the Federal Reserve used,
was up 3.5% over the 12 months preceding
August 2023. While the CPl is significantly
down from its January 2023 reading of 6.4%
and PCE inflation is down from its January
2023 reading of 5.4%, both are still above the
YOY inflation target of 2%, which guides mon-
etary policy.

High prices affected household balance
sheets throughout the year, and downward
pressures on aggregate demand are expected
as a result (see Figure 1). Food price inflation
was 10.1% YOY in January and stands at 3.7%
as of September 2023. Service prices have
increased 5.7% YQY as of September, down
from 7.2% at the beginning of the year. Shelter

10

Figure 1. Inflation by Category (percent)

018 2019 2020 2021 2022 2023

Shelter (left)

Services less energy (left)
Medical care (left)

Food (left)

Education and
communication (left)

Energy (right)
Transportation (right)

Note: Twelve-month percentage change, selected categories.

Sources: BLS, OFR



costs rose by 7.2%, and transportation costs
have decreased significantly from the elevated
levels recorded in 2022, even experiencing a
slight deflation in Q2. Food, services, and
shelter prices have been the main drivers of
inflation in 2023. Durables and other goods
haven't seen the same level of inflation, and
energy costs have decreased, with gasoline
price inflation currently at =3.0% YOY. Medical
care and electricity inflation fell, while educa-
tion and communications costs haven't risen
significantly. Nevertheless, the price increases
for food, services, and shelter will likely trans-
late into diminished demand and tight house-
hold balance sheets throughout the year.

Despite high prices, retail consumption
growth has been strong throughout the year
but is beginning to slow. The August retail
sales report showed an increase of 0.6%
month over month and up 2.2% for the June
through August period over the same period a
year ago. In contrast, retail sales over Q1 2023
were up 5.4% from the previous year's period.
Some of this growth was fueled by house-
holds’ excess savings, partly due to the large
fiscal stimulus enacted during the COVID-19
pandemic. However, these savings diminished
through the year, and retail consumption
growth began cooling. Estimates of accumu-
lated excess savings,’ in nominal terms, to-
taled around $2.1 trillion through August 2021,
which is shown by the area above the trend
line but below the personal savings data series
in Figure 2. After August 2021, aggregate
personal savings began to dip below the
prepandemic trend, signaling that households
were drawing down pandemic-related savings
to support their consumption. Should the
recent pace of drawdowns persist, households
won't be able to tap into their excess aggre-
gate savings to support growing spending
throughout the year.

Figure 2. Personal Savings ($ millions)

7,000
6,000
5,000
4,000

3,000

2,000
1,000 ~ —

0

Jan Jan Jan Jan Jan Jan Jan Jan
2016 2017 2018 2019 2020 2021 2022 2023

Note: Trend implied by 24 months of data prior to March 2020. See
Abdelrahman and Oliveira (2023) for details.

Sources: BEA, OFR
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Forecasters expect inflation to remain ele-
vated in the short run but then decline; con-
sumer price inflation is projected to stay near
4% through the rest of 2023 and decrease to
2.6% YOY in 2024.2 Other metrics of inflation
expectations, such as the ATSIX curves and
the Federal Reserve’s projections of Core PCE
inflation, similarly project that inflation will

be below 2.5% in 2024. The monetary picture
remains murky as the impact of monetary
tightening begins to show results with its usual
lags; therefore, relying on forecasts is becom-
ing increasingly problematic. Forecast misses
can be worrisome because they could lead

to sudden mispricing of risky assets as new
information comes in. Also, inflation expecta-
tions generally remain somewhat anchored to
the Federal Reserve's 2% inflation target. This
indicates that the recent period of high and
volatile inflation had a muted effect on expec-
tations despite inflation metrics being above
5% at times. This is important for financial
stability because unanchored inflation expec-
tations could lead to higher and even more
volatile inflation.

Labor Markets

Following a year of tight labor market con-
ditions and historically low unemployment,
recent data point to an easing in labor market
conditions consistent with a slowdown in wage
growth and economic conditions. Job open-
ings have declined, with data in August 2023
showing a near two-year low of 9.6 million
openings, down from a peak of 12.1 million in
March 2022. Nonetheless, unemployment and
labor force participation are at their strongest
levels since the COVID-19 pandemic. The
unemployment rate in August was 3.8%, the
highest in 2023 but still near historic lows,
while labor force participation is near 62.8%,
the highest level post-pandemic, as report-
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ed by the BLS. Hiring slowed throughout the
year, but the layoff rate has not significantly
increased. The unemployment rate was re-
markably resilient throughout the year through
September, never rising above 3.8% since
March 2022.



Monthly job gains have begun to slow but
remain elevated; the August 2023 employ-
ment report showed an increase of 227,000
jobs, compared with the average monthly gain
of 256,000 over the first half of the year. Sec-
tors experiencing upward employment trends
include professional and business services,
health care, leisure and hospitality, social
assistance, government, and the financial
sector. Average hourly earnings increased only
0.2% month over month in September 2023,
far below the average monthly increase of
0.37% over the previous 12 months. As Figure
3 shows, job openings have begun to decline
from their post-pandemic peak. In addition,
layoffs have started to increase slowly, al-
though they are still below prepandemic
levels.

These data all point to a labor market that
seems to be adjusting relatively painlessly to
the Federal Reserve’s tightening of monetary
policy. Wage growth slowed and is expected
to continue slowing; forecasters project em-
ployment costs to grow by 4.4% in 2023 and
3.3% in 2024, down from 4.9% in 2022.

Interest Rates

Market participants generally expect the in-
terest rate—hiking cycle to be over, with inter-
est rates remaining higher for longer due to
the strength of labor markets and the overall
economy. Nevertheless, certain participants
failed to adapt to the rising-rate environment.
Beginning in March 2023, certain banks ex-
perienced stress due to the rise in rates, but
the broader economy was largely unaffected
(see Banks). Market forecasts and the Federal
Reserve's own projections stipulate that the
current target range of 5.25% to 5.5% is near
where rates are expected to finish during this
hiking cycle. In their June meeting, the Fed-

Figure 3. JOLTS Job Openings and Layoffs
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eral Reserve signaled that they would pause
the interest rate—hiking cycle for now, but they
may enact future rate increases as deemed
appropriate using a data-dependent approach
focusing on economic activity as well as infla-
tion.® As of September, forecasters and market
participants largely expect the federal funds
rate to remain unchanged for the rest of the
year.

The federal funds rate increased by 500 basis
points over the past year. This action tight-
ened credit conditions and cooled off infla-
tion. In addition, this rapid pace of rate hikes
affected rate-sensitive asset values (such as
the values of fixed-rate securities, loans, and
leases). Also, the Federal Reserve engaged in
QT through this hiking cycle, shedding assets
from its balance sheet at a rate of around $90
billion monthly. The Federal Reserve’s balance
sheet is about $8 trillion as of this writing,
down from about $9 trillion a year ago. This
operation also contributed to repricing bonds
and other fixed-rate securities while removing
the Federal Reserve as Treasuries and MBS's

biggest and most reliable buyer (see Treasury
Market).

High-interest rates remain a potential vulnera-
bility. Markets predict that the Federal Reserve
will begin cutting rates at some point next
year, while the Federal Reserve’s own predic-
tions are that rates must remain at a higher
level for some time. Should interest rates
remain closer to the Federal Reserve’s pro-
jections, the market will be forced to reprice
expectations for interest rates, with potential
implications for liquidity and financial stability.
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Growth

The economy proved to be remarkably resil-
ient. Estimates of GDP growth for 2023 are be-
tween 1% and 3%. However, forecasters have a
much dimmer outlook for next year.

As previously mentioned, several metrics of
activity have begun to cool off. Credit tight-
ening will continue as monetary policy works
its way through the economy. Capital goods
orders and shipments appear to have peaked
through this year, with business capital invest-
ment falling in real terms as prices continue to
rise. Inflation is projected to remain elevated
in the short term, dragging consumption and
retail sales down as households make careful
choices with their budget.

Private sector forecasts see GDP growth near
1.9% for 2023 and hovering above 0.5% for
2024. The unemployment rate is expected to
inch up to 4.4% in 2024. More stresses in the
banking sector or bond markets could exacer-
bate this situation.

Box Topic: OFR FSI and Indications of
Stress in Funding and Safe Assets

The OFR FSl is a daily market-based snapshot
of stress in global financial markets. It is con-
structed from 33 financial market variables,
such as yield spreads, valuation measures, and
interest rates. The OFR FSl is positive when
stress levels are above average and negative
when stress levels are below average. A higher
value indicates higher financial stress.

According to the OFR FSI, financial stress in
the United States was significantly elevated in
2022 and the first half of 2023. However, finan-
cial stress was below average since June 2023.
The primary drivers of the elevated stress in
2022 and early 2023 were heightened volatility,



a deterioration in credit quality, and drops in
equity valuations. This is apparent in Figure 4,
which plots the OFR FSI over time and the
contributions of those variables pertaining to
credit, equity valuation, and volatility. The
figure depicts the contributions of the differ-
ent classes of variables as a stacked plot, with
the sum of all contributions being equal to the
level of the OFR FSI.

On the other hand, in Figure 5, we see that
stress indicators pertaining to funding and
safe-asset markets have remained relatively
stable. However, it is crucial not to perceive
current stability as an indicator of future stabil-
ity. The OFR FSl represents a current-state
assessment of the economy and is not a
predictive tool.

The OFR FSl serves as a valuable mechanism
for detecting ongoing stress and identifying
areas that require attention. Throughout 2022,
as well as in March and April of 2023, the FSI
was elevated due to stress and increased vol-
atility in credit and equity markets. Continued
monitoring of these indicators will help policy-
makers and financial institutions stay vigilant
and proactively address potential vulnerabil-
ities, which will, in turn, safeguard the overall
financial stability of the United States.

Seven of the 33 variables constituting the
initial 2017 version of the OFR FS| were based
on now-obsolete reference rates, such as the
USD LIBOR. This year, in conjunction with

the cessation of USD LIBOR and as detailed
in an OFR working paper,* the OFR released
an updated version of the OFR FSI° that re-
placed obsolete variables with ones based on
robust alternative reference rates, such as the
SOFR. As demonstrated in the working pa-
per, this new version of the OFR FS| behaves
similarly to the previous version, allowing for
near-seamless comparison of the FSl's mea-

Figure 4. Volatility, Elevated Credit Risk,
and Decreased Equity Valuations Have
Pushed Up the OFR FSI
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Figure 5. OFR FSI Measures of Stress in
Funding and Safe-asset Markets Are Not
Elevated
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sure of stress before and after the update.

This successful transition reflects the OFR FSl's
ability to adapt to the changing landscape of
reference rates, enhancing its ability to capture
and reflect market stress levels.
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Foreign Economies

Persistently high inflation among advanced
economies, including the U.S., the UK, and the
EU, poses significant risks to financial stability.
Higher-than-expected inflation can lead to
further interest rate rises, which could increase
insolvency risk for corporations, especially
financial institutions. Higher interest rates
increase funding costs and decrease asset
values, thus threatening financial institutions’
resilience. Because of the large exposures to
the EU that banks and bank holding compa-
nies have via debt and derivatives claims, as
well as the interdependency in the real econo-
my via trade, these same vulnerabilities in the
EU are important for the U.S., given the risk of
large spillover effects.

Although the pace of inflation has slowed
since the beginning of 2023, it remains well
above target rates (see Figure 6). The pace of
core inflation in the EU continued to increase
as late as January, primarily driven by per-
sistently high energy costs (see Commodities
Markets) and above-average price increases
in more than 90% of core items. At the begin-
ning of the year, the European Commission
projected slightly elevated growth and a
moderation in inflation for 2023, but recent
developments indicate ongoing inflationary
pressures in the EU and the UK. The ECB
faced the challenge of balancing fighting
inflation with managing the associated risks of
higher interest rates.

In 2022, sovereign debt yields across the
eurozone diverged, raising the borrowing
costs of fiscally weaker eurozone countries
relative to those of stronger countries. This
increased fragmentation risk prompted the
ECB to announce its TPl in July 2022. The TPI
enables the Eurosystem, which is composed of
ECB members whose currency is the euro, to
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“make secondary-market purchases of securi-
ties issued in jurisdictions experiencing a
deterioration in financing conditions not
warranted by country-specific fundamentals.”¢
Since July 2022, the trend of rising yield dis-
persion seems to have slowed, with a mild
reversal with respect to Portuguese, Irish, and
Italian sovereign debt. Figure 7 depicts this
trend; it plots spreads on the yields of 10-year
GIIPS bonds and 10-year German Bunds.” The
vertical dashed line marks the announcement
day of the TPI. Since then and through the first
half of 2023, the spreads on Irish, Italian,
Portuguese, and Spanish bonds have shrunk.
The yields on Greek debt remain high relative
to those of German Bunds.

We detect a similar trend by observing CDS
spreads. Changes in these spreads can mea-
sure increases in sovereign-debt default risk.
Figure 8 plots the cumulative change in
five-year CDS spreads on German debt and
the debt of GIIPS countries since the begin-
ning of 2021. This chart suggests that credit
risk may have risen in late 2021 and the first
half of 2022. Again, a vertical dashed line
marks the announcement day of the TPI.
Credit spread trends in the months since that
day indicate that credit risk has dropped or at
least stopped increasing in many of these
countries.?

EU labor markets exhibited strong perfor-
mance, with the unemployment rate reaching
a new all-time low of 5.9% as of July 2023. This
is despite lower growth and faltering business
confidence. In 2022, business confidence in
Germany hit its lowest point since 2020, ac-
cording to the IFO Business Climate Index for
Germany. As of June 2023, confidence levels
partially recovered, as measured by this in-
dex, but businesses remain skeptical about
the upcoming six months. Meanwhile, some
similar trends exist in the UK. Business confi-

Figure 7. 10-year Bond Yield Spread
over Germany (basis points)
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Figure 8. Cumulative Change in 5-year
CDS Spreads on Sovereign Debt (basis
points)
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dence in the UK has increased steadily since
the beginning of 2023, according to the Insti-
tute of Directors’ Economic Confidence Index,
after steep drops following the October 2022
Gilt crisis.” The index shows that the economic
outlook has returned to levels seen imme-
diately before Russia’s war against Ukraine
began in 2022.

More broadly, the IMF raised its global growth
outlook for 2023 due to “surprisingly resilient”
demand in the U.S. and Europe, easing energy
costs, and the reopening of China’s economy
after the relaxation of COVID-19 pandemic
restrictions. While global growth is still expect-
ed to slow to 2.9% in 2023 from 3.4% in 2022,
this forecast marks an improvement compared
with the October 2022 prediction of 2.7%
growth. These factors provide a slightly pos-
itive outlook for the global economy despite
the challenges posed by inflation and other
vulnerabilities.

Nevertheless, this slightly positive econom-

ic outlook remains threatened by elevated
geopolitical risks, particularly those associated
with Russia and China. The continuation of
Russia’s war against Ukraine has led to con-
tinuing supply chain frictions and uncertainty.
Tensions with China, plus its slowdown and
deepening debt problems, also contribute to
global economic uncertainty. For example,

in September 2023, the yuan dropped as low
as 7.3415 per dollar, its weakest close since
December 26, 2007. A rapid depreciation of
the yuan can cause large disruptions in U.S.
markets, given the large dollar reserves held
by the People’s Bank of China and the large
amounts of U.S. debt owned by China. Ac-
cording to holdings estimates by the Trea-
sury, China’s holdings of Treasury securities in
January 2023 totaled $859.4 billion, down from
$1,033.8 billion as of January 2022. Given the
potential for future selloffs, this situation must
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be carefully monitored. These risks can have
far-reaching implications for financial stability,
trade relations, and overall global economic
growth. The evolving geopolitical landscape
necessitates careful monitoring and proactive
measures to mitigate potential disruptions
that could undermine the stability of the U.S.
financial system.

Nonfinancial Corporate
Credit

The health of nonfinancial businesses has
important implications for assessing finan-
cial stability. Stress in the business sector can
amplify stresses in the overall economy and
the financial system through at least two risk
transmission channels:

1. The counterparty channel is the mecha-
nism through which lenders are adversely
affected by companies that default.

2. The economy channel is the mechanism
through which business spending and in-
vestment changes can adversely affect the
real economy.

Two salient vulnerabilities could amplify busi-
ness credit risks:

1. Small and midsize companies face a chal-
lenging funding environment as banks
tighten lending standards.

2. Highly leveraged borrowers are at a higher
risk of default, given higher interest rates,
tighter credit conditions, and a slowing
economy.

These risks could cause default rates to be
much higher than projected, imposing losses
on lenders and investors. Additionally, these
risks could adversely affect the economy via
lower employment and capital spending.



Bank Business Lending

Regional, small, and community banks play
important roles in corporate lending—origi-
nating slightly over half of all C&l loans held
by U.S. banking institutions, with universal and
large banks originating the remainder.

Businesses of all sizes depend on banks for
C&l loans. Small companies depend more on
bank loans than larger companies, which have
more funding opportunities, such as capital
markets. While small companies have access
to other sources of credit (such as suppliers,
finance companies, marketplace lenders, fam-
ily, and friends), small and regional banks are
critical funding sources. Banks with less than
$250 billion in assets account for about two-
thirds of small-business C&l loans, and banks
with less than $10 billion in assets account

for approximately 30% of small-business C&l
loans.®

Bank lending conditions began to tighten well
before the banking stress in 2023. The Federal
Reserve's January 2023 SLOOS, which covered
bank-lending conditions between October
and December 2022, noted that a “significant
net share of banks reported having tightened
standards on C&l loans of all sizes.”™

This tightening continued into 2023, as noted
in the subsequent April survey, which covered
January through March and overlapped the
collapse of SVB, and as noted in the July sur-
vey, which covered conditions through June.
Both surveys indicated that banks expect to
tighten lending standards over the remainder
of 2023 due to a less favorable or more uncer-
tain economic outlook and an expected dete-
rioration in collateral values. This is significant
for small businesses, which often rely on lines
of credit to finance working capital and capital
projects. Surveys also indicate that demand

for C&l loans is weaker, which is not surprising,
given the sharply higher cost to borrow and
economic uncertainty.

The overall effect of tighter credit conditions
and weaker loan demand is a reduction in
business lending and, ultimately, business
spending. C&l outstanding loans grew in
excess of 10% YOY through March 2023, but
growth slowed to 1% by August 2023.

For several reasons, businesses will likely
continue to face challenging credit conditions.
First, banks face pressure from investors and
regulators to shore up balance sheets and re-
duce risk. Second, regulatory changes brought
about by the March 2023 regional banking
crisis could curtail lending. Third, monetary
policy may remain tight due to ongoing infla-
tion concerns. Finally, deposit outflows from
banks into money-like assets, such as govern-
ment MMFs, mean fewer funds are available
for banks to loan to companies.

Highly Leveraged Companies

Vulnerabilities within the corporate sector
threaten financial stability when leverage is at
an extreme high and risk premiums are at an
extreme low. Leverage is a current concern be-
cause it is high among speculative-grade and
unrated borrowers. However, risk premiums
are above cyclical lows (see Corporate Credit
Markets).

Highly leveraged companies are vulnerable
within the broader corporate sector (i.e., small,
medium, and large corporations). Tighter
lending conditions pose a particular problem
for many companies that borrow in the lev-
eraged finance market. This market provides
funding to larger corporate borrowers with
high-yield credit ratings, but it also funds mid-
dle-market and smaller companies that typi-
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cally have weaker credit profiles. The common
thread among these large and small leveraged
borrowers is that they have limited buffers

to weather economic downturns. Also, their
business models are dependent on favorable
financing conditions.

Tighter credit conditions have coincided with
some weakness in corporate earnings. As

a result, according to Moody'’s, the trailing
12-month default rate for high-yield issuers
(i.e., larger corporate issuers of bonds and
loans) increased from a cycle low of 1.2% in
early 2022 to 4.8% in August 2023. Moody'’s
forecasts that default rates will continue to
rise, peaking at 5.6% in early 2024. Even with
this higher trend, the projected default rate
remains well below levels reached in historical
credit cycle downturns. Default rates among
private companies have also increased YOY.

The leveraged finance market consists of the
traditional high-yield bond market and four
types of leveraged loan markets. These five
markets (see Figure 9) total $4.7 trillion, or
approximately 31% of overall nonfinancial
corporate debt. This share increased steadily
over the last two decades, a period character-
ized by declining interest rates and relatively
loose lending conditions.

The term leveraged loans is typically used in
reference to the $1.4 trillion institutional loan
market (i.e., corporate loans originated by
bank syndicates that trade in the secondary
market). However, the leveraged loan market
is much larger than only institutional loans, as
shown in Figure 9. Private debt, composed of
nonbank lenders such as private debt funds
and business development companies, grew
rapidly over the past decade and is quickly
approaching the size of the institutional-loan
and high-yield bond markets.
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Figure 9. U.S. Leveraged Finance Market,
Year-End 2022
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Given the higher-rate environment and poten-
tial for slower economic growth, four key vul-

nerabilities, discussed later in this section, are
associated with the leveraged finance market:

1. Floating-rate debt (leveraged loans) is at
risk due to higher rates.

2. There are more low-rated leveraged loan
debtors than ever before.

3. There are many more highly leveraged
companies now than historically.

4. There is a record share of companies with
very low-interest coverage.

Floating-rate debt (leveraged loans) is at
risk due to higher rates. \We estimate that
the leveraged loan component of the broader
leveraged finance market is roughly 74%,
compared with approximately 20% in 2000
(see Figure 10). This increase was driven by
rapid growth in both private debt and institu-
tional loans. These loans have floating-rate
coupons, although some are fixed-rate. Mean-
while, most corporate bonds have fixed-rate
coupons. The yield for floating-rate loans
comprises a credit spread applied to an un-
derlying reference rate. As reference rates
surged in 2022, loan coupon rates (which reset
monthly or quarterly, depending on the loan
agreement) also surged. As a result, interest
burdens sharply increased over the past year.

There are more low-rated leveraged loan
debtors than ever before. Single-B and
lower-rated borrowers constitute almost
72%—a proportion substantially higher than
before the pandemic—of the par value of the
$1.4 trillion U.S. institutional loan market (see
Figure 11). These lower-rated companies are
more vulnerable to downgrades and defaults
during weaker economic periods. For exam-
ple, as interest rates increased in 2022, the
ratio of ratings downgrades to upgrades

increased sharply. In 2023, downgrades contin-

Figure 10. Floating-rate Share of U.S. Lev-
eraged Finance Debt
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ue to surpass upgrades. PE firms back many of
these lower-rated issuers. Often, PE-backed
borrowers have little to no junior debt to
absorb credit losses. As a result, senior se-
cured creditors are more vulnerable to lower
recovery rates upon default.

There are many more highly leveraged com-
panies now than historically. The debt ratio
is the ratio of gross debt to EBITDA. The share
(issuer count) of noninvestment—grade com-
panies with debt ratios over 6:1 is 53%, which
is down from a record 55% at the end of 2022
but well above the 29% historical average
since 1990. This high share is a function of his-
torically low interest rates and investor reach
for yield following the 2007-09 financial crisis.
For an extended period after the 2007-09
financial crisis, the U.S. economy experienced
its longest expansion on record, and real
risk-free rates were very low and often nega-
tive. Lending conditions were very favorable,
enabling many more companies to access
debt. While this favorable borrowing environ-
ment supported innovation and employment,
it resulted in many more highly leveraged
companies. In more recent years, before the
backup in interest rates last year, some com-
panies locked in lower-cost fixed-rate debt

via the issuance of high-yield bonds. As this
debt matures in the coming years, refinancings
may pose a problem if interest rates remain at
current levels.

There is a record share of companies with
very low interest coverage. The share (is-
suer count) of noninvestment-grade compa-
nies with very low levels of interest coverage
recently reached a record high of over 20%.
When operating earnings are below interest
expenses, a firm’s coverage ratio is below one.
In other words, the company must rely on
funding sources other than operating income
to meet its interest obligations. When firms
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have low coverage ratios over multiple years,
they are often referred to as corporate zom-
bies, which we define as firms that experience
three consecutive years of low (i.e., under one)
coverage ratios, consistent with our reporting
in prior OFR Annual Reports.

This share increased during the COVID-19
pandemic recession in 2020 because extraor-
dinary fiscal and monetary policies suppressed
default rates, enabling many more firms to
continue operating. The share of companies
with low interest coverage has continued to
climb since then, accelerating over the past
year as interest costs have surged.

Assessing the corporate-zombie share for pri-
vate companies is more difficult because finan-
cial statements of private companies are not
public. However, according to Lincoln Interna-
tional, when accounting for the current level of
loan reference rates for a full one-year period,
nearly 45% of companies could not cover their
debt-servicing obligations.' In other words,
the sharp rise in interest rates has adversely
affected highly leveraged private companies
even more than their public-company counter-
parts—an unsurprising outcome that is never-
theless challenging to such private firms.

In summary, rather than the corporate sector
being a primary source of systemic risk, it is
more likely an amplifier of other economic and
financial system stresses. Tighter credit condi-
tions and higher borrowing costs are testing
many firms’ business models, and stresses at
regional banks raise concerns about a re-
duction in borrowing availability for smaller
companies. A protracted downturn and much
higher default rates are not the current market
expectations for 2024, but the vulnerabilities
noted above amplify this tail risk scenario.



Commercial Real Estate

The U.S. CRE market faces increased financial
uncertainty due to higher interest rates, higher
risk premiums, and reduced bank risk appe-
tite,”® resulting in tighter credit. Although the
multifamily and industrial sectors, plus certain
retail CRE sectors, continue to perform well,
the office sector is facing more difficult finan-
cial conditions and is struggling with weak
demand stemming from an increase in WFH
trends as tenants look to reduce footprints
and improve efficiency. U.S. financial institu-
tions hold more than $5.6 trillion of mortgage
debt secured by CRE, and prior CRE down-
turns generated financial instability.™ Like
many markets, CRE is multifaceted, and to
understand the threat to financial stability it
poses, we must evaluate each of its sectors
individually.

The performance of the FTSE NAREIT real
estate investment trust composite indexes
summarizes current investor sentiment toward
the CRE sectors (see Figure 12). From the end
of Q1 2020 through September 2023, the
industrial index gained 34%, and the retail
index gained 48%. During the same period,
the office composite index declined by 39%.
From the beginning of the year through Sep-
tember 2023, the office composite index
declined 21% while the other indexes posted
gains. Higher interest rates continue to tem-
per CRE lending, refinancing, and valuation.
Higher rates increase borrowing costs, thus
lowering debt service coverage ratios (a key
CRE loan covenant) and negatively affecting
the financing and refinancing of CRE. In a
higher for longer interest rate environment,
CRE investors and lenders face ongoing
uncertainty and a higher risk premium.

The risk premium required to hold and lend
on CRE is elevated because of uncertainty

Figure 12. NAREIT Real Estate Indexes

200 Office
180 Retail
160
140
120
100
80
60
40
20

0

Industrial

Dec May Oct Mar Aug Jan Jun Nov Apr Sep
2019 2020 2020 2021 2021 2022 2022 2022 2023 2023

Note: Data are indexed to Dec 31, 2019 = 100. Data as of Oct 3,
2023.

Sources: Bloomberg Finance L.P, OFR

23



about the timing and level of future interest
rate increases, plus the fact that investors are
grappling with uncertainty about the health of
the U.S. economy and future economic
growth, which are key drivers of CRE demand.
Finally, the March 2023 regional banking crisis
increased focus on risks stemming from banks'
capitalization, loan portfolios, and access to
liquidity. These concerns appear to have made
bank CRE lending more deliberative and risk
averse. All these factors have tempered CRE
valuations (see Figure 13).

Although the financial and economic envi-
ronment affects all CRE sectors similarly, each
sector has specific factors that affect its perfor-
mance and outlook. Next, we review the CRE
sectors individually.

Multifamily. The multifamily sector continued
to benefit from the ongoing housing shortage
in the U.S. Outsize demand pushed down
vacancy rates and drove robust rent growth

in 2022. However, demand declined toward
the end of the year despite ongoing job cre-
ation and healthy consumer balance sheets.

It appears that many young adults (between
the ages of 18 and 29), who likely would have
rented apartments instead, continued to move
back in with their parents. This is even true

of college graduates. In 2022, nearly half of

all young adults lived at home—a proportion
not seen since the Great Depression.™ After
such a robust period of growth, the market is
showing signs of normalization. The national
vacancy rate for multifamily was 5.1% at the
end of September 2023, according to Moody's
Analytics.

Industrial. Fueled by e-commerce and an

everything-on-demand economy, the industri-
al sector has been booming for several years.
Robust demand, led by logistics firms and re-
tailers, pushed vacancies to all-time lows. The

24

Figure 13. Composite YOY Change in CRE
Valuations (percent)

20
15
10

1990 1994 1998 2002 2006 2010 2014 2018 2022

Note: Shaded areas are U.S. recessions.

Sources: Real Capital Analytics, OFR



vacancy rate for distribution and warehouse
space was 4.6% at the end of Q3 2023—near
a record low because the rate has steadily
declined each quarter since the end of 2020.
Low vacancy drove rental growth to a record
pace. While rent growth remained strong
during the first half of 2023, the growth rate

is expected to slow.” With such strong de-
mand, new properties increasingly capitalize
on market strength. Roughly 20% of industrial
developments under construction are larger
than 500,000 rentable square feet, compared
with approximately 5% of existing inventory.
Consequently, construction activity will remain
robust but should moderate over time as sup-
ply meets demand.” New deliveries will bring
some relief to markets with vacancy rates of
less than 1%, although such tightness will con-
tinue to push many tenants to those second-
ary markets with greater availability."®

Retail. Though somewhat diminished due to
the rapid growth of e-commerce (which ac-
counts for approximately 15% of U.S. retail
sales), the retail sector remains strong, espe-
cially for goods and services that favor or even
require in-person visits. For example, trips
to nail salons, barbershops, and sports bars
remain popular. As a result, the retail sec-
tor recovered from the COVID-19 pandemic
and 2021-22 supply chain issues faster than
many anticipated, and consumers returned
to spending in physical locations, including
bars and restaurants. That will benefit retail
real estate boasting such offerings. However,
performance should continue to be uneven.
While foot traffic at suburban shopping cen-
ters returned to 2019 levels, foot traffic at ur-
ban shopping centers remains well below 2019
levels. This reflects the increased prevalence
of the WFH trend, which has hurt the office
sector.”
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Office. The WFH trend created conditions for
potential consolidation of the office sector.
Negative office space absorption and the
increase in office space available for sublease
suggest that current demand is weak. Further-
more, indications that actual office occupancy
by workers remains at or below 50% signal
that employers lease significantly more space
than they currently need (see Figure 14). If
firms reduce their office space requirements to
reflect the reality of employees’ WFH prefer-
ences, office demand could suffer a structural
contraction. High-quality space will likely
outperform as the flight to quality continues,
with high rents and low vacancy rates for
best-in-class assets. However, second-genera-
tion space will struggle to backfill, with an
increase in demolitions and conversions.

Three factors should temper financial stability
concerns for the office sector:

1. Office CRE is less than one-quarter of total
U.S. CRE market debit.

2. Office lease terms can run up to 10 years
or more, so any structural reduction in of-
fice demand will occur over time as leases
renew.

3. Economic growth over time will create
employment, including office jobs. An
expanding workforce may offset some of

the negative office absorption generated
by WFH.

As of Q2 2023, U.S. financial institutions held
more than $4.6 trillion of mortgage debt
secured by CRE. Depositories held approxi-
mately 38% of this debt, with the Enterprises
guaranteeing or holding 21% and insurers
holding 15%. Figure 15 shows that 13% of
CRE mortgage debt was packaged into CMBS
or ABS. Within depositories, smaller banks
with less than $100 billion of assets held a
higher concentration of CRE loans than larger

26

Figure 14. Estimated Office Space
Occupancy (percent)

New York City

San Francisco

60 Top-10 average
50 Chicago

Los Angeles
40
30
20
10

0

Mar Jul Nov Mar Jul Nov Mar Jul Nov Mar
2020 2020 2020 2021 2021 2021 2022 2022 2022 2023

Note: Kastle Back to Work Barometer.

Sources: Haver Analytics, OFR

Figure 15. Distribution of Holders of Debt
Secured by CRE

Depositories
Enterprises
CMBS & ABS
Life Insurers
Other

Note: Data as of Jun 30, 2023.

Sources: MBA, OFR



banks. The bulk of CRE debt held by GSEs was
multifamily. Insurers had less credit risk expo-
sure than other CRE lenders because they
require low loan-to-value and high debt ser-
vice coverage ratios, making their loans rela-
tively lower risk. As a result, insurers expect to
benefit from their relatively conservative
lending practices in a CRE market downturn.
Insurers owned a wide range of debt backed
by CRE, with CMBS debt being the largest
portion. Insurers held substantial amounts of
multifamily-backed and office property—
backed loans. Insurers are only modestly
exposed to retail and hotel properties be-
cause they have perceived these sectors as
higher risk. Life insurers’ 60+ day CRE delin-
quency rate was low at 0.14% as of June 30,
2023, but it was up from 0.04% in June 2022.

CRE lenders that assume larger amounts of
credit risk, typically private-debt investment
funds and subordinated CMBS tranche inves-
tors, will absorb substantial credit losses as
defaults materialize. These lenders represent
a smaller share of the overall market, although
the exact percentage is unknown. CMBS in-
vestments at the highest risk of principal loss-
es are those primarily backed by higher-risk
properties, such as obsolete office buildings
and weak shopping malls. Alternative lend-
ers have expanded their CRE-lending market
share in recent years because they are more
willing to assume credit risk than regulated
financial institutions. These yield-driven debt
investors will likely face the largest losses in a
CRE market downturn.

With interest rates elevated and the economy
slowing down, we expect to see increasing
pressure on the CRE market, causing loan
performance degradation at CRE lenders.
Lender losses are likely concentrated in the
weakest properties and the most aggressive
lenders. As illustrated by the CMBS market,
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CRE loan delinquency rates remain relatively
modest compared with past peaks, but they
are expected to rise as loans become troubled
due to the previously discussed market pres-
sures (see Figure 16). Overall, financial stabili-
ty risks arising from the CRE market are ex-
pected to be moderate because most CRE
sectors, with the exception of the office sector,
appear to be performing well, and office loans
constitute less than one-quarter of total CRE
mortgage debt exposure. However, those
financial institutions with significant office
exposure, including some smaller depositories
and banks specializing in office loans, may
face headwinds. As prior CRE sector down-
turns have occurred, default rates and loss
costs will rise for lenders. However, losses
should remain below levels, which could cause
widespread financial stability concerns be-
cause most sectors (excluding the office
sector) continue to exhibit strong perfor-
mance.

Household Credit

Despite changing economic conditions,
household sector vulnerabilities remain mod-
erate and have not materially changed over
the past year. Indicators of household lever-
age remain stable and at low levels. House-
hold debt service payments as a percentage
of disposable income have been mostly flat
and have remained in a historically low range
YQOY, moving slightly from 9.85% in Q2 2022 to
9.83% in Q2 2023. In contrast, household debt
balances grew to historic highs, and most

of the growth over the past year came from
households with weaker credit. Delinquency
rates for most household debt product cate-
gories also reverted to prepandemic levels.
Despite this, household liquidity positions re-
main relatively robust for now. Continued de-
terioration in economic conditions and other
broad shocks that adversely affect household
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liquidity positions represent the household
sector’s most significant threats to financial
stability.

Aggregate household debt balances grew to
$16.3 trillion in nominal dollars through August
2023, growing 3.7% YQY. At the same time,
household debt continues to grow more
slowly compared with the broader economy.
The household debt-to-GDP ratio dropped to
73.1% in Q1 2023, compared with 73.4% in QT
2022. Both of these ratios are relatively low for
the period since the 2007-09 financial crisis.
Debt balances grew relatively rapidly for
households with weaker credit over the past
year (see Figure 17). Debt balances for sub-
prime households grew 21.1% over the past
year, and current levels are now comparable to
prepandemic levels. For comparison, debt
balances for prime households, which current-
ly account for 81.1% of aggregate balances,
grew 1.9% over the past year but are 27.1%
higher than prepandemic levels.

Delinquency rates began approaching prepan-
demic levels over the past year. While noncur-
rent rates for first-lien mortgages and home
equity loans remain relatively low, the delin-
quencies of some consumer loan categories
are now at or above 2019 levels (see Figure
18). One reason for these patterns is differenc-
es in underwriting standards among loan
categories. Looking at delinquency rates by
credit quality indicates similar patterns in
delinquency rates across loan categories for
similar credit score types. Additionally, delin-
quency rates are now comparable to prepan-
demic levels. The exception is student loans,
where delinquency rates remain very low
irrespective of credit score due to public
forbearance programs. With the sunsetting of
these programs in October 2023, additional
financial burdens are expected for some
households and may potentially exacerbate

Figure 17. Household Debt Balances ($
billions)
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Figure 18. Household Delinquency Rates
(percent)
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Sources: Equifax Information Services LLC, OFR

29



delinquency trends in other loan categories.
However, struggling borrowers are subject to
an on-ramp period when missed payments will
not adversely affect credit records for the first
year. Additionally, some borrowers may be
eligible for further payment deferrals or need-
based payment programs.

Rising delinquency rates may be a symptom of
deterioration in household balance sheets.
Households with weaker credit are, on aver-
age, relatively more constrained, so rising
delinquency rates for such households gener-
ally indicate a broader erosion of household
liquidity positions. Indicators of household
liquidity conditions have remained robust,
despite volatility in the financial markets over
the past year. According to data from the
Federal Reserve, household deposits and
other investments in money-like securities
declined by 2.8% YOY as of Q2 2023 but
remain more than one-third higher than 2019
levels. These trends are consistent with those
found in other data sources. Based on data
from the JPMorgan Chase Institute, household
checking account balances as of March 2023
are 10% to 15% higher (or more) than in 2019.
Disaggregated data indicate that liquidity
conditions at all income levels have stronger
liquidity positions than they did before the
COVID-19 pandemic (see Figure 19). For
more in-depth analysis, for model-based
estimates of current household liquidity condi-
tions that account for inflationary pressures,
plus other factors affecting household balance
sheets (see Box Topic: Estimating Household
Liquidity Conditions).

Finally, households can also rely on credit
lines as a source of liquidity in response to
balance sheet shocks. Utilization rates of bank
cards and HELOCs increased over the past
year, reversing their downward trend since
2020. The previous decline was attributed in
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part to governmental pandemic-era programs
because at least some households probably
chose to pay down debt balances using the
influx of funds. Bank card utilization is 21.2%
as of August 2023, compared with 19.9% one
year prior. Bank card credit limits grew by 9.6%
overall. HELOC utilization is 45.7%, compared
with 44.5% one year earlier, while loan lim-

its grew by 7.9% overall. Home values have
broadly appreciated since 2019, providing
many households with higher collateral values
to borrow against. Despite this, overall home
equity limits have only grown by 4.0% during
this period. With higher rates expected to per-
sist in the intermediate term, households may
be more likely to rely on HELOCs than cash-
out refinancing for equity extraction.

With deterioration in conditions expected to
continue, households will need to increasingly
draw on liquidity buffers, which remain mod-
estly elevated relative to 2019 levels. Factors
contributing to the rapid depletion of those
reserves and general stress to household bal-
ance sheets pose potential threats to financial
stability. While delinquency rates reverted to
prepandemic levels for certain segments, they
remain historically low overall. Additionally,
there is a relatively low share of households
with weaker credit now, compared with previ-
ous economic downturns.

Box Topic: Estimating Household
Liquidity Conditions

A large number of academic studies focused
on household leverage as an explanation

for the prolonged recession following the
2007-09 financial crisis. However, recent
studies argued for the importance of house-
hold liquidity,® which mitigates the impact of
economic shocks on aggregate demand and
affects both financial and economic stabili-

ty. On the one hand, during the pandemic,
households received unprecedented liquidity
injections through various government transfer
programs, including EIP and CTC. On the oth-
er hand, in addition to the financial hardships
associated with the pandemic, households
were confronted with generational inflationary
pressures and other challenges that adverse-
ly affected liquidity. Limited data availability
poses a challenge to analyzing the cumulative
effects of these factors and current household
liquidity conditions.

This section describes a new approach to
monitoring and analyzing current household
liquidity conditions. Due to data limitations,
obtaining timely estimates of household
liquidity conditions is difficult. Also, traditional
aggregate-based measures are often multifac-
eted and difficult to interpret. A model-based
approach that aims to address these challeng-
es is described here.

As a baseline, data from the 2019 SCF is used
to characterize the distribution of household
liquidity conditions (see Figure 20). Specifical-
ly, the number of months of expenditures that
each household in the data could cover with
savings, or the expenditure coverage ratio
(ECR), is calculated. Households with three or
fewer months’ worth of savings are typically
regarded as liquidity constrained. The data in-
dicate a bimodal distribution regarding house-
hold liquidity conditions, with 42.9% of house-
holds experiencing some degree of liquidity
constraint and 38.46% of households having at
least one year's worth of savings.

The extent to which liquidity injections from
the pandemic-era government transfer pro-
grams benefit household liquidity positions
remains a key policy question that must be
answered. One advantage of the SCF data is
that it provides sufficient details for each
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household to properly account for the size of
the payments based on income and family
size. This is important because there is likely
to be variation along this dimension among
existing liquidity levels. Figure 20 indicates
that the payments represented a sizable
portion of household expenditures. Adding
the total payments to existing savings de-
creases by more than half the fraction of
households unable to cover more than three
months of expenses with savings, bringing
that fraction down to 20%. The liquidity injec-
tions disproportionately impacted households
with the lowest liquidity levels. The payments
represented an average of 4.5 months of
household expenditures with only up to one
month’s expenses as of 2019.

It is clear that these payments were econom-
ically meaningful during the COVID-19 pan-
demic, but to what extent have households
been able to maintain favorable liquidity con-
ditions until the present? To estimate current
household liquidity conditions, a model-based
approach was developed that accounts for the
impacts of government transfer payments and
other sources of liquidity against the inflation-
ary effects on a broad range of expenditure
categories. One can estimate current liquidity
conditions by employing a model that incor-
porates aggregate trends to project house-
hold balance sheets and expenditure fields in
the SCF data.

Estimates for the current period suggest that
the cumulative effects of the shocks to house-
hold liquidity buffers and expenditures have
had a slightly positive impact on household
liquidity relative to 2019 levels (see Figure 21).
A larger fraction of households can now cover
more than three months of expenses using
their savings. For example, there has been a
roughly 1% decrease in the fraction of house-
holds that cannot cover more than three
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Figure 20. Household Liquidity with
COVID-19 Interventions (percent)
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months of expenditures. Consistently, there
has been a 1.3% increase in the fraction of
households that can cover at least one year of
expenditures.

Residential Real Estate

The residential real estate market has import-
ant implications for financial stability because
the value of homes underpins credit risk for
mortgages. When a house’s price rises, a
borrower has little incentive to default on their
mortgage—but when a house’s value falls
below the amount owed, it may be in a bor-
rower’s best interest to default. Changes in
house prices are, therefore, key determinants
of mortgage default and foreclosure rates.
Because mortgage loans and MBS constitute
large shares of the portfolios of financial
institutions, including banks and insurance
companies, a wave of mortgage defaults
could have financial stability implications.
Additionally, interest rates and liquidity affect-
ed the price of MBS when rising interest rates
led to a decline in the value of banks’ securi-
ties portfolios and ultimately to the failure of
several banks (see Banks). Home prices have
steadily increased for some time (see Figure
22). During the prepandemic period, from
2012 to 2019, home prices increased by ap-
proximately 6% annually. From 2020 through
2022, home prices on a national level in-
creased by about 13% annually. From January
through July 2023, however, average home
prices appreciated at a lower rate of 3% be-
cause mortgage rates had begun increasing in
2022, when the Federal Reserve began raising
interest rates to combat inflation and also
began QT (see Box Topic: Federal Reserve
Balance Sheet—Mortgage-backed Securi-
ties). The indexes show moderate price de-
clines beginning in July 2022 and continuing
through January 2023, with modest price

Figure 22. Home Price Appreciation
Indexes
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appreciation resuming in February 2023.
Despite mortgage rates reaching their highest
level in 23 years and a brief six-month decline
in housing price appreciation in 2022, home
prices continue to increase.?!

The recent strength in housing markets may
be attributed to factors such as a persistent
lack of supply, high increases in rental pay-
ments, and widespread WFH and hybrid
work arrangements that increased the de-
mand for homes.?? More recently, the supply
of existing homes in certain areas may have
been artificially suppressed because many
homeowners were reluctant to move because
that would entail higher mortgage payments
due to increased mortgage rates. The lack of
supply boosted the prices of existing homes,
affecting their affordability.? In addition to the
increased demand for housing, inflation and
construction costs may have contributed to
increased home prices (see Box Topic: Con-
struction Costs for New Housing).

Box Topic: Construction Costs for
New Housing

Much of the narrative surrounding the
COVID-19 pandemic house price boom fo-
cused on high demand for housing paired
with low supply. Some factors driving demand
during this time included remote work, fiscal
stimulus, and low mortgage rates. Typically,
this would incentivize new construction, but
until recently, increases in supply have been
lacking. Economists recently highlighted
local land use regulations and, in some cases,
limited land availability as key barriers to new
supply coming onto the market.

One factor that received comparatively little
attention is the role of construction costs.
Construction costs include the price of labor
and materials used to build housing structures
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(see Commodities Markets). If construction
costs rise with house prices, then there is a rel-
atively low market incentive for new construc-
tion, compared with a scenario in which house
prices rise but construction costs remain low.

Some trends emerge from analyzing house
price appreciation measures from the FHFA%
and construction cost measures from the BEA
(see Figure 23). While house prices increased
nationally by 39% between February 2020 and
March 2023, construction costs rose by 31%.
Total inflation was 16% over the same period.
The gap between house price appreciation
and construction costs was 8%, indicating that
much of the run-up in house prices matched
increases in construction costs.

Figure 23. Housing and Construction Costs
(YOY change)
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Construction costs have been higher than
inflation for some time. In 2015, when infla-
tion was near zero, both house prices and
construction costs were higher. For most of
2018, while house prices were appreciating at
a robust 6% per year, construction costs were
rising similarly. Then, with the onset of the
pandemic, house prices, construction costs,
and overall inflation increased substantially.



The run-up in house prices between 2020 and
2023 occurred simultaneously as high inflation
and construction costs increased.

The financial stability implications appear
limited, and the rise in costs could lead to
healthier housing markets. By limiting new
supply, high construction costs could reduce
overbuilding, particularly if the recent demand
increases prove to be temporary. So, while
high construction costs may keep prices high
in the short run, it also may prevent substantial
declines in prices in the longer run and con-
tribute to a “soft landing” from the COVID-19
pandemic boom. This suggests less downside
risk in house prices with a corresponding low-
er probability of negative equity for mortgage
holders.

Mortgage delinquencies track labor markets
(see Figure 24), and as a result, there are
generally low delinquency rates among all
types of mortgages. The most recent excep-
tion was during the COVID-19 pandemic when
the unemployment rate was high. However,
many homeowners fell behind on their mort-
gage payments were not considered delin-
quent due to widespread forbearance pro-
grams.” The MBA reported that the
delinquency rate for mortgage loans on resi-
dential properties was 3.37% at the end of Q2
2023. This rate was down 19 basis points from
Q1 2023 and down 27 basis points YOY. The
mortgage delinquency rate fell to its lowest
level since the MBS survey began in 1979.%
Mortgage delinquencies are likely to rise if
labor markets substantially slow and unem-
ployment rises. Many distressed homeowners
have accumulated sufficient home equity to
avert foreclosure actions. Given the tight hous-
ing supply, they may easily sell their homes
but have difficulty finding housing alternatives

Figure 24. Mortgage Delinquency and Un-
employment Rates
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because home purchases and rents have
increased over time.

The lack of home sales reduced the demand
for purchase mortgages. At the same time, the
run-up in mortgage rates reduced demand for
refinancing existing mortgages. The overall
mortgage volume for 2022 was $2.2 trillion, or
roughly half of the 2021 record volume of $4.4
trillion (see Figure 25). Lending volume has
further decreased through Q2 2023, given
higher mortgage rates.

The increase in home prices allows for the
buildup of home equity. Lower home sales
volumes, coupled with higher interest rates,
dramatically reduced residential mortgage
lending and refinancing activity but had the
opposite effect on home equity lending.
Home equity lending activity for 2022 in-
creased by about 49% over 2021 volumes (see
Figure 26).

Higher equity in homes cushions lenders and
other holders of mortgages in the event of
borrower defaults. While higher home prices
benefit lenders and mortgage holders, they
exacerbate the affordability problem, especial-
ly for low-income and first-time home buyers.
Higher home prices also place a greater debt
burden on new-home buyers, who need to
finance their higher-priced homes with larger
mortgages. Mortgage payments represent the
highest monthly debt burden for many house-
holds.?” Widespread mortgage defaults and
declining home prices played a pivotal role in
the period leading up to the 2007-09 financial
crisis.
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Figure 25. Residential Mortgage Lending
($ trillions)
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Figure 26. New Home Equity Lending ($
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300 Q4
Q3

250,

200 Q1

150

100

50

0

2013 2015 2017 2019 2021 2023

Note: 2023 values represent activity through Jun 30, 2023. Values
represent new draws on home equity lines of credit and new closed-
end second mortgage originations.

Sources: Inside Mortgage Finance, OFR



Box Topic: Federal Reserve Balance
Sheet—Mortgage-backed Securities

The Federal Reserve added almost $1.5 trillion
in MBS to its balance sheet between March
2020 and May 2022. Peak purchases occurred
at the onset of the COVID-19 pandemic, with
the Federal Reserve purchasing almost $200
billion per month between March 2020 and
May 2020 to ease the stress on dealers’ bal-
ance sheets.” Between July 2020 and No-
vember 2021, the Federal Reserve purchased
$40 billion in MBS per month in addition to
reinvesting principal payments received. The
Federal Reserve slowed its rate of purchases
in November 2021 but did not officially start
reducing balance sheet holdings until June
2022. Since June 2022, the Federal Reserve
has allowed up to $17.5 billion ($35 billion
starting in September 2022) of MBS to run off
its balance sheet, though the actual amount
has not yet hit the cap in any month.

As of September 2023, the Federal Reserve
held almost $2.5 trillion in MBS, equivalent to
almost 30% of the total supply. Figure 27
shows that 98% of the Federal Reserve's MBS
holdings have maturities greater than 10 years.
Over the long term, the Federal Reserve
stated that it plans to hold primarily Treasury
securities, which means lowering its MBS
holdings.?” However, MBS as a percentage of
the Federal Reserve’s total balance sheet
assets may increase over the next three years
because of MBS's longer maturities.*® Since
June 2022, this fraction has been relatively
stable at 30% (see Figure 27). The Federal
Reserve has not communicated plans to sell its
MBS holdings. However, Chair Jerome Powell
has indicated that it may consider doing so in
the future.®

A real estate investment firm report finds an
excess MBS supply between $225 billion and

Figure 27. Assets Held Outright on the
Federal Reserve Balance Sheet ($ trillions);
MBS as a Percentage of Total Assets
(percent)
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$420 billion per year over the next two years
because of the Federal Reserve’s balance
sheet runoff. It remains to be seen which pri-
vate entities will step in to absorb this excess
supply. The report finds that banks, the GSEs,
and real estate investment trusts are not

able to greatly increase their MBS holdings.*
Liquidations resulting from the regional bank
failures in March 2023 may provide a test case
on whether the private market is capable of
absorbing excess MBS supply. The FDIC is in
the process of liquidating $114 billion in MBS
acquired upon receivership from SVB and SB,
and this sale has not caused any significant
negative market impact thus far.®
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Financial Markets

Short-term Funding

Short-term funding markets support core
functions of the financial system, providing
liquidity to borrowers and allowing banks,
corporations, financial firms, and other inves-
tors to meet immediate and near-term cash
needs. Disruptions in funding markets can
present serious financial stability risks because
they jeopardize the ability of firms to borrow in
these markets.

Short-term funding markets present four risks:

1. A protracted period of low interest rates
and the Federal Reserve’s quantitative
easing facilitated risk-taking and potential
duration mismatch.

2. Market liquidity may deteriorate more than
expected.

3. The market remains vulnerable to liquidity
and maturity transformation mismatches
for banks and nonbanks.

4. There is still uncertainty related to the
Federal Reserve's monetary policy and its
impact on growth, inflation, market senti-
ment, and market liquidity.

The Federal Reserve is maintaining a mon-
etary-tightening stance to combat inflation.
From March 2022 to September 2023, the
central bank increased the EFFR target range
by 525 basis points. The rapid pace and mag-
nitude of the rate increases created challenges
for banks and nonbank financial institutions
that rely on short-term funding markets.

The Federal Reserve primarily controls the pol-
icy rate in the interbank market by adjusting
the supply of reserves in the banking system
through changes to the IORB (the ceiling on
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rates) and by engaging in repurchase agree-
ments through its ON RRP to reinforce the
floor on policy rates. The system transacts its
ON RRP operations at a specified rate with
eligible nonbank counterparties such as MMFs
and GSEs.

At the onset of the pandemic in March 2020,
the Federal Reserve cut interest rates and
injected massive amounts of liquidity into the
financial system through asset purchases and
special lending facilities, which drove down
yields. An additional stimulatory effect were
fiscal measures that led to a surge in cash to
households and institutions and ultimately

to a surge in bank deposits and reserves. As
the central bank began QT to normalize its
balance sheet in 2022, bank reserves declined
through year-end. Aggregate reserves de-
posited at the Federal Reserve Banks remain
significant and account for around 14% of the
assets of the entire banking system. However,
as QT continued, funding rates increased as
market participants competed for increasing-
ly scarce liquidity pools in the market. There
were signs that funding was getting tighter as
deposit outflows led banks to sell securities in-
ventories, draw on reserves, and pursue other
financing alternatives. The regional banking
turmoil that began in March 2023 reversed the
overall decline in reserves by approximately
$400 billion as banks bolstered reserves de-
posited at the central bank by pursuing other
short-term borrowings, including the central
bank’s liquidity facilities.

The ON RRP rate is currently set 10 basis
points below the IORB to enhance the central
bank’s influence over short-term rates, such

as the overnight general collateral rate. Daily
ON RRP volume has averaged over $2.0 trillion
over the past year, up from zero at the start of
the pandemic.



While the ON RRP facility has become an
important monetary-policy tool for the central
bank to keep short-term rates from falling
below the federal funds rate, it increases the
Federal Reserve's footprint in funding markets,
potentially crowding out private money-like
liabilities issued by financial and nonfinancial
firms. During periods of elevated stress, the
potential rapid take-up at the ON RRP facility
could magnify flight to quality and contribute
to a rapid decline in short-term funding avail-
able to private firms. For example, the Federal
Reserve's H.4 data show an increase in ON
RRP utilization during the March 2023 banking
system stress (see Figure 28).

As the central bank continued to hike policy
rates through 2022 and early 2023, commer-
cial bank deposit rates increased slower than
comparable market rates. For instance, the
cost of interest-bearing deposits was about
0.26% at the end of 2020, compared to 0.75%
at the end of 2022. Consequently, the gap
between deposit rates and money-like assets
widened. Some depositors began to move
their cash balances away from banks to high-
er-yielding investments. The exodus of de-
posits accelerated in the second half of 2022.
As a result, banks increased their reliance on
other borrowings and used cash balances

to meet liquidity needs. Some banks had to
sell securities to fund deposit outflows. After
the banking stress that began in March 2023,
consumers moved deposits from banks to a
combination of alternative financial products
such as MMFs and Treasury bills.

As deposits left several banks at a record
pace, federal government agencies took ac-
tion to restore confidence and minimize conta-
gion risk to other regional and smaller banks.
A number of banks tapped the Federal Re-
serve's emergency lending facilities to improve
liquidity and or make up for funding shortfalls.

Figure 28. Bank Reserve Balances with the
Federal Reserve Banks, ON RRP Balances,
and Total Federal Reserve Assets ($
trillions)
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The FDIC also protected uninsured deposits at
certain failed banks. These actions appear to
have eased depositor concerns.

Deposits are the largest source of funding for
banks and a source of liquidity for individuals
and corporations. Historically, banks have
been slow to adjust deposit rates when the
Federal Reserve is hiking interest rates, and
there is typically a lag of several months be-
tween the first interest rate hike and when
yield-sensitive cash investors begin to shift out
of bank deposits and into alternative financial
products, such as Treasury securities and
MMFs. The size and speed of recent interest
rate hikes were unprecedented and accelerat-
ed the shift. Total bank deposits at U.S. com-
mercial banks peaked at over $18.1 trillion in
April 2022 before declining to $17.3 trillion in
September 2023 (see Figure 29).3
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Figure 29. U.S. Commercial Bank Deposits
and MMF Assets ($ trillions)
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As the risk of uninsured deposit flight from
regional banks further accelerated following
the failure of SVB and SB, some banks sold
assets or replaced their deposit funding with
relatively more expensive borrowings, such as
FHLB advances.®* The bank deposits and
borrowings series in Figure 30 includes de-
posits plus other borrowing sources. As the
level of deposits fell, other borrowings rose.
FHLB borrowing—an indirect measure of the
degree to which banks and other members
turn to wholesale funding to meet liquidity
needs—rose over the past year by nearly $200
billion, or 19% (see Figure 31).

Secured borrowing from the FHLBs provides a
lower-cost and more stable alternative to un-
secured bank borrowing, such as the issuance
of commercial paper. However, FHLB advanc-
es are indirectly funded by MMFs. Potentially,
this creates stress on the FHLBs because MMF
shares are redeemable on demand.*

With over $6 trillion in net assets as of Sep-
tember 30, 2023, MMFs are important lenders
in short-term markets.” OFR analysis indicates
that money market mutual funds benefited
from the continued differential between MMF
yields and general deposit rates.

MMFs compete for deposits with other cash
management instruments and have histori-
cally experienced growth in periods of rising
market rates because of their ability to quickly
pass market rate increases on to fund inves-
tors.

Figure 30. U.S. Commercial Bank Deposits
and Other Borrowings ($ trillions)

19 5
17 4
15 3
13 2
11 1
Sep Sep Sep Sep Sep
2019 2020 2021 2022 2023

U.S. commercial bank deposits (left)

U.S. commercial bank other borrowings (right)

Sources: Federal Reserve, Bloomberg Finance L.P., OFR

Figure 31. U.S. Commercial Bank Deposits
and FHLB Debt ($ trillions)
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The first MMF was launched in 1971, but
MMFs did not experience their first period of
rapid growth until 1974 and early 1975. That
was because of Regulation Q's strict ceiling on
the interest rates that insured depository
institutions were permitted to pay to deposi-
tors. In the high-interest-rate environment that
existed during this period, money market rates
of return rose well above this ceiling—so to
benefit from these higher rates, many custom-
ers withdrew their assets from deposit ac-
counts and placed their funds into MMFs.
Explosive growth in MMFs occurred again in
the late 1970s and early 1980s when very high
money market rates produced large differenc-
es between the rates of return being paid by
MMFs and depository institutions. This trend
has persisted over most rate-hiking cycles (see
Figure 32). However, the increasing awareness
of alternative money market rates through
numerous internet sources and the utilization
of mobile banking and information-sharing ap-
plications can accelerate bank customer
deposit withdrawals because (1) these commu-
nication platforms can quickly coordinate
customer sentiment and set off chain reactions
and (2) the mobile banking platforms enable
withdrawals at faster speeds.

In the first nine months of 2023, MMF assets
rose about $864 billion, or 17%, to a record
$6.16 trillion. This was largely because MMF
yields are six to eight times more than deposit
rates.® A portion of the increase in MMF
assets circulated back into the banking system
through the purchase of FHLB discount notes
and lending through the tri-party and cleared
bilateral repurchase agreement markets (see
Figure 33). However, some funds left the
banking system as MMFs invested cash in the
Federal Reserve's ON RRP, Treasury bills, and
other short-term U.S. government obligations
offering higher yields.
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Figure 32. The Ratio of MMF Assets to U.S.
Commercial Bank Deposits and the U.S.
EFFR (percent)
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Figure 33. U.S. MMF Assets by
Select Holding Types ($ trillions)
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MMFs are key participants in the repo mar-
kets, accounting for over 47% of the lending in
this funding segment.?” MMFs are primarily
active in three different repo markets: (1) the
noncentrally cleared tri-party repo market, (2)
the FICC-sponsored repo market, and (3)
direct dealings with the Federal Reserve via
the ON RRP. While volumes at the ON RRP
facility are still large, they are not very elevat-
ed relative to Q4 2022 (see Figure 34).%0
Instead, much of the extra funds were invested
in other repo markets. The tri-party market
saw a roughly $200 billion increase in daily
transaction volume since the beginning of the
year, while activity in the FICC-sponsored repo
markets increased by approximately $400
billion over the past year (see Figure 35).

Figure 34. Daily ON RRP Repo Transaction
Volume ($ billions)
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Figure 35. Daily Overnight Repo
Transaction Volume in Different Market
Segments ($ billions)
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These other repo markets withstood the
recent volatility in the banking sector relatively
well. Rates in the interdealer markets briefly
increased after the failure of SVB (see Figure
36) but quickly reverted to their previous
levels. However, MMF repo lending to primary
dealers may still pose a financial stability risk
as dealers pass these dollars on to riskier
institutions, such as hedge funds. Because it is
difficult to see what kinds of risks are building
up in these low-visibility markets, it is import-
ant for regulators to use market data to see
what types of institutions dealers are lending
cash to so that the regulators can properly
assess sources of potential short-term funding
disruptions.

The counterparties receiving these inflows
from MMFs are very large dealers that are sub-
sidiaries of commercial banks. These dealers
are subject to interest rate and liquidity con-
cerns similar to those of their commercial bank
affiliates. Dealers typically take cash inflows
from MMFs and lend them to clients in the
FICC-sponsored and NCCBR markets. Cash
borrowers in the NCCBR market are usually
leveraged institutions such as hedge funds.
Market volatility can prompt such borrowers

to deleverage, which in turn can amplify price
volatility in key asset markets, such as those
for Treasuries.

An example of a typical investment strategy by
one of these client institutions is the Treasury
cash futures basis trade, in which a hedge fund
will try to profit from price differences between
a Treasury futures contract and a Treasury
security (from a corresponding set of securities
that can be delivered into the futures con-
tract). The hedge fund uses the repo market
to fund the Treasury security leg of the trade.
In volatile markets, hedge funds may decide
to unwind basis trades. This unwinding can
cause significant price pressures and make the
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Figure 36. Overnight Repo Rates in Differ-
ent Market Segments (percent, less federal
funds rate)
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Treasury market more fragile during moments

of stress. There is good evidence, for example,
that the unwinding of cash futures basis trade

positions contributed to the price pressures in
the Treasury market in March 2020.

Over the past year, hedge funds’ short Trea-
sury futures positions and sponsored repo
borrowing significantly increased (see Figures
37 and 70) to levels similar to those before
March 2020. This evidence suggests that cash
futures basis trade volume substantially in-
creased and may expose the financial system
to the same risks as in March 2020.

The NCCBR market is one of the primary
sources of hedge fund leverage, and it, there-
fore, represents an important channel through
which instability could propagate to the larger
economy. Unfortunately, real-time data do not
exist. As a result, market participants and reg-
ulators may not be fully aware of the poten-
tial risks that could be building in this market
segment. The OFR seeks to bridge this data
gap through its NCCBR data collection, which
is anticipated to begin in 2024.

In summary, the repo markets have functioned
effectively YTD, avoiding the volatility seen in
bank deposit funding. However, it is important
to highlight that while we have not seen any
financial risks take shape in these markets,
there may be unseen financial stability risks
building up in the economy that are not easy
to anticipate and that are invisible to policy-
makers and regulators. The OFR will continue
to use its resources to track these potential
risks and communicate them to other govern-
ment agencies as they arise.

Treasury Market

The $33 trillion U.S. Treasury market, of which
$26 trillion is marketable debt held by the

public, finances the U.S. government and

Figure 37. HF Outstanding Volume in
DVP-sponsored Trades ($ billions)
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serves as a benchmark risk-free investment
for market participants. In addition, the Trea-
sury market, which is considered the world’s
deepest and most liquid securities market,
plays an important role in the U.S. and global
financial systems. It includes markets for out-
right purchases and sales of securities (or cash
transactions), repos, and futures on Treasury
securities. Because of the Treasury market's
central role in U.S. financial markets, stress in
this market can threaten financial stability.

Market Liquidity

Volatility in the Treasury market rose over the
past year as the Federal Reserve tightened
monetary policy. The spike in interest rate
volatility at the short end of the yield curve
during the March 2023 banking sector turmoil
exceeded levels seen during the March 2020
COVID-19 pandemic due in part to uncertainty
about the path of monetary policy. The strain
in the Treasury market spilled over into the
large universe of dollar-denominated fixed-in-
come derivative instruments.

The ICE BofA Bond Market Option Volatility
Estimate Index, an indicator of Treasury mar-
ket interest rate volatility and bond market
stress, remained at higher levels than the
long-term average and at levels higher than
observed during the previous QT period in
2017-19. The index increased sharply in March
2023 before declining thereafter (see Figure
38).

Over the past few years, liquidity conditions
in the Treasury market weakened across a
range of metrics. Because there are several
aspects to liquidity, Treasury market liquidity
measurement can take multiple forms, such
as volume-based measures.*' TRACE data on
trading volumes in the Treasury market sug-
gest that it remains well-functioning, partic-
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Figure 38. The MOVE Index (basis points)
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ularly during periods of stress. For instance,
during the peak of the COVID-19 pandemic,
more than $1 trillion was traded daily. More
recently, trading volumes again increased to
similar levels during the banking crisis. This
suggests that investors can generally transact
large volumes of Treasury securities.

However, turnover (total value of trades divid-
ed by the value of Treasuries outstanding) in
the Treasury market has declined as growth in
aggregate issuance has outpaced growth in
aggregate trading volumes. Turnover varies
depending on the type of Treasury security.
For example, on-the-run Treasuries (recently
issued) turnover many times daily, while off-
the-run Treasuries (not recently issued) have
lower turnover.

Consistent with the increase in market volatili-
ty, the cost of transacting in Treasury securities
increased. Bid-ask spreads across on-the-run
Treasuries increased earlier this year, particu-
larly for shorter maturities (see Figure 39).
Historically, there is a strong correlation be-
tween Treasury market volatility and measures
of market liquidity, such as bid-ask spreads.
Typically, liquidity measures weaken during
periods of high volatility, such as last spring.
Weaker liquidity measures seen in March did
not appear to be significantly worse than what
would be expected, given the very high vola-
tility at that time.

The Treasury market weathered another debt
limit impasse during 2023. Concerns about a
technical default weighed significantly on the
short end of the Treasury bill market, lead-
ing to significant pricing dislocations before
the debt limit issue was settled in early June.
These types of pricing discrepancies and dis-
locations can have significant consequences
for the functioning of the Treasury market and
could have long-term consequences for inves-
tor appetite for U.S. debt.

Figure 39. Bid-ask Spreads for On- and
Off-the-run U.S. Treasury Securities (basis
points)
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Market Structure

Treasury securities transactions are conducted
across multiple venues, including interdealer
trading on electronic platforms and deal-
er-to-customer on a bilateral basis electroni-
cally or by voice order. The market makers in
these venues provide liquidity to the Treasury
market. Primary dealers make markets in
Treasury securities by standing ready to buy
and sell securities at specified prices. Through
these sales and purchases, the dealer can
facilitate transactions with customers by tak-
ing temporary positions in the securities. In
doing so, the dealer earns a bid-offer spread
but consumes capital to facilitate the principal
transaction. The cost of capital and the eco-
nomics of these trades have evolved over the
past two decades with technology develop-
ments, competition from new market makers,
and regulation.

Figure 40 shows the growth in U.S. Treasury
debt held by the public and primary dealer
Treasury inventory, the latter historically
viewed by some as a measure of dealers’
willingness and capacity to intermediate
trading in the Treasury market. The total
supply of Treasury securities has increased by
over 210% since 2008, while primary dealers
currently hold less than 1% of the U.S. Treasury
debt held by the public. The reduced share of
U.S. Treasury debt held by dealers doesn't
necessarily reflect the level of intermediation.
Instead, it could reflect dealers” intermediating
more on an agency basis where the dealer
matches the buyer and seller without any
balance sheet risk to facilitate market marking,
rather than a principal basis.

Technological advances facilitate electronic
trading, enabling many market participants,
including PTFs, to move quickly in and out of
the market. The growth of electronic trading,

48

Figure 40. U.S. Treasury Debt Outstanding
Held by the Public and Primary-dealer
Treasury Holdings ($ trillions)
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along with other developments, including
changes in regulation, have led to increased
participation from PTFs, particularly in on-
the-run securities. In contrast to traditional
dealers, PTFs generally do not hold positions
overnight and can operate with low capital rel-
ative to the size of their trading activity. PTFs
typically execute a little more than half of Trea-
sury trading activity on electronic interdealer
broker platforms. It is important to understand
how the sizable participation of PTFs in the
Treasury market affects liquidity during peri-
ods of stress. While PTFs improve daily liquid-
ity, there are cases where the consistency and
depth of liquidity they add to the market are
less clear. For example, during the flash rally
on October 15, 2014, PTFs tended to manage
their exposure to Treasury market volatility

by reducing the volume of limit orders they
supply to the market. While PTFs reduced the
size of their limit orders, bank dealers widened
their bid ask-spreads.

Other examples include the March 2020 and
March 2023 market disruptions. The PTF share
of Treasury trading on electronic interdealer
broker platforms temporarily fell from 60% to
45% during March 2020.% In contrast, during
the banking stress of March 2023, the PTF
share of activity on electronic interdealer-bro-
ker platforms rose from just over 50% to 60%.%

Moreover, technology and the increased role
of electronic trading platforms are reducing
the size of transactions (i.e., trade size). This is
also the case in other markets. When transac-
tions are conducted at lightning-fast speed us-
ing electronic platforms, the transactions tend
to get smaller.* One potential implication of
smaller trade size is that large trades may take
more time to complete.

Lastly, the Federal Reserve extended liquidity
to help the functioning of the Treasury market

at the beginning of the COVID-19 pandemic.
As a result, the central bank became one of
the biggest holders of Treasuries. The central
bank is now conducting QT and gradually re-
ducing its footprint in the Treasury market.

Potential Market Reforms

The U.S. Treasury Department along with the
SEC, Federal Reserve, CFTC, and the Federal
Reserve Bank of New York, acting together

as the IAWG on Treasury Market Surveillance,
have led the charge on potential Treasury
market structure reforms to increase resiliency
in times of stress. Recommendations made in
2021 include the following: 1) expanding the
Federal Reserve's standing repurchase agree-
ment facility to ensure repo financing of Trea-
suries remains in sufficient supply, 2) increasing
clearing of Treasury transactions at a clearing
house to remove the risk of counterparty
failures, 3) improving the resilience of market
intermediation, including expanding all-to-all
trading, increasing netting efficiencies in the
purchase and delivery of Treasuries, increas-
ing transparency of risk distribution among
participants, and increasing self-regulation, 4)
increasing and coordinating regulation, in par-
ticular around non-dealers such as PTFs, and
5) increasing overall reporting and transparen-
cy of trading activities. The SEC has also taken
steps to bolster Treasury market resiliency by
issuing three proposals in 2022. In September
2022, the SEC proposed rule amendments
that would facilitate additional clearing of
Treasury securities transactions and improve
the risk management practices for CCPs in
the Treasury market. Many Treasury repo and
reverse repo transactions now clear bilaterally
with a clearing agency, of which there is cur-
rently only one: the Depository Trust & Clear-
ing Corp’s FICC. The proposed regulation
would require clearinghouse members to clear
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eligible secondary market transactions in U.S.
Treasury cash and repo.

Earlier in 2022, the SEC issued proposals
pertaining to other IAWG recommendations:
enhancing oversight of Treasury trading plat-
forms under Regulation ATS and requiring
U.S. Treasury liquidity providers to register as
dealers. The latter reflects legislators’ intent
that firms engaging in liquidity-providing roles
in the securities markets, including the U.S.
Treasury market, be registered with the SEC.

Corporate Credit Markets

Credit markets help companies borrow to
grow their businesses and provide opportuni-
ties for investors to deploy capital. In addition,
credit markets enable borrowers to access a
broader spectrum of lenders as investors in
their debt, and they diversify the provision of
credit in the economy, making it more com-
petitive and resilient. These markets also
spread the resulting credit risk across a wide
range of investors who desire to hold this risk.
Examples include corporate bonds, bank-syn-
dicated loans, and private debt markets. In
the United States, capital raised by companies
in these markets substantially exceeds that
sourced from the traditional banking system.
Thus, having healthy and resilient credit mar-
kets is critical to support growth in the real
economy and promote financial stability.

This section addresses debt issuance trends
and corporate credit vulnerabilities stemming
from market risk. Market risk is the risk that
an asset’s price will change by an unexpect-
ed magnitude. Market prices fluctuate for
many reasons, including changes in investors’
perceptions of credit risk (see Nonfinancial
Corporate Credit). Price declines alone are
insufficient to threaten financial stability, but
they can prove destabilizing when there is
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excessive leverage in the financial system. For
example, large price declines can transmit
stress to leveraged market participants who
invest in credit markets, resulting in adverse
feedback loops. These declines may prompt
leveraged investors to sell, resulting in further
price declines and more selling, adversely
affecting market liquidity and price discovery.



Overall, credit market functioning proved
resilient despite banking stresses earlier in the
year. For example, corporate bond market
functioning moved closer to historical norms
over the month of April, the month following
the collapse of SVB, according to FRBNY's
CMDI.*®* The CMDI is a unified index that
quantifies joint dislocations in the primary and
secondary corporate bond markets. The index
incorporates a wide range of indicators, in-
cluding measures of primary-market issuance
and pricing, secondary-market pricing and
liquidity conditions, and the relative pricing
between traded and nontraded bonds. As
shown in Figure 41, as of late September, the
market-functioning index is well below the
distressed levels of 2020 and 2008.

Issuance

Corporate debt issuance stalled in March

as market volatility increased when SVB col-
lapsed. In fact, there was no high-yield bond
issuance during the three weeks overlapping
SVB's collapse. March also represented one of
the weakest months of the year for leveraged
loan issuance, while investment-grade bond
issuance was lower than a year ago.

Credit markets reopened in April and gained
momentum as the year progressed. YTD in-
vestment-grade and high-yield bond issuance

are up significantly compared to the prior year.

However, leveraged loan issuance through
September declined 35% from the compara-
ble prior-year period. Further, the $246 bil-
lion in leveraged loan issuance through the
first three quarters of this year is the lowest
since 2010.% Weakness in overall leveraged
loan issuance stems from a few factors. First,
demand for such financing is weaker due to
fewer LBO and M&A deals. Second, bank
risk appetite to underwrite leveraged loans

Figure 41. CMDI
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decreased, given the recent regional bank-
ing turmoil. Third, higher interest rates mean

fewer companies can afford to issue new debit.

Fourth, larger companies increasingly turn

to private credit to finance transactions that
would have been done in the syndicated lev-
eraged loan market in the past.

Data on private debt issuance is less acces-
sible as this market is less regulated and
opaque. According to Pitchbook LCD, direct
lending YTD issuance, a key segment with-

in private debt, is estimated at $122 billion
through September; this compares to ap-
proximately $200 billion for the full year 2022.
Private debt serves an important role in allo-
cating capital by originating loans to corpo-
rate borrowers, primarily middle-market com-
panies, that are generally too small to access
credit in traditional capital markets.?” Further-
more, as noted above, larger companies are
increasingly borrowing in this market.

Private debt lenders are nonbank entities such
as private debt funds and business develop-
ment companies. U.S. assets under manage-
ment of private debt funds now exceed $1
trillion, up from under $300 billion a decade
ago, according to Preqgin.®® Business develop-
ment companies manage an additional $240
billion on top of this. Private debt is expect-
ed to continue to grow relative to traditional
credit markets, making it more challenging
for policymakers to monitor potential threats
to financial stability. An important risk trans-
mission channel may be the linkages with the
real economy. Private credit provides financ-
ing to thousands of businesses. If numerous
private-credit portfolio companies experience
financial distress, decreases in employment
and business spending would adversely affect
the broader economy.
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Market Risk

An important function of credit markets is
price discovery, which is the process of de-
termining the value of an asset in the market-
place through interactions between buyers
and sellers. Credit markets perform this func-
tion by providing price signals to lenders and
borrowers. These signals provide clues about
credit availability, financial conditions, and
expectations for economic growth.

Corporate debt is riskier than Treasuries. Thus,
the yield on corporate debt is higher than that
for risk-free securities of similar maturity. The
difference in yields is called the risk premium
or credit spread. Credit spreads widen when
investors require greater compensation to
hold risky debt, and they narrow when inves-
tors are more risk tolerant. Thus, both the
level of and the movement in spreads contain
important signals about credit availability,
investor risk appetite, and the outlook for the
business cycle and the real economy.

As of September 2023, spreads across every
rating category have narrowed since the end
of 2022. This narrowing has occurred during

a period of rapidly rising risk-free rates and
stands in contrast to other indicators that
signal a weaker economic outlook, such as an
inverted yield curve, an unprecedented con-
traction in the money supply, and persistent
declines in leading economic indicators.
Historically, spreads widen substantially in
advance of expected economic weakness. Not
only are spreads currently well below those
preceding prior recessions, but they are also
below the average spread for nonrecessionary
months going back to 1996. For example, the
ICE BofA U.S. High Yield Index spread ended
September at 403 basis points, below the av-
erage during recessionary months (over 1,000
basis points) and nonrecessionary months (490



basis points). In short, the September level of
credit spreads does not imply a heightened
risk of a recession or credit cycle downturn.

During the height of regional banking stress,
credit spreads were volatile in mid-March.
They widened sharply following SVB's collapse
before narrowing in subsequent months as
regional bank concerns moderated. If the eco-
nomic outlook were to weaken, then, based
on history, spreads would likely significantly
widen from the September level.

Periods of substantial spread widening can
be destabilizing. Companies that need to
refinance existing debt or issue new debt can
face much higher borrowing costs in such
periods. In extreme cases, companies may

be unable to access credit. Lenders may also
incur losses due to the value of existing debt
holdings falling or borrowers defaulting on
interest or principal obligations. Collateral
values may also fall, reducing recovery rates
for lenders. Finally, intermediaries may reduce
market-making activity for investors who need
to trade corporate bonds and loans during
periods of extreme volatility. Such behavior
adversely affects market liquidity and price
discovery, two critical market functions.

Another type of market risk is duration risk,
which measures bond price sensitivity to inter-
est rate changes. Duration risk was a key factor
behind the market decline last year when
credit investors incurred historically large loss-
es due to the sharp increase in risk-free rates.
In contrast, duration could serve as a tailwind
for fixed-income investors if inflation continues
to moderate. If yields revert lower, the value of
existing fixed-rate debt will increase. In fact,
interest rate futures are priced in anticipation
of Federal Reserve rate cuts in 2024. Lower
rates would also ease financial conditions (all

else being equal), reducing the financing bur-
den on firms that need to borrow.

Equity Markets

The equity market is the largest U.S. capital
market, at approximately $40 trillion in publicly
traded U.S. corporate stock outstanding as of
year-end 2022.% A healthy U.S. equity market
is an important component of well-functioning
capital markets, which provide basic services—
such as capital allocation, price discovery, and
liquidity provision—in the face of shocks.

Key participants in equity markets include
corporate issuers and investors. Corporate
stock issuers include U.S. companies that raise
equity capital to finance operations, fund
mergers and acquisitions, and invest in capital
projects for future growth. Investors include
individuals and institutions. Equity markets
provide an important means for individuals to
build wealth. According to the Federal Re-
serve's triennial Survey of Consumer Finances
(2019), approximately 53% of U.S. households
own equities, directly or indirectly. Institution-
al investors, such as mutual funds, pension
funds, and hedge funds, are also large partici-
pants. These entities often invest on behalf of
U.S. households.

Asset price volatility (market risk) is inherent in
capital markets. While market risk is different
from financial stability risk, market risk may
interact with and reinforce other vulnerabilities
to amplify financial stability risk. Financial sta-
bility vulnerabilities that stem from market risk
are most salient when valuations and investor
sentiment are both at extremes (preconditions
for a bubble). While neither is the case today,
valuations are more elevated, and market sen-
timent has improved relative to last year.

Valuations, which are high relative to historical
averages, are supported by a favorable earn-
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ings outlook. As of Q3 2023, trailing one-year
S&P 500 earnings are estimated to have de-
clined 3% from the prior earnings peak (Q3
2022), according to the consensus estimate.
Looking forward, analysts see conditions
improving and expect annual earnings to
increase by 12% in 2024. However, other signs
noted on the prior page (yield curve, money
supply, and leading economic indicators) are
much more cautionary. Historically, during
recessions, the median earnings decline from
peak to trough is 13% on an adjusted (i.e.,
consensus earnings, non-GAAP) and 18%

on an operating (non-GAAP) basis. Current-
ly, stock prices are vulnerable to a recession
because both the P/E multiple and earnings
would likely fall in such a scenario.

Positive investor sentiment is due to the fa-
vorable earnings outlook noted above. Also,
the ability of the U.S. economy to sidestep a
recession in the face of much higher interest
rates has buoyed investor sentiment. Despite
the improved equity market outlook, billions
of dollars flowed into fixed-income markets
this year, resulting in a new record of over

$6 trillion in MMF assets (as of September),
according to the OFR's MMFM. If the outlook
for equities remains upbeat, there is a large
amount of cash on the sidelines that investors
could deploy into stocks, providing further
support to equity prices.

These are two signs that sentiment is not
exuberant. First, YTD’s IPOs are only modestly
above the depressed level from a year ago.
Second, margin debt outstanding declined
26% to $689 billion (as of August) from its peak
in October 2021.%° Further, margin debt as a
share of overall market capitalization is rough-
ly 1.5%, which is slightly above the long-term
historical average.
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However, other forms of leverage, primarily
derivatives, are not captured in margin debt.
Some investors use derivatives to achieve
larger exposures than otherwise possible.
These leveraged investors, which include
hedge funds and family offices, could be a
source of fire-sale risk (e.g., Archegos Capi-
tal Management circa March 2021). One way
to evaluate off-balance sheet leverage is to
assess gross and net notional equity deriva-
tive exposures of large hedge funds.®' As of
Q2 2023, the gross notional exposure of large
hedge fund equity derivative positions, based
on SEC Form PF reporting, exceeded $1.8
trillion, which is 3% below the almost $1.9 tril-
lion peak in Q1 2022. While this measure does
not differentiate between directional (risky)
and hedged (less risky) positions, it provides
a window into hedge fund off-balance sheet
activity. Net notional exposures represent the
difference between long and short exposures.
This net measure declined substantially from
the prior peak, indicating that hedge funds
have reduced off-balance sheet leverage with
respect to equities.”

Another way to measure leverage is to com-
pare hedge fund gross assets to net assets.
Gross assets reflect the fair market value of a
fund'’s assets (long and short positions cap-
tured on the balance sheet), while net assets
are the fund’s equity capital. The ratio of these
two reflects balance sheet leverage. The me-
dian leverage ratio for equity strategy hedge
funds is not high at 1.2. However, outliers—
particularly those with significant AUM or large
derivatives exposures—are more important
for assessing threats to financial stability. The
98th-percentile equity strategy hedge fund is
much more highly leveraged at a ratio of 3.9.



Commodities Markets

Stable commodity prices are important to
financial stability for two key reasons. First,
commodity prices feed into consumer goods.
For example, 91% of U.S. natural gas is

used in producing electricity and fertilizer,
while copper and wood prices directly affect
home-building costs. Second, volatile com-
modities prices can affect companies and
traders that use derivatives to hedge and
speculate on prices. When prices are volatile,
additional collateral (margin) must be posted
against trades. Large margin calls may be de-
stabilizing if investors are forced to sell assets
at a fire sale to meet margin calls.

Volatile commodity markets generally cor-
relate with global recessions® because price
volatility directly feeds into medium-term in-
flationary pressures.>* When prices are volatile,
corporations are likely to be more conserva-
tive with employment and investment deci-
sions. Food and energy are two important and
often volatile components of the CPI. These
two categories compose over 21% of the CPI.
The BLS CPI calculations weight food (14%)
and energy (7.5%)* behind shelter (32.4%) and
transportation commodities (7.7%).> Higher
food and energy costs reduce consumers’
ability to spend on other goods and services,
particularly discretionary items.

During the 2020-22 period, commodity prices
climbed 40% and exhibited a level of volatility
that was significantly above the long-term
(1981-2019) trend.” For example, in 2022
alone, the S&P GSCl index, which tracks
commodity prices, climbed over 28% in the
first half of the year and declined 15% in the
second half, ending the year up 9%. The
decline during the second half of 2022 was
due, in large part, to the moderate North
American and European winter and the reallo-
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cation of the commodity trade.®® During this
period, commodities such as oil declined as
supply increased and overall demand declined
(see Figure 42). As central banks raised rates
in 2023, commodity prices came under pres-
sure, falling 12% in the first six months of 2023
as higher rates cut into overall demand.

Due to the Russian war against Ukraine, oil
prices reached especially high levels in early
2022 before declining in late 2022 and the first
half of 2023. Russia substantially increased

oil exports to China (Russia’s largest trading
partner), India, and Turkey, offsetting the sig-
nificant decline in exports to Europe following
the EU embargo on Russian oil. The G7-im-
posed price cap on Russian oil was successful
in maintaining the quantity of Russian oil ex-
ports while limiting the price Russia received
for those exports in the first half of 2023.

As of September 2023, the spot price of West
Texas Intermediate crude oil was $89, reflect-
ing expectations that production will remain
at current levels. Risks of higher prices include
OPEC+ cutting production further, China’s
economy growing faster than the projected
5%, and Russia cutting production beyond
OPEC+ guidelines. Risks to the downside
include disappointing world economic growth
and greater Russian oil exports.

Another important energy commodity is natu-
ral gas, and its price stabilized after plunging
from a 2022 high of $10 to just over $2 in early
2023. Prices in 2023 are nearly 20% below their
2015-19 averages because worldwide demand
fell 2%, led by Europe’s 8% decline.*? Lower
European demand was due to a warm 2022-23
European winter, an increase in European
energy conservation, and Europe'’s accelera-
tion of alternative-fuel use. Natural gas futures
prices are expected to remain stable and be-
low recent highs, which, given that natural gas
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Figure 42. Change in World Oil Demand
and Supply (million barrels per day)
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accounts for 40% of U.S. electricity production,
would assist in limiting inflation and contrib-
ute to more stable financial markets. Risks of
higher natural gas prices could arise from a
colder-than-expected 2023-24 winter, Russia
further reducing gas exports to Europe,® and
China’s economic growth exceeding its 5%
forecast.

Overall, the near-term risks to the United
States from higher energy prices remain low.
Between 2018 and 2021, the United States
became the largest oil producer because it
increased shale production. However, shale
production costs are relatively high, and prof-
itable shale oil extraction requires elevated oil
prices to break even.

As U.S. industries work toward net-zero car-
bon emissions by 2050, a goal announced by
President Biden in January 2023," commodi-
ties used in the production of electronics are
increasingly coming into focus. Copper, nickel,
lithium, and rare-earth elements are increas-
ingly important to the production of numerous
products. Increased demand for these com-
modities is likely to push their prices higher.
An inability of the United States to efficiently
source such commodities could increase over-
all inflation and negatively affect U.S. jobs and
the economy.

Digital Assets

Over the past year, the stress in the digital
assets ecosystem triggered a round of liquid-
ity and solvency concerns across the sector
and heightened volatility in digital assets
values. The cascade of events that followed
each insolvency event highlighted the lack of
transparency, complex corporate structures,
governance issues, conflicts of interest, and
interconnectedness between companies via
opaque cross holdings and circular lending

practices. These practices include rehypoth-
ecation, in which collateral for a loan can

be repledged against another loan, thereby
increasing or multiplying leverage in the sys-
tem.®2 In addition, the bankruptcy proceedings
that followed showed linkages between tradi-
tional banks, brokers, clearing firms, advisors,
and crypto-asset firms. While the spillover to
the traditional financial system is isolated to

a subset of institutions, and credit losses are
relatively limited for now, the spillover is larger
than market participants anticipated. If the
crypto markets become more interconnected,
shocks in these markets could spread to the
broader financial system (and vice versa) and
affect financial stability.

Interconnections Between
Digital Asset Firms

Interconnections between digital asset firms
grew over the past year, organically and
through acquisitions of and emergency lend-
ing to distressed firms. Ultimately, when FTX,
one of the central players assisting distressed
firms faced bankruptcy, these interconnections
caused financial trouble to propagate to a
large portion of the digital assets ecosystem
and a subsection of traditional financial institu-
tions, as detailed in the following paragraphs.
Furthermore, the FTX bankruptcy exposed
some additional interconnections that were
present but previously unknown or opaque.

The bankruptcy of crypto-assets hedge fund
Three Arrows Capital Pte Ltd (3AC) in early
2022 was due to its significant exposure to
failed stablecoin TerraUSD¢® and its leveraged
positions in a variety of crypto-assets. This
bankruptcy revealed that 3AC owed over $3.5
billion to its creditors, the majority of which
were other crypto-assets firms, including
Voyager Digital Ltd. (Voyager), Genesis Global
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Capital, LLC (Genesis, a subsidiary of Digital
Currency Group), and BlockFi.

FTX, the third-largest crypto exchange by vol-
ume, bailed out Voyager and BlockFi following
their troubles with 3AC, temporarily providing
relief while further increasing concentration
among large crypto firms.** In November 2022,
FTX and Alameda Research, its hedge fund af-
filiate, began experiencing their own issues as
fraud allegations and governance issues came
to light. FTX's troubles began in early Novem-
ber 2022 after a CoinDesk article revealed that
a large portion of Alameda Research’s assets
were composed of FTT, a token issued by the
FTX.%> Unbeknownst to FTX customers, FTX
lent billions of dollars of FTX customer funds
to Alameda, collateralized by FTT. This led to
questions about leverage and solvency at FTX
and Alameda. Many FTT holders, including
rival crypto exchange Binance, liquidated their
FTT tokens, exacerbating an FTT price crash
and illiquidity at FTX.

At the center of the liquidity issue was the
quality of the assets on FTX's balance sheet.
Most notably, there was undisclosed affili-
ate-related leverage and an overreliance on
FTT, the native token mentioned previously. In
early November 2022, FTT traded at $26, with
a market cap of $3.5 billion. It subsequently
lost over 90% of its value in the week of FTX’s
collapse.

Centralized exchange tokens are not unique
to FTX—as of September 2023, they have a
combined value of more than $41 billion, with
four exchange tokens having a market capital-
ization of over $1 billion each (see Figure
43).% The largest of these, BNB coin (issued
by Binance), has a market capitalization of
over $33 billion on its own, down from an
all-time high of over $100 billion in November
2021. Exchange coins or tokens operate like a
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Figure 43. Market Capitalization of FTT
and Other Top Centralized Exchange
Tokens ($ billions)
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loyalty program by providing perks when
customers use them to trade on the specified
exchange—and importantly, they do not offer
equity ownership in the issuing exchange.®
Even so, FTX management regularly used FTT
to collateralize loans, exposing the loan to
wrong-way risk. When FTT's value came into
question, and its price plummeted, FTX and
Alameda quickly became insolvent as the
value of their assets shrank. Because exchange
coins are difficult, if not impossible, to intrinsi-
cally value, other exchanges relying on their
own native coin could potentially face similar
risks.

FTX's collapse had large spillover effects on
the rest of the crypto ecosystem. BlockFi,
which FTX had previously bailed out, filed
for bankruptcy in late November 2022, citing
exposure to FTX and Alameda.®® Crypto lend-
er Genesis had $175 million in funds frozen
on the failed FTX platform and was forced to
suspend withdrawals shortly after FTX's col-
lapse.®” In January 2023, Genesis also filed
for bankruptcy and was revealed to be FTX's
largest unsecured creditor.”’ The list of FTX
creditors was not confined to crypto firms—it
also included traditional banks, technology
companies, and individuals. In total, the top
50 FTX creditors were owed over $3 billion.”

Interconnections with the
Traditional Financial System

FTX's bankruptcy exposed the growing inter-
connectedness between digital asset firms
and the traditional financial system, and its
bankruptcy was also potentially a catalyst for
some of the recent bank failures.

Some traditional banks, such as Silvergate,
took deposits from digital asset firms such
as FTX. Historically, these deposits were very
volatile, and certain banks experienced sharp

outflows after FTX's bankruptcy. For example,
in Q4 2022, Silvergate saw its deposits de-
crease by over $8 billion, representing 68%

of the bank’s total deposits.”? Silvergate was
forced to sell billions of dollars of securities
at a loss and borrow billions from the FHLB
of San Francisco to meet deposit outflows.”®
Another exposed bank, SB, attempted to dis-
tance itself from the crypto industry after FTX's
collapse. In September 2022, crypto deposits
represented 23.5% of SB’s $103 billion total
deposits. In December 2022, SB said it hoped
to decrease these deposits by $8 billion to
$10 billion.”* A New York State Department of
Financial Services review on the closure of SB
concluded that the public's perception of it
as a crypto bank may have contributed to its
eventual failure.”

In March 2023, SB failed, and Silvergate
self-liquidated.” Larger financial institu-
tions—such as Goldman Sachs, JP Morgan,
Fidelity, and BlackRock—were isted as either
creditors or investors in FTX. Thus far, these
larger institutions have not faced problems
from the crypto fallout, given their relatively
minimal exposure. According to the FDIC,
more than 130 banking institutions, including
several G-SIBs, were engaged in crypto-relat-
ed activities or planned to engage in them as
of February 2023.”7 For example, in October
2022, the Bank of New York Mellon launched
a digital asset platform that provides custodi-
al and transfer services to holders of Bitcoin
and other cryptocurrencies. In addition, Gold-
man Sachs expressed interest in expanding
its portfolio of crypto firms, especially when
valuations decreased after FTX's collapse.’
Heightened interest from traditional financial
institutions may accelerate the growth of the
digital asset ecosystem while increasing the
level of interconnectedness and the potential
for larger spillover effects between the two
markets, thus affecting financial stability.
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Stablecoins and CBDCs

Stablecoins are marketed as digital assets
that experience significantly less volatility than
other crypto assets like Bitcoin and Ether. The
issuer aims to achieve price stability by link-
ing the value of their coin to the value of a
reference asset or pool of assets, such as fiat
currency, commodities, or other crypto assets.
Certain stablecoins, including the largest by
market capitalization, promise to redeem
their coins on demand at a constant value

in fiat currency. However, some stablecoins
are pegged to assets that can lose value or
become difficult to access or sell during pe-
riods of market stress. Therefore, stablecoins
possess structural vulnerabilities like those of
banks, MMFs, and other vehicles that offer
on-demand repayment of the customer’s in-
vestment.”?

Stablecoins can serve as an important con-
nection between the digital asset universe
and the traditional financial system—which
also means that stablecoins provide a channel
through which shocks may transmit between
the two. Although stablecoins are still a small
segment of the crypto-assets market, stable-
coin market capitalization has increased by
roughly 97% in the last two-and-a-half years,
to $124 billion outstanding as of September
2023.% Stablecoins are also among the most
traded coins in the crypto-assets market.

The largest fiat-backed stablecoin issuers
maintain reserves to assure holders of their
ability to honor redemptions on demand and
at par. The composition and extent of such
reserves and the information the stablecoin
issuer provides about the reserves have varied
over time. The lack of transparency around
reserve management and redemption terms,
plus uncertainty about legal claims in the
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event of insolvency, may exacerbate the po-
tential for preemptive redemptions.

Over the past year, several fiat-backed stable-
coins broke their peg following large redemp-
tions. The three leading stablecoins experi-
enced single-day redemptions exceeding 4%
of their market capitalization.?! This is large
compared to most traditional institutions that
promise immediate liquidity at par.

The largest stablecoin by market capitaliza-
tion, Tether, temporarily lost its peg shortly af-
ter the failure of FTX. Circle Internet Financial
LLC—the issuer of USDC, the second-largest
stablecoin by market capitalization—held de-
posits at all three recently failed banks noted
previously, including over $3.3 billion (or 8% of
USDC's reserves) at SVB. On the day of SVB's
failure, USDC fell to a low of $0.87 as holders
redeemed over $2 billion. In addition, the two
largest crypto exchanges—Binance Holdings
Ltd. and Coinbase Global, Inc.—suspended
customers’ ability to redeem USDC stable-
coins for U.S. dollars. USDC's loss of its peg
precipitated selling among stablecoin hold-
ers on centralized and decentralized crypto
exchange platforms. DA, the fourth-largest
stablecoin, also lost its $1 peg and fell to $0.90
because USDC stablecoins partially backed

it. After the U.S. government announced that
it would protect all depositors of two failed
banks (i.e., SVB and SB) to avoid or mitigate
potential adverse effects on the banking
system, both stablecoins recovered their peg.
Nonetheless, USDC's market capitalization
steadily dropped from over $43 billion in early
March 2023 to under $25.1 billion as of Sep-
tember 30, 2023.

Similar to private stablecoins, CBDCs seek to
maintain a stable value. However, unlike pri-
vate stablecoins, these are backed by the gov-
ernments that issue them and do not require



a peg. A CBDC is a central bank liability. Many
central banks are at some stage of exploring,
creating, or piloting CBDCs. Over one-quarter
of all central banks are developing CBDCs or
running pilots. Those in the pilot phase in-
clude the Bank of Canada, the People’s Bank
of China, the Banque of France, and the Unit-
ed Arab Emirates Central Bank.

While introducing a CBDC might offer bene-
fits, such as faster payment settlement, there
remain a number of unknowns and risks, such
as cyber threats, a single point of failure, and
systemic risk. A number of central banks are
continuing to research and understand the
potential benefits and tradeoffs, and they are
considering specific tradeoffs within the con-
text of their individual jurisdictions, although
much of their analysis remains abstract to
experimental. Potential benefits and risks are
likely to vary by domestic context (e.g., matu-
rity and efficiency of existing payment system
and effectiveness of existing monetary trans-
mission channels).

Municipal Debt Market

Local and state governments use the munic-
ipal debt market as one funding source for
operations, infrastructure improvement proj-
ects, and community services. This $4 trillion®
market is composed of a diverse set of issu-
ers, including states, cities, toll roads, charter
schools, and many others. Individual investors,
pension funds, municipal bond funds, banks,
and insurers are typical investors. A systemic
disruption in the municipal debt market could
reduce the ability of municipal issuers to fund
or refinance projects at favorable rates. In turn,
this could result in higher taxes, higher bor-
rowing costs, and reduced community invest-
ment.

The overall health of the municipal debt
market remains strong. Since 1970, municipal

bonds, as an asset class, have had a very low
default rate of 0.08%. The market proved re-
silient during the COVID-19 pandemic, partly
because many municipalities received federal
assistance®® to supplement revenue shortfalls
caused by a loss of tax revenue when health
restrictions closed local businesses. However,
for issuers, the Federal Reserve's interest rate
increases over the past 18 months have been
a double-edged sword. This is because the
increase in rates has resulted in higher borrow-
ing costs yet reduced state and local govern-
ments’ pension obligations.
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Figure 44. Days of General Fund Expenditures Held in Rainy Day Funds Less the National
Median (days)
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Figure 45. 2022-23 Expected Change in Total State Balances as a Percent of Fund
Expenditures
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For FY 2023, general revenues are projected
to increase by 5.8%, which is slower than the
last two years' rate of revenue growth.® In
recent years, higher revenues allowed states
to increase their rainy day funds, which helped
balance short-term income and expense
uncertainties. For 2023, the average state rainy
day fund ratio (fund balance to expenses) is
expected to increase to 11.9%, up from 2022's
11.6%. Comparatively, over a period of eco-
nomic cycles and policy changes, the 20-year
average ratio between 1988 and 2008 was
2.2%. Overall, more than 30 states had 2022
rainy day fund ratios that exceeded 10%.
Figure 44 depicts the number of days each
state’s rainy day fund balance would last
based on the state’s general fund expendi-
tures. The number shown is the state’s number
of days minus the national median of 42 days.

A state's total balance of available funds,
which includes rainy day funds and the state’s
ending balance,® provides additional insight
into a state’s fiscal health. Twenty years before
the 2007-09 financial crisis, the average total
balance was 8.3% of expenditures. This in-
creased to an average of 12.7% between 2008
and 2023 (a higher percentage reflects a
stronger fiscal condition.) During the
COVID-19 pandemic, individual state balances
initially declined in 2020 but then jumped from
low double digits (12% to 14%) to a high of
35% in 2022. Contributing to this increase
were changes in tax deadlines, state revenues
exceeding expectations, and federal govern-
ment assistance to state and local govern-
ments. The median ratio of state balances to
expenditures is expected to decline to 27% in
2023 from 34% in 2022 (see Figure 45). The
average number of days that each state could
run on savings and ending balances, using FY
2022 data, stood at 126, and only a few states
were below 100 days.

Although states benefited over the last few
years from higher revenue, cost pressures

are also increasing relative to expectations.
No one issue is directly responsible; instead,
expenses increased due to tight labor market
conditions, supply chain problems, and in-
creased commodity prices. Overall, state and
local governments entered 2022's credit-tight-
ening cycle in a strong financial position. As
the economy slowed, state and local govern-
ments have employed levers to balance the
budget.

Pension obligations, however, remain the
largest long-term concern for most state

and local issuers, even ahead of outstanding
debt. Pensions are concerning because their
liabilities are direct obligations of the under-
lying municipal issuers. Over 6,000 govern-
ment-sponsored pension plans support nearly
26 million retired and active workers and hold
over $5 trillion in assets.® Reducing or altering
pension plan benefits is challenging because
such benefits are often enshrined in state law
and practices, thus making it difficult for plan
sponsors to reduce future benefits and liabil-
ities. Over the long term, states and munici-
palities with large and underfunded pension
obligations create risks for investors. A large
pension plan failure could amplify perceived
risks and raise borrowing costs for similar
issuers.

Pension plan balance sheets benefited from
strong 2021 market returns, but as the target
federal funds rate increased from 0.25% to
4.5% in 2022, pension plan returns declined by
an estimated 7%.¥ The combination of invest-
ment returns, expected returns, contributions,
and actuarial adjustments in the average
public pension fund between 2020 and 2022
favorably increased the net funding ratio to
77% from 73%.88 However, a reversal of recent
positive investment returns during 2023 could
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push the funding status lower. In addition,
while fiscal stimulus provided states with avail-
able funds to make large catch-up contribu-
tions, a return to normal could pressure state
coffers. For example, between 2007 and 2020,
state and local government employers made
catch-up contributions that grew at an annual
rate of 7%, greater than twice the growth in
state revenues. The recent increase in market
volatility and higher rates placed increasing
pressure on public pension funds to depend
on fiscal discipline, putting additional stress
on state budgets.®’

Higher interest rates are also likely to nega-
tively affect municipal issuers. Nearly one
million municipal bonds exist, almost half
maturing between January 1, 2024, and De-
cember 31, 2029. Municipal bond maturities
range from $163 billion to $175 billion per year
over the next few years (see Figure 46). The
average coupon® is 3.6%, but many are below
2%. Thus, a significant number of municipali-
ties that roll over maturing debt could face
higher interest payments.

Municipal debt issuers also face a host of
other issues. Among the concerns is the aging
U.S. infrastructure, which includes aviation,
wastewater, and sixteen other main catego-
ries. The combination of weak structural integ-
rity (e.g., bridges, dams, and other key infra-
structure components) with increasingly strong
and frequent climate events could negatively
affect local and state issuers. Additionally, cy-
bersecurity poses an increasing threat to mu-
nicipalities, as highlighted when the Federal
Bureau of Investigation announced” that local
governments were the second-most victimized
group. This suggests municipalities will need
to increase their cybersecurity spending.
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Figure 46. Quarter of Munis Come Due in
5 Years (coupon, $ billions)
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Financial Institutions

Banks

The banking sector plays a crucial role in
providing credit to consumers, households,
businesses, and other financial institutions that
support the economy. U.S. banks” entered a
period of heightened economic and financial
uncertainty in March 2022 when the FOMC
began to raise interest rates. While increased
interest rates generally improve banks’ net in-
terest margins, the rapid and steep monetary
tightening negatively affected banks in two
distinct and interconnected ways:

1. The rapid rise in rates generated a net
outflow of deposits from banks. As interest
rates rose through 2022 and early 2023,
banks were slow to increase their yields
on deposits. As a result, some depositors
moved their cash out of banks to high-
er-yielding investments. Deposit outflows
were also affected by a decline in house-
hold savings and increased consumer
spending. Customer deposits represent
the lowest borrowing costs for banks—
and with marked deposit outflows, banks’
funding costs increased, affecting overall
profitability.

2. Rising interest rates led to increasing
unrealized losses in banks’ securities
portfolios, which were mainly composed of
fixed-income securities. Aggregate unreal-
ized losses on banks' investment portfolios
were $558 billion at the end of Q2 2023
(see Figure 47), which represented 24.8%
of banks’ equity capital.®

Banks had seen a steady inflow of deposits for
some time, with a marked increase during the

COVID-19 pandemic (see Figure 48). With the
increased interest rates, many banks were slow

Figure 47. Unrealized Securities Gains by
Bank Type ($ billions)
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Figure 48. Bank Assets and Deposits ($
billions)
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to raise the rate of interest they paid on bank
products, so they began to experience large
deposit outflows. Initially, large and universal
banks experienced higher deposit outflows
then small and regional banks as customers
sought higher-yielding alternatives, such as
MMFs and Treasury securities.

Figure 48 shows an increase in the percent-
age of insured deposits for Q1 and Q2 2023
compared to year-end 2022. During the re-
gional banking crisis that began in March
2023, federal government agencies invoked
the systemic-risk exception that provided
FDIC insurance coverage to all deposits,
regardless of size, at certain failed institutions.
Deposit outflows from the banking sector
appeared to moderate toward the end of
2022, but deposit outflows from regional
banks increased when the regional banking
crisis began in March 2023 (see Box Topic:
Regional Banking Crisis and Figure 49).
Outflows at that time appear to be more
related to solvency concerns than to the desire
to earn higher yields, as depositors moved
their funds out of regional banks and into
large and universal banks. This trend appears
to have reversed itself in the following weeks,
but deposit outflows for regional banks con-
tinued to decline in Q1 and Q2 2023.
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Figure 49. Quarterly Change in Deposits
($ billions)
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Box Topic: Regional Banking Crisis

At the end of 2022, 39 banks were on the FDIC
“Problem Bank List.”?* This was the lowest
number of banks on the list since the FDIC
began publishing its QBP.”> Through October
2, four banks failed in 2023: SVB, SB, First
Republic Bank, and Heartland Tri-State Bank.”
They had aggregate assets of $549 billion (see
Figure 50), which exceeds the $545 billion in
aggregate assets of the 165 banks that failed
during the 2007-09 financial crisis.

On March 12, following the collapse of SVB
and SB, the Federal Reserve, FDIC, and Trea-
sury invoked the systemic-risk exception under
the Federal Deposit Insurance Act. This al-
lowed the depositors of SVB and SB to be pro-
tected by the FDIC DIF, regardless of account
size. The Federal Reserve also announced a
new BTFP for depository institutions, offering
loans backed by pledged collateral, including
U.S. Treasuries, agency debt, and MBS. The
loans are offered at par value, regardless of
the market value of the collateral, and they will
be available for up to one year in term.

U.S. banks have largely seen increased interest
income from the recent rise in interest rates.
However, the higher rates have generated
unrealized losses in many banks’ securities
portfolios, which mostly consist of fixed-in-
come securities. At the same time, bank
customers began to redeploy deposits from
banks to higher-yielding liquid investments
such as MMFs and Treasury securities. These
two trends made regional banks with large
securities losses and a significant portion of
uninsured deposits vulnerable to lack-of-confi-
dence runs.

The failures of SVB, SB, and First Republic
Bank were caused by a confluence of these
factors. These failures were among the high-
est by historical standards: together, they

Figure 50. Bank Failures
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represent the most significant series of bank
failures in one year in U.S. history—and indi-
vidually, they represent the second-, third-,
and fourth-largest bank failures in U.S. history.
The three banks held aggregate total assets of
$548.6 billion, surpassing the previous record
bank failures in 2008 ($373.6 billion) and 2009
($170.9 billion). Before the collapse of these
three institutions, there had not been a U.S.
bank failure since October 2020.

These banks failed because of four intercon-
nected, precipitating factors:

1. Unrealized losses in securities port-
folios. As of December 31, 2022, SVB
reported $17.7 billion in unrealized
losses, SB reported $3.2 billion, and
First Republic reported $5.2 billion. The
fair value of these securities generally
equaled or exceeded their amortized
cost at year-end 2021, but it significant-
ly deteriorated in 2022, due to rising
interest rates. Although these unreal-
ized losses were substantial, they would
not have been realized had the banks
not sold the securities before maturity,
assuming no credit event. However,

67



the banks did sell the securities to raise
funds to repay outgoing depositors,
and real losses ensued.

2. Uninsured deposits. As of December
31, 2022, 96% of SVB'’s deposits, 90% of
SB's, and 68% of First Republic's were
uninsured. Uninsured bank deposits ex-
ceed the threshold limit insured by the
FDIC, making them vulnerable to losses
in the event of a bank failure. Banks
with a higher percentage of uninsured
deposits are more susceptible to runs
during lack-of-confidence events.

3. Poor risk management. SVB, SB, and
First Republic experienced rapid de-
posit growth over the four years before
their failures (see Figure 51). SVB'’s
deposits grew 180% from year-end
2019 to 2022, SB's increased 119%, and
First Republic's were up 96%. Banks
purchased assets, primarily securities,
to maintain leverage from the increased
deposits. This created two problems:
the banks purchased large amounts of
securities at historically low interest
rates, and the banks’ asset-liability
management systems did not keep up
with this strong growth.

4. Lack-of-confidence runs. Factors 1
through 3 on this list made all three
banks vulnerable to lack-of-confidence
runs. When an event occurred, social
media and payment technologies,
along with concentrations in the de-
posit base, likely amplified, sparked,
and facilitated the rapid withdrawal of
deposits, which undermined investor
confidence in the banks. This resulted
in bank failures and the need for gov-
ernment intervention.

The failure and receivership of the three banks
generated $31.5 billion in estimated losses
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Figure 51. Deposits and Assets of the 2023
Failed Banks ($ billions)
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to the FDIC’s DIF. The estimated losses were
$16.1 billion for SVB, $2.4 billion for SB, and
$13 billion for First Republic. On May 11, 2023,
the FDIC announced a proposed rule for a
special assessment to replenish the cost to the
DIF from the invocation of the systemic-risk
exception for SVB and SB's resolutions. The
estimated losses are $15.8 billion. As pro-
posed, this assessment will be largely funded
by banks with more than $50 billion in assets.
Uncertainty in the regional banking sector per-
sisted for some time after the failures of SVB
and SB, despite the extraordinary steps taken
by the Federal Reserve, FDIC, and Treasury to
contain the spillover effects. This is illustrat-
ed by the decline of the KBW KRX regional
banking index. On March 1, 2023, the KBW
KRX regional banking index had a value of 117
on March 1, 2023, and it fell to 94 on March
13, 2023. The value continued to decline and
reached 77 on May 12, about two weeks after
First Republic’s failure.



Given the stress faced by the banks, there are
concerns about banks’ ability to provide credit
amid rising interest rates and economic uncer-
tainty. Historically, universal banks have had
the most extensive lending portfolio. More
recently, regional and community banks in-
creased their lending, with the size of their
loan and lease portfolios exceeding that of
the universal banks (see Figure 52).

CRE lending by banks has received height-
ened scrutiny, given concerns about the eco-
nomic outlook (see Commercial Real Estate).
While all categories of banks have lending
exposures to CRE, small and regional banks
have outsized exposures relative to larger
banks. That said, small and regional banks are
less likely to have lending exposure to office
buildings in central business districts, which
are currently the primary vulnerability in CRE
lending. Figure 53 shows that CRE lending
composes 10% of universal banks’ lending
portfolios, 8% of other large banks’ lending
portfolios, and 16% of regional banks’ lending
portfolios. CRE lending comprises 30% of
small banks’ and 31% of community banks’
lending portfolios.

Figure 52. Bank Loans and Leases ($ bil-
lions)

14,000
12,000
10,000
8,000
6,000
4,000
2,000

0
Mar
2018 2018

Jun Mar
2019 2020 2021

Jun
2023

Dec
2021

Dec  Sep

Sep
2022

Community banks Other large banks

Small banks Universal banks

Regional banks

Note: Data as of Jun 30, 2023.

Sources: S&P Capital IQ Pro, OFR

Figure 53. CRE Lending as a Percentage of
Domestic Offices’' Total Loans and Leases
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Universal, regional, and small banks reduced
their high-volatility CRE loans to less than 2%
of their CRE lending. In comparison, other
large banks have a CRE loan concentration of
about 2.1%. Community banks have the high-
est levels at about 2.3% (see Figure 54).
High-volatility CRE loans are generally con-
struction loans for commercial properties that
typically carry higher risk weightings than
other types of commercial mortgage loans.

The Federal Reserve's 2023 stress tests were
performed on 23 of the largest U.S. and for-
eign banks and savings and loan holding
companies. The tests showed that the banks
have sufficient capital to absorb more than
$540 billion in losses and continue lending to
households and businesses under stressed
conditions. The severely adverse scenario
modeled a severe global recession in which
the unemployment rate was 10%, a 38% de-
cline in the residential real estate market, and

a 40% decline in the CRE market. This scenario

also anticipated falling equity markets and
widening spreads in corporate debt markets.
Post-stress, Tier 1 risk-based capital ratios
remained well above the required minimum
levels.

Under the severely adverse scenario, $424 bil-
lion of the $541 billion of estimated losses was

attributable to loans with an average loss rate
of 6.4%. As a result, projected consumer loan
losses represented 35% of total loan losses,
as opposed to commercial loan losses, which
constituted 45%. Within the loan portfolios,

the largest losses occurred among commercial

and industrial loans and credit cards, repre-
senting 40% of total loan losses.
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Figure 54. High-volatility CRE as a
Percentage of CRE Lending
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Box Topic: Credit Suisse

Credit Suisse struggled with credit quality,
funding, management control issues, and
public scandal for at least 10 years before its
collapse. This was reflected in its share price,
which began to fall in March 2014 (see Figure
55). The events leading to Credit Suisse’s
failure began on February 17, 2023, when
Credit Suisse announced a $7.6 billion loss for
2022, wiping out the prior decade’s profits.
Then, on March 14, 2023, Credit Suisse’s
auditor issued an “adverse opinion” on the
effectiveness of Credit Suisse’s internal con-
trols. The next day, Credit Suisse’s share price
dropped nearly 25% after its largest investor,
Saudi National Bank, said it would not provide
more financial assistance. The market price of
Credit Suisse’s unsecured bonds was set to
mature in 2027, then dropped to a low of 33%
of their par value, down from 90% at the
beginning of March.

The week of volatility following the failures of
SVB and SB placed substantial stress on Credit
Suisse. On March 15, the SNB and the Swiss
FINMA, Credit Suisse’s regulator, issued a joint
statement in support of Credit Suisse, assert-
ing that the problems faced by U.S. banks

did not pose a risk of contagion for the Swiss
financial markets.”” The next day, Credit Suisse
sought to shore up its finances by taking a
loan of $54 billion from SNB and repaying $3.0
billion in debt—but that did not stop inves-
tors and customers from pulling their money
out of Credit Suisse, with outflows topping

$11 billion during that week and almost $69
billion during Q1 2023. As a result, on March
19, 2023, UBS announced that it would acquire
Credit Suisse” for $3.2 billion with the help of
its central bank, the SNB.

The demise of Credit Suisse or any other
G-SIB would typically raise significant con-

Figure 55. Credit Suisse Group Stock Price
(dollars)
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cerns about U.S. financial stability. The specter
of Credit Suisse’s failure in the week follow-
ing the collapse of SVB and SB exacerbated
concerns regarding the financial stability of
vulnerable U.S. banks. This was manifested by
declines in the share prices of financial institu-
tions, particularly those of vulnerable regional
banks. Nevertheless, the support that SNB
and FINMA provided for UBS's acquisition of
Credit Suisse likely limited the contagion risk
of Credit Suisse’s demise to its U.S. and Euro-
pean counterparties, and it also likely muted
any financial stability impacts on the U.S. and
European financial markets. UBS announced
that it completed its acquisition of Credit Su-
isse on June 12, 2023.
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Insurance

Insurance companies are interconnected with
other financial institutions and the financial
markets through their investments and capi-
tal-raising activities. Insurers’ cash and invest-
ment securities totaled approximately $7.2 tril-
lion at the end of 2022. Like banks, insurance
companies have securities portfolios that are
largely composed of fixed-income securities.
Bonds currently comprise 69% of life insurers’
investment portfolios and 55% of P&C insur-
ers’ investment portfolios.

Since 2007, historically low interest rates have
negatively affected insurers’ investment port-
folios. Low rates have reduced insurers’ profit-
ability by depressing their investment income.
Insurers have responded by assuming credit,
liquidity, and maturity risks through less liquid
and sometimes more complex securities.
Bond holdings remain the largest share of
insurers’ investments (see Figures 56 and 57).
The share of life insurers’ holdings of bond
investments has declined, their holdings of
alternative investments have been slowly
increasing, and P&C insurers have increased
their bond holdings. Some insurers (mostly life
insurers) have also increased their borrowings
from the FHLBs, thus increasing the intercon-

nectedness of the insurance sector and FHLBs.

In many cases, insurers reinvest these FHLB
advances in other higher-yielding assets to
improve the yield of their overall investment
portfolios.

On a GAAP basis, rising interest rates have
negatively affected market values of insurers’
fixed-income investments. Cash and invest-
ments for life insurers were $5.0 trillion at
year-end 2022, a 3% increase from the previ-
ous year. Despite rising interest rates, the in-
dustry’s investment yield declined to 4% from
4.2% a year earlier. The decline in life insurers’
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Figure 56. Life Insurers’ Investment Portfo-
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Figure 57. P&C Insurers’ Investment
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portfolio yield likely resulted from a decrease
in yields from alternative investments com-
pared with 2021 (see Figure 58). The longer
duration of life insurers’ investments indicates
that yield improvements may take some time
to improve. Many life insurers report higher
yields on new investments than on their port-
folio yields.

The P&C insurers’ cash and investments re-
mained almost flat at $2.2 trillion. During 2022,
allocations to bonds increased while common
stock and alternative investment allocations
declined. There was a marked improvement in
the investment yield to 3.2% in 2022 from 2.6%
a year earlier. This was likely due to the outsize
increase in the yield for alternative invest-
ments to 12.1% from 6.8% in 2021 (see Figure
58).

While P&C insurers have benefited from
increased investment income due to rising
interest rates, this benefit has often been
more than offset by rapidly rising claims
costs, especially in property-exposed lines
such as automobile and homeowners’ insur-
ance. The property insurance sector is facing
unprecedented stress, which is expected to
continue for an extended period. This stress
has arisen from several factors, many of which
are interconnected. Higher-than-expected
inflation has rapidly raised replacement and
repair costs. Meanwhile, insurers are incurring
more frequent and more severe losses from
catastrophic climate-related exposures such
as hurricanes, severe convective storms, and
wildfires. A rapidly growing number of prop-
erties are exposed to such losses.”” Lastly, a
challenging reinsurance market is making it
more difficult and costly for primary insurers
to offload risk to reinsurers to absorb large
claims.

The P&C sector is exhibiting stress in multiple
ways, including inadequate premium rates.

Figure 58. Insurer Investment Yields (per-
cent)
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There has been a rising number of P&C insurer
failures, especially among insurers specializing
in Florida markets.’® Due to insufficient premi-
um rates, the industry’s poor financial perfor- 120
mance is evidenced by the highest personal
automobile net combined ratios™" in over 20

Figure 59. U.S. Private Automobile
Insurance Net Combined Ratio (percent)
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All of these changes are substantial for the
insurance industry and its customers. Some
changes encourage improved risk manage-
ment and reduce losses when properties are
physically modified, thereby limiting damage
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occurring from natural catastrophes. Examples
are improving roofs, windows, and doors and
raising a property's elevation. However, other
changes increase insured premiums, add more
restrictive policy terms, or, in some cases,
there is an unwillingness for insurers to pro-
vide coverage at any price. These insurance
changes may affect the economic value of real
estate, which is considered to be at high risk.
Reduced values can cause economic losses to
property owners and, quite possibly, to lend-
ers. Reduced values could also cause knock-
on effects in areas where such occurrences are
sufficient in magnitude to result in financial
problems for the local government.

Box Topic: Flood Insurance Premiums
Under Risk Rating 2.0

In April 2022, the NFIP fully phased in its RR2
pricing methodology for all new and renewing
policies; before the implementation of RR2,
the NFIP set insurance premiums using flood
maps developed by FEMA. The old pricing
model used several factors in determining
premiums, including whether a property

was located inside the estimated 1%-annu-
al-chance-flood area. With RR2, the NFIP de-
termines flood insurance premiums based on
several factors, including properties’ predicted
risk according to a set of catastrophic-risk
models, the NFIP's extensive claims database,
and geospatial information. RR2 premiums
should more closely reflect property-level
flood risk by using more granular data than
flood maps and incorporating determinants
of risk beyond the 1%-annual-chance-flood
area.'%

The NFIP is by far the largest provider of flood
insurance in the United States, with over 4.7
million policies in force as of June 2023.7
Therefore, RR2 represents a major repricing of
flood risk in U.S. real estate markets. Although

an 18% cap on annual premium increases for
renewing policyholders kept rate increases
modestly in RR2's first year, most policyholders
will continue to see their rates increase each
year until they reach their risk-based rate,
which is their full RR2 premium without any
caps or subsidies.'® FEMA data from Sep-
tember 2022 show a national average annual
premium of $888 for single-family homes.
Under the new methodology, the cost of flood
insurance would be $1,808, on average, when
all policies move to full risk-based rates.” Us-
ing the same FEMA data, in the future, 14% of
policies across the country will be in zip codes
where the average full risk-based premium
will exceed $3,000, compared with only 0.1%
of policies reported in 2022. The increasing
frequency and severity of flood events due

to climate change may lead to future premi-
ums rising to levels above today’s risk-based
rates.”

Figure 61 shows the cumulative distribution of
projected premium changes between Sep-
tember 2022 rates and full risk-based rates
calculated by the OFR. Over 90% of policies

Figure 61. Pending Premium Increases
Under Risk Rating 2.0 (percent, dollars)
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are in zip codes that would see higher average
premiums with the transition to full risk-based
rates. Approximately 20% of policies would
see an average increase of over $1,500 in their
annual NFIP premiums.

Rising flood insurance premiums could affect
financial stability through several channels.
First, rising premiums could dampen resi-
dential home prices due to higher ownership
costs. Several studies have found that past
NFIP premium increases led to lower home
prices, and future price increases will affect
many more homes and impose substantially
higher rates than past reforms.”" These price
effects will likely be most pronounced in coast-
al P&C markets, where premium increases will
be the greatest. Florida homes with coverage
from the state-operated CPIC must eventually
carry flood insurance, regardless of whether
they would normally be required by federal
law or their lender. Lower home values could
lead to tighter credit conditions in coastal
areas and, along with the burden of higher
premium payments, lead to mortgage defaults
and distressed sales.

Second, rising premiums could depress the
use of flood insurance outside the 1%-annu-
al-chance-flood area, leading to more un-
insured flood losses that could spill over to
lenders and GSEs. Federal regulations require
flood insurance on most mortgages inside
this area but not outside, where take-up has
historically been low. While RR2 replaces flood
maps for setting premiums, the flood insur-
ance purchase requirement remains solely
determined by the 1%-annual-chance-flood
area designation. It remains to be seen wheth-
er private flood insurers will absorb customers
who leave the NFIP due to rising premiums.
Corelogic estimates that approximately half
of the flood damages incurred during Hurri-
cane lan were uninsured."? Research finds that
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uninsured flood losses lead to higher rates of
delinquency, default, and loan modification
among borrowers."'?

Asset Management

The asset management sector has grown
considerably over the past decade. It plays

a key role in financing the U.S. economy and
managing financial assets for individuals and
corporations. Regulatory assets under man-
agement by U.S. asset management firms ex-
ceed $114 trillion at the end of 2022, up from
$34 trillion at the end of 2008.""* As a result,
financial stability trends will increasingly rely
on the ability of these institutions to monitor
and manage their risk-taking activities.

Asset management firms provide advisory ser-
vices to clients through a variety of investment
vehicles, including OEFs, ETFs, collective in-
vestment funds, hedge funds, special-purpose
vehicles, and separate accounts for institutions
and individuals. The advisors and the various
vehicles are subject to different regulatory and
disclosure requirements.”™ Their investment
decisions ultimately affect the supply of credit,
asset valuations, and market liquidity.'"

Asset managers’ activities can contribute to
systemic risk through interconnections with
other financial institutions. Counterparties’
connections and asset fire sales are two chan-
nels through which risks may be transmitted
from asset managers to the broader financial
system. Concentration continues to increase in
the industry as a small number of asset man-
agers control an increasing proportion of as-
sets, with the 20 largest managers controlling
over 40% of assets.""’

MMFs and other open-end mutual funds
(including exchange-traded funds) are in-
creasingly being utilized to manage wealth



for individuals and corporations and provide
investment capital to the U.S. financial system.
Combined, these funds held more than $32

trillion, or 24% of all U.S. financial sector assets

as of June 30, 2023, compared with 17% in
2006 and 11% in 1993 (see Figure 62).

Figure 62. Financial Intermediation

Outstandings at Year-end ($ billions)

Percent of Total Financial Sector Assets

1974 | 1979 | 1993 | 2006 | 2019 2022 | 1974 | 1979 | 1993 | 2006 | 2019 | 2022
Total Financial Sector 3,048 | 5,152 | 20,521 | 66,457 | 108,765 | 127,120 | - - - - - -
Assets
Monetary Authority 113 | 167 | 424 | 908 | 4,379 | 7,484 4 3 2 1 4 6
Depository Institutions | 1,237 | 2,071 | 4,846 | 2,016 | 20,063 | 25594 | 41 | 40 | 24 | 18 | 18 | 20
Insurance Companies' 325 581 2,390 | 6,769 11,202 11,867 11 11 12 10 10 9
Open-end Mutual and
Exehongo-traded Fungs? | 46 | 105 | 2187 11,118 26,337 | 29,285 | 2 2 11 | 17 | 24 | 23
Fixed-income Funds®* 2 45 1,186 | 3,853 9,520 10,976 0 1 6 6 9 9
Closed-end Funds 9 8 116 297 279 252 0 0 1 0 0 0
Private and Public 997 | 1,532 | 5,654 | 13,397 | 24,458 | 26,308 | 33 | 30 | 28 | 20 | 22 | 21
Pension Funds
Defined Contribution | g0 | 43, | 1057 | 3437 | 7,427 | 8128 2 3 5 5 7 6
Funds
Government-sponsored
Entorprises (GOE) 88 | 166 | 632 | 2,875 | 7,130 | 9,224 3 3 3 4 7 7
Agency- and GSE-
backod Mortgage Pools 21 95 | 1,357 | 3,841 | 2,406 | 2,688 1 2 7 6 2 2
Asset-backed Securities ) ) 466 4,275 1175 1,464 i i 5 6 1 1
Issuers
|Oth.er Financial 243 | 494 | 2,914 [12,619| 12,400 | 14,662 | 8 | 10 | 14 | 19 | 11 | 12
nstitutions
Rest of the world 181 | 391 | 2,649 | 14,019 | 35,276 | 41,552 | 6 8 13 | 21 | 32 | 33

Notes: ' Includes separate account assets. 2 Open-end investment companies; excludes funding vehicles for variable annuities, which are
included in the life insurance sector. * Bond funds excludes hybrid and other funds with debt security holdings. It also excludes other funds
that hold debt securities. * Excludes other funds with debt security holdings. ® Includes Federal Home Loan Banks. ¢ Includes asset-backed

securities issuers, real estate investment trust companies, securities brokers and dealers, holding companies, funding subsidiaries, and

custodial accounts for reinvested collateral of securities lending operations.

Sources: Federal Reserve Financial Accounts of the United States, Investment Company Institute, Haver Analytics, OFR
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U.S. bank balance sheets were historically
viewed as the main provider of credit and
transmitter of financial conditions such as
monetary policy decisions, although their
share of U.S. financial sector assets has de-
clined over the past decade (see Figure 62).
Instead, Federal Reserve Financial Accounts
data show that funding has increasingly shift-
ed to the asset management channel and spe-
cifically, mutual funds. Many funds offer daily
liquidity to fund investors while holding assets
that can take longer to sell in an orderly way.
However, unlike banks, these funds do not
have explicit access to the Federal Reserve
lender-of-last-resort facilities. Given that mu-
tual funds lack this guaranteed backstop and
have structural liquidity mismatch, these funds
may be vulnerable to runs during periods of
heavy redemptions that reduce credit supply
and amplify stress, which could be exacerbat-
ed by dealers’ lower inventories of less-liquid
securities.

OEFs are the largest subset of mutual funds.""®
OEFs are companies that pool money from
many investors, invest that money in securities
such as stocks, bonds, other types of obliga-
tions, or a combination of different assets, and
give investors fund shares representing par-
tial ownership of the funds and any gains the
funds generate. A key characteristic of OEFs
is redeemability, which is investors’ ability

to sell their shares back to the funds on any
given day, with the assurance that the funds
can meet the redemption within seven days,
regardless of the value and liquidity of their
assets.

Unlike other securities, OEFs do not trade on
an exchange and generally do not trade in the
OTC market. OEF shares are sold by the fund
directly or through intermediaries, and the
fund redeems them at a price that is related
to the fund's NAV, which is the value of all its
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holdings minus its liabilities divided by the
number of shares it has issued.

U.S. mutual funds generally take the form of a
corporation or business trust, have no employ-
ees, and are usually organized by the asset
manager. The use of external service providers
is not unique to the asset management indus-
try. However, this structure can contribute to
risk-taking if asset managers’ interests are not
aligned with those of investors and if asset
managers do not appropriately understand,
manage, and monitor risks.

Money Market Funds

MMFs are a subset of open-end mutual

funds. However, unlike other open-end funds,
MMFs seek to maintain a stable NAV or share
price.""? As a result of MMFs' stable NAV, many
investors view MMFs as an alternative to bank
deposits and use them as cash management
tools. However, MMF shares may not be cash
equivalents to the extent that they invest in
certain securities that cannot be liquidated at
par under all market conditions. MMF shares
also do not carry the same protections as
insured bank deposits. Some assets held by
MMFs have limited secondary-market liquidi-
ty and are often held to maturity. The limited
liquidity of many money market instruments
creates a first-mover advantage that generates
run risk whenever investors believe conditions
are deteriorating, which can exacerbate moves
in asset prices.

To mitigate these risks, the SEC approved
amendments to rules'® governing MMFs in
July 2023. The rules bolster funds’ liquidity
and impose liquidity costs on redeeming in-
vestors under certain circumstances.’!' Howev-
er, it is unclear whether the rules will discour-
age large outflows in the tail scenarios that
prompted the amendments to the rules. The



effective date for the amendments to Forms
N-MFP, N-CR, and PF is June 11, 2024. The
effective date for the remaining amendments
will be 60 days after publication in the Federal
Register.

MMFs provide short-term financing to borrow-
ers and are significant participants in the
Treasury bill, repurchase agreement (repo),
and commercial paper markets, although their
relative holdings of each security type (and
therefore, their presence in each of these
markets) have shifted over time (see Figure
63). For example, commercial paper and
unsecured deposits represented a larger share
of MMF assets before the 2007-09 financial
crisis than today. Repo agreements, specifical-
ly those with the Federal Reserve, account for
over 30% of MMF assets.

After the disruptions caused by the March
2023 regional banking crisis, MMFs experi-
enced an increase in inflows and reached a
new record of $6.16 trillion of AUM.'?? This
was partly due to MMFs' attractive yields
compared with the rates on bank deposits.'?
MMF AUM increased by $399 billion in March
2023 (the second-highest period of inflows on
record) and has increased by $956 billion year-
to-date in 2023, based on SEC Form N-MFP
data. A portion of the increase in MMF assets
was the purchase of FHLB discount notes,
which in turn helped finance the banking
system. Some of the cash through lending in
the repo market was invested in the Federal
Reserve's ON RRP facility, which reduced the
amount of private lending by money market
investors to banks. The ON RRP facility offers
MMFs a liquid investment at attractive risk-
free yields, thereby minimizing net asset value
volatility. The ON RRP facility allowed MMFs
to minimize Treasury holdings risk through the
debt ceiling debates in Q2 2023.

Figure 63. U.S. MMF Assets by Select
Holding Types ($ trillions)
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Jan Jan Jan Jan Jan
2019 2020 2021 2022 2023

Government agency
securities

Other securities

Repurchase agreements
with other counterparties  U.S. Treasury securities

Repurchase agreements
with the Federal Reserve

Notes: Other securities includes securities issued by corporations,

financial companies, municipalities, and other MMF structures.

Sources: SEC Form N-MFP, OFR
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Open-end Funds

OEFs are pooled investment vehicles that
generally offer shares to the public continu-
ously. They issue redeemable shares, which
means that except in extraordinary circum-
stances, shareholders of the fund can receive,
upon demand, a pro-rata share of the fund’s
NAV."?* This potential imbalance incentivizes
investors to be first movers who can precip-
itate a run when they believe conditions are
deteriorating or when access to their invest-
ments may be impeded, which can exacerbate
moves in asset prices.'?

The nature and characteristics of OEFs’ invest-
ment holdings and strategies have evolved

to include less liquid debt securities, loans,
commodities, and derivatives. According to
Morningstar Direct, open-end bond funds
accounted for 24% of total fund assets at the
end of June 2023, up from 20% in 2008.

OEFs that hold less-liquid assets have struc-
tural vulnerabilities that are similar to those
of MMFs. They offer on-demand redemptions
to fund investors while holding relatively
less-liquid debt assets that may be chal-
lenging to sell during stressful periods. This
liquidity mismatch was evident at the start of
the COVID-19 pandemic, given elevated OEF
redemptions.

Most U.S. debt securities are traded infre-
quently (excluding U.S. Treasuries) and rely on
dealer intermediation. These liquidity con-
cerns explain both the appeal and the risks

of bond funds—specifically, bond funds offer
a more liquid alternative that is only possible
because they engage in liquidity transforma-
tion.

The resilience of OEFs is now being tested
again amid continued rising interest rates.
Fund outflows have been increasing in recent
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months, and that has the potential to amplify
stress. Bond fund security holding values and
investor flows are sensitive to interest rate
increases (see Figure 64).'% Still, prior periods
of rising interest rates occurred when the
market for bond funds was much smaller, and
dealer inventories were much larger.'” As a
result, large redemptions could result in fire
sales, which in turn could fuel further redemp-
tions and potentially exhaust dealers’ capacity
to provide liquidity.

Figure 64. Bond Fund Asset-weighted Monthly Flow Rate and the 10-year to 2-year

Treasury Rate Spread (percent)
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MMFs and bond funds, including bond ETFs,
hold more than $10.8 trillion in U.S. financial
sector assets, more than four times the level in
2008 (see Figure 65). Primary dealers’ securi-
ties inventories have declined during this
period. The reduction in dealers’ inventories
and their market making implies that market
liquidity could be scarcer in periods of
stress.'®

Open-end bond funds have recorded $380
billion in outflows, or approximately 7% of
total net assets, since the Federal Reserve
began to raise interest rates in March 2022. In
aggregate, funds saw steady outflows through
2022, although the actual magnitude of the
outflows varies depending on the data and
specific categories (e.g., investment grade,
high yield, and broad market).'® In stark
contrast, U.S.-domiciled bond ETFs have seen
$192 billion in net inflows (see Figure 66).

OEF flows reversed and turned positive at

the start of Q1 2023 as economic data stoked
investor hopes of a Federal Reserve interest
rate hike pause. The reversal is reflected in the
modest improvement in OEF: Taxable (in dark
blue) and OEF: Municipal (in green) cumula-
tive fund outflows between January and March
2023. However, flows partially reversed in
March as stress in the banking sector prompt-
ed a flight to safety, with large inflows into
MMFs and government bond funds and out-
flows from corporate and broad-market fund
categories. Available data suggest that the
outflows have been mostly orderly, and any
outflow pressures have not escalated into fund
liquidity stress.’®

Exchange-traded Funds

ETFs are a subset of OEFs. They operate very
much like other OEFs, with two critical differ-
ences:
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Figure 65. Primary-dealer Security
Inventory Positions and Money Market and
Bond Fund Assets ($ billions)
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Government security inventory positions (right)
Other security inventory positions (right)
Money market and bond fund asset (left)

Note: Money market and bond fund assets exclude funds that only
report assets monthly or quarterly. Bond fund assets include open-
end and exchange-traded. Data through Sep 27, 2023.

Sources: Haver Analytics, Emerging Portfolio Fund Research, FRBNY Primary
Dealers Report, OFR

Figure 66. Cumulative Weekly Bond Fund
Flows by Select Category Groups ($ bil-
lions)
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Note: Data as of Oct 10, 2023. Excludes funds (roughly $1.9 trillion,
or 33% of industry assets) that only report monthly or quarterly and
MMF assets.

Sources: Morningstar Direct, OFR



1. ETFs are traded on securities exchanges,
and their share prices are updated continu-
ously throughout the day—while OEFs may
be bought and sold at a price calculated
just once a day after the close of business.

2. Many ETFs do not sell (also called creation)
or redeem individual shares, except with
APs in the primary market. As a result,
investors ultimately rely on APs (rather than
asset managers) to manage the liquidity
in ETF shares when there is an imbalance
between buyers and sellers in the second-
ary market.

Depending on the jurisdiction and the liquidi-
ty of the underlying securities, ETFs will trans-
act "“in kind,” "in cash,” or a combination of
the two in the primary market. In the case of
in-kind redemptions, ETFs exchange a basket
of securities (rather than cash) for securities,
and the AP bears the cost of holding the
securities in inventory or disposing of them

in the secondary markets. ETFs that invest in
less-liquid securities, hard-to-obtain securities,
or securities that cannot be readily transferred
to APs may allow the AP to transact in cash,
thereby transferring the transaction costs to
the ETE.™!

Assets have grown rapidly in ETFs due to (1)
ETFs’ ability to purchase a diversified portfo-
lio of securities more cheaply than buying the
underlying assets and (2) ETFs’ potential for
intraday trading. The popularity of ETFs has
led to the creation of innovative and complex
ETFs that use leverage or target thinly trad-
ed markets. According to Morningstar Direct
data, these funds in aggregate held assets to-
taling $1.7 trillion in September 2023, up from
$986 billion at year-end 2019 and $118 billion
at year-end 2008. Assets in ETFs that track
fixed-income indexes are up 26-fold (2574%)
since 2008 and 65% since the end of March
2020, driving the overall growth rate in ETFs.®

Since the Federal Reserve began raising
interest rates in March 2022, U.S.-domiciled
bond ETFs have seen over $300 billion in net
inflows. This starkly contrasts with the pattern
of outflows observed in traditional bond OEFs
(see Figure 66). Nongovernment funds took in
two-thirds of these inflows.

Bond ETF investors are usually drawn to the
intraday liquidity these vehicles offer and

the easy access they provide to less-liquid
markets. Shares in ETFs are traded on an
exchange throughout the day at market-de-
termined prices—unlike mutual funds, whose
shares can only be traded at the NAV calculat-
ed at the end of each business day.

However, an ETF’s incremental liquidity may
not be stable over time because it relies on a
relative balance between buyers and sellers

in the secondary market. In the case of selling
or buying pressures, the secondary-market li-
quidity may be insufficient and may, therefore,
necessitate tapping liquidity in the primary
market through the creation or redemption

of ETF shares. This provides liquidity, but at a
higher cost that is in line with the liquidity cost
prevailing in the underlying bond market. The
larger the liquidity mismatch between the ETF
and the underlying securities, the greater the
liquidity costs if ETF secondary-market liquidi-
ty evaporates.'®

This was evident in the early days of the
COVID-19 pandemic. In early March 2020,
extraordinary volatility in U.S. financial markets
diminished the ability of market makers to
price assets within ETF bond portfolios.
During this episode, the arbitrage mechanism
failed to prevent the market price of some
ETFs from diverging significantly from the
value of their underlying portfolios, leading to
significant volatility. The ETF share price
discounts persisted until the Federal Reserve
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intervened on March 23, 2020. This also tem-
pered heavy ETF fund investor redemptions.
Morningstar Direct data show that bond ETFs
lost roughly 3.4% of their assets to outflows
between March 9 and 20 but recorded a
positive 0.7% flow rate during the subsequent
five days. In comparison, bond mutual funds
lost 3.8% of assets to outflows during the
same week and lost an additional 1.7% of
assets in the same subsequent five days (see
Figure 67). However, the Federal Reserve’s
actions may have enhanced the attractiveness
of ETF structures and thus may have altered
investors’ expectation of liquidity assistance
from the government during future crises and
the pricing of risk.

Passively Managed Funds

Passively managed funds, which include OEFs
and ETFs but exclude separately managed
accounts, continued to attract inflows in 2023.
In Q3 2023, aggregate assets in passive funds
totaled $11.9 trillion, or 49% of U.S. fund
assets. That is up from $1.1 trillion at year-end
2008 and $8.4 trillion at year-end 2019 (see
Figure 68). Net assets of passively managed
equity funds have surpassed those of actively
managed equity funds. Meanwhile, passively
managed bond funds are gaining ground on
actively managed funds; passive bond funds
are attracting cumulative net inflows, while

active bond funds are registering net outflows.

Fund sponsors and market participants pro-
mote the fact that passive funds have lower
costs than active funds and, therefore, deliver
higher returns per dollar invested than active
funds do in the aggregate. However, pas-
sive funds introduce the possibility of market
distortions, including crowding and illiquidi-
ty."3* There is growing evidence that passive
investing may lead to less efficient prices and
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Figure 67. OEF and ETF Estimated Daily
Flow Rates (percent)
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the Federal Reserve's announcement of extensive new measures
to support liquidity in the bond market (see https://www.
federalreserve.gov/newsevents/pressreleases/monetary20200323b.
htm).

Sources: Morningstar Direct, OFR

Figure 68. Passive and Active OEFs and
ETFs ($ trillions, percent)
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increase market fragility associated with lower
liquidity.

Most passive funds buy and sell based on the
market capitalization weights of their respec-
tive indexes. This can lead to momentum bias,
in which fund managers must buy (or sell) the
fastest-appreciating or fastest-depreciating
index components, thus exacerbating the
highs and lows of asset price cycles. This can
also result in the buying and selling of stocks
in sectors with high passive ownership.'

Other risks, including increases in industry
concentration and financial market intercon-
nectedness through securities lending activi-
ties, have been highlighted by academics and
regulators. As previously noted, passive funds
are attractive to investors because of their low
fees. However, passive-fund managers incur
trading costs in creating and maintaining pas-
sive funds that mirror their respective index-
es. Constituent share repurchases, seasoned
equity offerings, and mergers and acquisitions
can trigger changes in an index. These trading
costs can be as large as 20 to 30 basis points
for funds that track the S&P 500 and even
larger for funds that track less-liquid underly-
ing securities. Some of these costs are offset
by activities such as securities lending, in
which passive funds temporarily lend out their
securities to other market participants for a
fee.”** Most passive funds engage in securities
lending, which makes such activities a source
of interconnectedness and financial risk (coun-
terparty and leverage) that can add to market
fragility.

Assets under management for passive-strate-
gy fund managers are more concentrated than
active ones. A shift to passive strategies in-
creases concentration. According to Pensions
& Investments Research Center data, three
investment companies managed nearly 75% of

all index products at year-end 2022. The size
and concentration of passive-fund managers
serve as a potential source of risk by amplify-
ing the potential stress caused by idiosyncratic
risks, such as an operations failure or a breach
of fiduciary duty, that undermine investor con-
fidence and lead to large redemptions.™’

Hedge Funds

Hedge funds are pooled investment vehicles
that employ various trading strategies to max-
imize risk-adjusted returns for their investors.
Despite their size and propensity to augment
positions using leverage, they are less regulat-
ed than other types of asset managers. Hedge
funds are closely linked to a variety of financial
institutions, including the dealer subsidiaries
of G-SIBs, who often provide leverage and
serve as counterparties. Trading losses in-
curred by hedge funds may force the rapid
unwinding of large, leveraged positions and,
thus, may have the potential to propagate
market volatility, fire sale dynamics, and signifi-
cant counterparty losses. These risks are espe-
cially pronounced in periods of high interest
rate uncertainty and market volatility because
asset prices are liable to change rapidly.

Balance sheet leverage for a hedge fund can
be measured by dividing its GAV by its NAV.
The average industry leverage, defined as the
GAV-weighted average of leverage across all
funds, has declined from 7.9x in Q4 2021 to
6.6x in Q2 2023. Despite this decrease, the
amount of credit extended to borrowers has
increased from $3.26 trillion to $3.59 trillion
over this period. Another trend that emerged
is an increasing concentration in the hedge
fund industry. According to regulatory data,
the ten largest funds held 23.3% of total gross
asset value in Q2 2023, compared with 19.3%
at the end of Q4 2017. Such concentration
generates systemic risk because it may be
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difficult to unwind large holdings of certain
assets, and the exit of particular funds could
cause disruptions that spill over across the
markets in which those funds play central
roles.

One method of assessing the size and distri-
bution of hedge fund positions is GNE, de-
fined as the absolute value of short and long
positions in each asset class, including deriva-
tives."® Total GNE as of Q2 2023 has declined
slightly over the past two years, driven by
decreases in equity and foreign-exchange
exposures (see Figure 69). IRDs remain the
largest single asset class and make up a larger
share of portfolios than in prior years. The
relative growth of IRDs is consistent with
heightened interest rate uncertainty, while a
decline in equities accords with poor stock
market performance in 2022, which eroded
valuations.

Hedge funds’ short Treasury futures positions
have grown considerably since April 2022 (see
Figure 70), consistent with the re-emergence
of the Treasury cash-futures basis trade; alter-
natively, this growth may partially reflect funds
placing directional bets that Treasury yields
will continue to rise.'® While it is difficult to
separate the drivers of the growth in futures
positions, both strategies may result in large
losses that stem from and exacerbate Treasury
market instability. In March 2023, Treasury
market implied volatility exceeded that seen
in March 2020, when a flight to cash led to the
unwinding of positions to meet margin pay-
ments, which put more downward pressure on
Treasury prices and thus increased Treasury
yields.

In March 2023, the demises of SVB and SB
engendered fears of a larger banking crisis,
and the subsequent flight to safety led to in-
creased demand for Treasuries. Because yields
are inversely related to prices, the resulting
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Figure 69. Gross Notional Exposures by
Asset Class ($ trillions)
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Sources: SEC Form PF, OFR

Figure 70. Leverage Funds’ Total Notional
Exposure to Treasury Futures ($ millions)
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price appreciation caused a decline in Trea-
sury yields. Data from Hedge Fund Research
indicates that funds performed poorly during
the episode. Macro strategy funds experi-
enced the largest loss, with a March return
of -2.7%, which was the tenth-worst single
monthly return since January 1990.

Credit Suisse also came under pressure in
March and was subsequently acquired by UBS
(see Box Topic: Credit Suisse). Credit Suisse
had traditionally been a prominent lender to
hedge funds, but the amount of credit it
extended declined significantly after the
Archegos episode in March 2021 (see The
Collapse of Archegos in OFR Annual Report
2021). The bank’s demise does not appear to
have had a significant impact on hedge funds.
Credit rationing remains a potential concern,
however, particularly given the concentration
of lending to hedge funds by other large
banks. Figure 71 shows that G-SIBs constitute
83% of all lending to hedge funds. A reduction
of credit provision by one of these banks
could cause fund deleveraging and, thus, fire
sales.

Central Counterparties

Since the 2007-09 financial crisis, financial firms
have been incentivized to clear their trades
through CCPs. The central role CCPs play in
clearing trades, and the resulting concentra-
tion of risk, has made CCPs key institutions

in the global financial system. Globally, there
are over 100 CCPs that clear a wide variety of
financial instruments, including derivatives,
equities, and commodity futures. The notional
value of such contracts has grown substantially
in recent years.

CCPs benefit financial stability by providing
increased transparency in members’ positions
and reducing redundant financial obligations.

Figure 71. Counterparty Exposures to
Hedge Funds ($ billions)
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However, they also create potential instabili-
ties by concentrating risk. Conditions of se-
vere market stress can lead to large and sud-
den demands for margin payments from CCP
members or clients that, if not paid in a timely
fashion, can put a CCP at risk of default.

CCPs have a variety of resources in place to
cope with such stresses. These resources pro-
vide successive lines of defense against po-
tential defaults and are collectively known as

a CCP’s default waterfall, which stipulates the
sequence of financial resources that a CCP can
draw upon to cover the unsatisfied financial
obligations of one or more defaulted clearing
members.

The size and composition of default waterfalls
differ significantly among the different CCPs
that clear different types of financial instru-
ments and are located in different geographi-
cal areas. Figure 72 shows the composition of
the prefunded portions of the waterfalls of
CCPs in Europe, Asia, and North America, as
well as among interest rate, currency, com-
modity, credit, and equity asset classes.

There is substantial variation among CCPs in
the amount of capital, or “SITG,” that is at risk
in the default waterfalls. There are differences
among regions in the composition of the wa-
terfalls, but in all cases, SITG represents a very
small proportion of the waterfall. This is partic-
ularly striking in the cases of Europe and North
America as compared with Asia. There is also
substantial variation depending on the finan-
cial instruments that are cleared. Commodities
clearing has a higher proportion of SITG in the
waterfall when compared with interest rate,
currency, credit, and equity clearing.

The differences in pre-funded resources
among regions have remained stable over
time (see Figure 73). However, Asia and
Europe have seen a noticeable trend toward
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lower proportions in the default fund relative
to the initial margin.

Differences in the sizes and compositions

of CCP waterfalls should have an impact on
potential CCP default probabilities. There is
no way to measure these probabilities empir-
ically because CCP failures rarely occur. How-
ever, confidential survey data collected by the
Federal Reserve provide quarterly estimates
of CCP default probabilities as calculated by
CCP members. Because of the difficulty of
validating these measures, the trends may be
informative but should be interpreted with
caution.

Broadly, large US banks report increasing risk
perceptions of CCPs globally over the past
two years but declining perceptions of risk

in CCPs over the past six months. The recent
reversal has offset much of the increased risk
in the median CCP but not for the CCPs with
the greatest perceived risk. These patterns are
particularly pronounced in Asia and Europe.
And they are true among the subset of CCPs
operating in commodities markets.

The recent rise in the estimated CCP default
probabilities may be in part a response to

the near collapse of the LME in March 2022.
Nickel prices more than quadrupled between
March 7-8, 2022, resulting in margin calls that
some members were unable to meet. Instead
of following the waterfall protocol, the LME
chose to cancel a number of trades and close
the market for a week. The alternative would
have been to declare several members in
default, which would have required auctioning
their (short) positions, thus exacerbating the
upward price spiral and increasing margin calls
on the other members.

The elevated default probabilities among
commodity CCPs in recent months are likely to
persist in the coming year. The onset of Rus-



Figure 72. CCP Prefunded Resources, 2Q 2023 (percent)
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sia’s war against Ukraine contracted the global
nickel supply and put stress on the LME. This
conflict does not appear to have an imminent
resolution. Moreover, persistent supply chain
stresses contribute to commodity price risk
globally.

The LME incident highlighted several risk fac-
tors that apply to CCPs more generally. One
factor is that members can split their positions
across multiple CCPs and maintain uncleared
OTC contracts, which limits the ability of any
CCP to assess the concentration risk posed

by its members. A second factor is that CCP
members often have cross-default agreements
with other CCPs, which specify that a default
at one of them triggers a default of all. These
arrangements can contribute to systemic risk
by exacerbating price moves when the posi-
tions of a defaulting member are liquidated.

Cybersecurity Risks in
Financial Institutions

The financial services sector is one of the most
interdependent and interconnected sectors

in the economy. Cybersecurity threats have
the potential to affect financial stability by
disrupting the systems, networks, and critical
infrastructure that financial institutions rely on
to provide essential services to businesses and
individuals. Financial institutions face cyber-
security threats from geopolitically motivated
hacktivists and financially motivated OCGs,
frequently exploiting known vulnerabilities in
critical controls such as access management,
software configuration, and technology asset
management.'"’ Ransomware attacks, which
extort organizations by restricting access to
their critical data and systems, have become
pervasive cyber risks. According to Splunk, a
leading cybersecurity software provider, the
percentage of businesses victimized by ran-
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somware attacks has risen from 79% to 87% in
2023.142

Financial institutions are attractive targets

for ransomware because they house valu-

able customer data. Community banks face
heightened vulnerability compared with larger
financial institutions because of their limited
information security resources and greater re-
liance on third-party service providers, which,
in turn, are susceptible targets for ransomware
attacks.' Financial institutions that migrate to
cloud services for data processing and storage
increase the number of entry points that, if not
properly secured, could be used by an attack-
er to gain access to data and other systems.'*

Ransomware attacks have become easier

and more cost-effective to execute, primarily
due to the emergence of RaaS. This criminal
business model involves individuals or groups
specializing in specific aspects of compro-
mising a victim’s cybersecurity and selling or
renting their services to other criminals. In
many cases, accessing a victim’s network costs
less than one dollar.’ Access costs are low
due to the effectiveness of simple social-en-
gineering tactics like email phishing, which
has been further enhanced by generative Al

in creating convincing lures. For attackers, the
economics of ransomware increasingly resem-
ble purchasing a lottery ticket.™ While most
attacks may fail, the sheer volume of attempts
increases the chances that a few will succeed,
often resulting in significant ransom payments
worth hundreds of thousands of dollars. Pay-
ing the ransom does not always lead to a
resolution of the threat. The attackers may use
the victim’s stolen data to discover additional
security weaknesses that they can later exploit
themselves or sell as initial access information
to other criminals.™

In 2023, the financial services industry experi-
enced an average total cost of $5.9 million per



data breach, which is 33% higher than the av-
erage cost per breach across all industries and
second only to that of the healthcare industry.
On the other hand, after adjusting for inflation,
there has been a steady decline in the average
cost of a data breach in the financial services
industry since 2018.8 This decline reflects, in
part, a stronger focus on IT operations resil-
ience within the financial sector and a greater
awareness of the ransomware threat, especial-
ly after high-profile incidents in 2021, such as
the Colonial Pipeline ransomware case. In-
creasingly, cybersecurity experts acknowledge
that service disruptions are inevitable and that
the speed and effectiveness with which institu-
tions handle such incidents are crucial to dam-
age control and overall defense. The attack on
lon Group earlier this year reminded financial
institutions of the critical importance of system
redundancy and resiliency (see Box Topic: lon
Group Attack).

There are encouraging signs of recent im-
provements in information security across
industries, particularly in the use of Al in
cybersecurity. Tools like automated anomaly
detection have helped decrease the average
global dwell time, which measures the num-
ber of days an attacker remains undetected
on a network, to an all-time low of 16 days

in 2022."*7 Al-driven patch management also
assists defenders in prioritizing and deploy-
ing patches faster. According to a study by
Verizon, 91% of identified vulnerabilities were
fixed within one day of discovery in 2022, com-
pared with only 54% in 2021.7°

Al also poses a challenge to cybersecurity.
Financial applications that integrate Al may be
exposed to attacks that exploit an Al's unan-
ticipated behavior.”™ Generative Al, in partic-
ular, has the potential to make malicious code
easier to develop and more adaptive to cyber
defenses.’™ The rapidly improving ability of

some Als to create highly convincing digital
forgeries of a person’s face and voice is a chal-
lenge to the identity verification protocols that
secure systems against unauthorized access
and prevent fraudulent transactions.

Cyber Insurance Industry

Cyber insurance plays an important role in
cyber risk management for many types of
institutions by providing coverage that helps
offset financial losses incurred by the victim

of a cyberattack and third parties also affect-
ed. Cyber insurance can help firms that have
been attacked avoid financial distress, thereby
mitigating systemic risk that could originate
from a firm’s insolvency or inability to make
payments. Although cyber insurance does not
eliminate cyber risks, it allows organizations
to be better prepared for dealing with cyber
risk’s potential financial ramifications. Insurers
face challenges in managing the aggregate
amount of financial cyber risk that they assume
from insureds and the direct risk of a cyberat-
tack on their own systems.

Cyber insurance demand continues to grow as
organizations’ awareness and understanding
of the numerous cyber-related risks they face
increase daily. However, cyber insurance is also
becoming more expensive and harder to ob-
tain. Commercial cyber insurance is generally
sold as standalone policies, and insurers gen-
erally offer their own unique policy forms. For
those seeking to purchase cyber insurance,
making comparisons among different insurers’
policies can be challenging.

The strong growth in the size of the cyber
insurance market is a result of both the in-
creasing number of policies written and the
higher cost of such policies. Until recently,
cyber policy premiums had been growing at
double-digit and triple-digit rates, depending
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upon the risk-and-loss profile of the insured
(see Figures 74 and 75). Growth in the cyber
insurance market has been partially limited by
insurers controlling their exposures through
techniques such as higher deductibles, coin-
surance, and lower policy limits, which also
encourage enhanced risk management by the
insureds. Insurers typically evaluate applicants’
cybersecurity defenses before agreeing to
write a policy and determining the terms
under which the coverage will be offered.
Displaying good cyber hygiene, such as
promptly patching software and not having
open external ports, is an important factor that
insurers review before offering coverage.

The cyber insurance market has recently be-
come a bit more buyer-friendly as new insur-
ers join the market and buyers improve their
cybersecurity defenses.'

The cyber insurance industry’s biggest con-
cern is attacks made by actors affiliated with a
nation-state that could inflict widespread dam-
age.”™ In an effort to manage such risk, Lloyd's
of London requires that any cyber insurance
coverages written through its platform limit
coverage of state-sponsored cyberattacks that
result in a significant impairment to the target
state.

Insurers manage their assumed risk through

a variety of methods that are continuously
developing. As risks evolve and grow, insurers
are becoming increasingly careful in managing
the gross amount of the cyber risk exposure
they assume and the details of that exposure.
Reinsurance is a major risk management tool.
A leading reinsurance broker reports that
about half of its clients’ direct cyber insurance
has been reinsured, but cyber reinsurance
availability remains limited, particularly at the
high end of cyber limits.”™ Capital markets
solutions have begun to provide reinsurance
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coverage through specialized capital mar-
kets—funded products, such as various ILS, but
these solutions are still nascent.’™®

Finally, insurers are exposed to their own
direct cyber risks. Insurers’ risks are enhanced
because they serve as collection agents and
evaluators of their clients’ cyber risks, making
them attractive targets of breach-and-espio-
nage attacks due to the information insurers
maintain on their systems.

Cyber Policy Update

U.S. agencies have continued to strengthen
cybersecurity practices within the financial
system. In July 2023, the SEC adopted a final
rule’™ to strengthen cybersecurity that the
agency first proposed in March 2022."%¢ The
rule requires all public companies to disclose a
material cyber incident in their 8-K filings, gen-
erally within four business days of determin-
ing an incident was material.™ The required
disclosure may be delayed if the U.S. Attorney
General determines that the public release of
such information may pose a national security
risk.

In June 2023, the comment period closed

on another proposed SEC rule that would
strengthen cybersecurity practices for par-
ticipants in securities markets—specifically,
broker-dealers, the MSRB, clearing agencies,
major security-based swap participants, na-
tional securities associations, national secu-
rities exchanges, security-based swap data
repositories, security-based swap dealers,
and transfer agents.” This rule would require
the covered entities to “immediately” report
cyber incidents to the agency and provide
documentation of sound cyber hygiene.

To address ongoing and evolving technology
issues, the CFTC reestablished its Technical

Advisory Committee in March 2023 and held
an inaugural meeting following a two-year
hiatus.” The Committee is composed of
external experts, and part of its mission is to
provide insights that will help protect markets
from increasingly sophisticated cyberattacks.
The Treasury issued multiple sanctions against
entities involved in cybercrime,’? including a
joint action with the UK government against
individuals involved in deploying Trickbot
malware.' Finally, the Treasury has continued
to conduct joint cyber exercises with partner
foreign governments.'¢*

Box Topic: lon Group Attack

On January 31, 2023, lon Group, a UK-based
financial software company, was forced to
temporarily shut down its services due to a
ransomware attack. The service outage af-
fected banks and brokers in the United States
and Europe, with 11 firms reportedly experi-
encing significant disruption as users of lon’s
XTP Cleared Derivatives (XTP) platform.'®® The
platform provided end-to-end management of
clients’ exchange-traded derivatives trading,
including order management, execution, pro-
cessing, and risk management analytics. While
the attack did not rise to the level of having

a systemic impact on U.S. financial stability, it
underscored the importance of financial insti-
tutions prioritizing operational resiliency and
monitoring the cyber risk associated with their
reliance on third-party service providers.

LockBit, a RaaS group operating from Russia,
claimed responsibility for the attack on lon
and demanded ransom payment within two
days. On February 5, lon initiated re-onboard-
ing clients by restoring their data from back-
ups captured several days before the attack.
However, for XTP users, this process proved to
be more time-consuming because all trades
executed after the backup point and all trades
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executed manually during the outage period
had to be reentered, validated, and synchro-
nized with clearinghouse data. This additional
effort resulted in delays that prevented firms
from accurately assessing some of their posi-
tions, causing the CFTC to postpone its week-
ly Commitments of Traders Report by three
weeks.

The cyberattack on lon reminds financial in-
stitutions that operational resiliency requires
avoiding overreliance on a single provider
without ready alternatives. It is highly likely
that similar outages from other service provid-
ers will occur in the future. Therefore, financial
institutions must make certain that their back-
up and disaster recovery plans not only focus
on individual recovery time but also consider
the recovery times of key counterparties and
central services. This comprehensive approach
will make businesses more likely to resume
normal operations after their recovery.
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Engaging and
Serving Our Principal
Stakeholder: The
Financial Stability
Oversight Council

The OFR (Office) engages and serves the
Council and its member agencies by providing
research and analysis to help identify threats
to financial stability, fulfilling Council requests
for research and analysis, and working with
Council member agencies on research and
data projects.

Key OFR Initiatives

By working closely with the Council, Treasury,
and the Financial Research Advisory Com-
mittee (advisory committee), the OFR collab-
oratively identifies important issues that the
Office needs to address. During FY 2023, the
OFR launched several strategic initiatives that
manifested in a variety of outputs, real-time
monitors, research papers and briefs, Council
support, data initiatives, and promotion of
research around financial stability. These ini-
tiatives also addressed subject areas that are
sources or targets of financial stability risk or
that inform financial stability analysis.

These initiatives focused on the following:

e U.S. Repo Market. The OFR focused on
improving transparency in the U.S. repo
market, which is an integral component of
the U.S. financial system that provides tril-
lions of dollars of funding every day and fa-
cilitates trading in U.S. Treasuries and oth-
er securities. As a result, OFR researchers
published two papers on the repo market.
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The OFR also worked toward establishing
an ongoing daily collection of data. While
the OFR’s cleared repo collection, which
began in 2019, provides some visibility into
this short-term funding market, the vast
majority of these repos are being issued

in the NCCBR market, where no regulator
currently collects data.

In January 2023, the OFR issued a NPRM
that proposed the Office fill this data gap
and provide more insight into Treasury
market functioning. The Office hopes this
collection will help regulators and policy-
makers prevent similar market disruptions
by filling a gap in the data on how risks are
building up in the financial system in real
time.

e JADE. Officially launched in July 2023,
JADE is the OFR-hosted platform de-
signed for Council member agencies to
analyze financial stability risks jointly. JADE
will enable collaborative, interdisciplinary
research on financial stability by providing
Council member agencies with access to
analysis-ready data, analytical software,
and high-performance computing in a se-
cure, cloud-based environment. While the
OFR designed JADE to support research
on a variety of financial stability topics,
climate-related financial risk was the first
initiative the Council identified for JADE.

e Council Annual Report. The OFR contin-
ued to assist the Council Secretariat by
providing data, analysis, and other resourc-
es requested by the Council while prepar-
ing its annual report to Congress.

Financial Research Advisory
Committee

The advisory committee provided advice to
the OFR, bringing diverse perspectives from



the financial services industry and academia to
inform the OFR’s research and data agendas.
We provided support for the advisory com-
mittee’s biannual meetings, which covered the
following in the past year:

e November 8, 2022: this virtual meeting in-
cluded discussions of digital assets, decen-
tralized finance, and inflation.

e May 23, 2023: this hybrid meeting included
discussions of financial stability monitors,
risk in the banking sector, and risk from
nonbank financial institutions.

Financial Stability
Conferences

The OFR recognizes the importance of ex-
changing ideas that inform processes for data
collection, enhancing existing research, and
promoting future collaborative research. To
that end, the Office sponsors and hosts con-
ferences, workshops, meetings, and seminars
with external financial researchers and econo-
mists. OFR-hosted conferences included:

e Annual OFR PhD Symposium. The OFR
hosts an annual conference for upper-year
PhD candidates to present their research
on financial stability and have their work
reviewed and discussed by senior econ-
omists from the OFR and other federal
agencies. The symposium took place on

November 3, 2022.

e Annual Financial Stability Conference.
The OFR and the Federal Reserve Bank of
Cleveland co-host an annual conference
focusing on topics such as changes in
fiscal and monetary policy, innovations in
technology and trade, and the projected
economic impacts of these developments.
The conference took place on November
16 and 17, 2022.

e Inaugural Rising Scholars Conference.
For the first time, the OFR hosted an
in-person conference in which a diverse
group of individuals who received their
PhD within the previous six years met ex-
perts in their field and received profession-
al feedback on their work. Presentations
covered a range of cutting-edge topics,
from fintech and stablecoins to shadow
banking and bank deposits, with a specific
focus on how these issues could threaten
financial stability. The conference took
place on May 5, 2023.

In addition, OFR researchers presented their
research at various external conferences, in-
cluding:

e December 2022: Inaugural MIT Climate
and Real Estate Initiative Symposium

e December 2022: Third Annual Boca Corpo-
rate Finance and Governance Conference

e December 2022: Public Sector Network’s
Government Innovation Conference

e December 2022: Financial Accounting and
Reporting Section Midyear Meeting

e January 2023: American Economic Associa-
tion Annual Meeting

* March 2023: Yale Jackson School of Glob-
al Affairs Conference—Financial Stability:
Hidden Dangers and Future Directions

e March 2023: Southwest Finance Associa-
tion Annual Meeting

e April 2023: University of Illinois Urba-
na-Champaign Research Workshop

e May 2023: The Hoyt Institute Conference
on Climate Change

e June 2023: International Association of
Deposit Insurers’ Biennial Research Confer-
ence
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e  June 2023: Western Finance Association
Annual Conference

e June 2023: International Association for
Applied Economics Annual Conference

e September 2023: Washington Areas Net-
work Economics Symposium at George
Washington University

Publications by OFR
Researchers

To promote transparency and engagement,
the OFR prioritizes making most of the re-
search available to the public. The OFR imple-
mented several strategies to make research
more accessible to a broader audience. We
write the OFR Blog in plain language to facil-
itate an increase in the readership of our OFR
working papers and redesigned our Working
Paper Series cover sheets to summarize the
authors’ key findings and the relevance of the
findings in plain language. Further, in August
2023, we expanded our social media presence
by launching an official LinkedIn account,
which the Office uses to update our followers
about our research. We also used online ser-
vices and tools that make it easier for the pub-
lic to subscribe to our publications. Through
these efforts, we distributed more updates on
research and data initiatives to individuals who
elected to receive news from the OFR than in
previous years.

In addition to publishing our statutorily
mandated Annual Report, OFR researchers
published the following working papers and
briefs—as well as the new OFR Blog series,
which complements the working papers. All
publications are available on the OFR website
at www.financialresearch.gov:
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e OFR Working Papers'®’

o "“Digital Currency and Banking-Sector
Stability,” March 22, 2023.

o "Fragility of Safe Assets,” April 3,
2023.

o "Can Supply Shocks be Inflationary
with a Flat Phillips Curve?” April 20,
2023.

o "“Anatomy of the Repo Rate Spikes in
September 2019,” April 25, 2023.

o "Sustainability with Risky Growth,”
May 16, 2023.

o "Technology Shocks and Predictable
Minsky Cycles,” June 12, 2023.

o "The Transition to Alternative Refer-
ence Rates in the OFR Financial Stress
Index,” June 27, 2023.

e OFR Briefs'¢8

o "Why Is So Much Repo Not Centrally
Cleared?” May 12, 2023.

o "An Early Look into Digital-Assets
Regulatory Data,” May 30, 2023.

o “Work-from-Home and the Future
Consolidation of the U.S. Commercial
Real Estate Office Sector: The Decline
of Regional Malls May Provide In-
sight,” August 24, 2023.

e The OFR Blog'¥

o "OFR’s Pilot Provides Unique Window
Into the Non-centrally Cleared Bilater-
al Repo Market,” December 5, 2022.

o "Hedge Fund Activities Can Influence
the U.S. Treasury Yield Curve,” De-
cember 27, 2022.

o "Risk Spotlight: OFR Identifies Three
Ways DeFi Growth Could Threaten
Financial Stability,” February 7, 2023.


https://ofrtreasury.sharepoint.com/sites/AR2023/Shared%20Documents/2_Part%202/www.financialresearch.gov

o "Risk Spotlight: Central Counterpar-
ties—Lessons Learned from LME's
Nickel Market Closure,” February 13,
2023.

o "OFR Announces Events for New and
Aspiring PhD Scholars,” February 28,
2023.

o "Five Risk Areas that Financial Regula-
tors Should Watch in 2023,” March 7,
2023.

o "Risk Spotlight: Risk from the Real
Estate Market is Limited, but Changes

in Occupancy and Prices May Increase
the Risk,” March 23, 2023.

o "Five Office Sector Metrics to Watch,”
June 1, 2023.

o “Twelve Years of Promoting Financial
Stability,” August 31, 2023.

Advancing Financial
Stability Research

The OFR advances financial risk research in a
wide range of areas critical to financial stabil-
ity. We research and analyze data from across
the entire financial system to identify vulner-
abilities and underlying weaknesses. We also
report on these risks to the Council on an
ongoing basis, while leveraging collaborative
partnerships to expand the scope of research.

Digital Assets

Digital assets have quickly come into focus

as posing a potential risk to financial stabili-

ty in the United States and abroad. The OFR

is monitoring risks to provide insights that

cut across segments of the financial system.
Pursuant to the President’s Executive Order on

Ensuring Responsible Development of Digital
Assets, the OFR participated in the Council’s

Interagency Digital Asset Working Group. We
are exploring opportunities to learn about the
new and unfamiliar business models that have
arisen in the burgeoning digital assets market.

Cybersecurity Risks

Cyberattacks present an increasing threat to
the global financial system. The OFR seeks to
understand the relationship between cyberse-
curity and financial stability. The OFR acquired
commercial cybersecurity assessment datasets
and tools that provide insights into technolog-
ical infrastructure and third-party vendor re-
lationships of systemically important financial
firms. We seek to understand how operational
dependencies between institutions affect the
likelihood that a cyber incident will produce
cascading impacts and systemic financial risk.

Wholesale Funding and
Liquidity Management

Wholesale funding includes several financing
vehicles—such as interbank lending, repur-
chase agreements (repo), and debt securities
issued for money market mutual funds—that
banks and nonbanks use to expand their bal-
ance sheet. Our wholesale funding research
focus expanded in 2023 to analyze the 2022
pilot repo data collection and issue an NPRM
for the collection of data on NCCBR agree-
ments.

The Office’s proposed rulemaking on NCCBR
supplements a collection of cleared repo data
and separate access to data on triparty repo
agreements through the Federal Reserve. The
proposed rulemaking would afford the OFR
insight into all the major venues for wholesale
funding in the United States. With this com-
plete perspective in hand, we would be able
to research topics such as financial intermedi-
ation, the financing of leverage, and the risks
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associated with collateral and fire-sale effects,
among other issues.

With access to collections and data acquisi-
tions from other financial regulatory agencies,
we seek to understand how financial institu-
tions effectively manage liquidity needs and
requirements.

Money Market Funds

The OFR’s MMF Monitor provides critical
insights into concentration and liquidity risk in
short-term funding markets. Stresses on MMFs
in March 2020 revealed continued structural
vulnerabilities, which led to increased redemp-
tions and stress in short-term funding markets.
The FSB, working with IOSCO, is currently
taking stock of the MMF policy measures
adopted by FSB member jurisdictions and will
issue a report by the end of 2023. The Office is
undertaking a preliminary exploration of how
to improve our current public monitoring.

Central Counterparties

Since the 2007-09 financial crisis, financial
firms have been incentivized to clear their
trades through CCPs, which have grown into
key players in the global financial system. It is,
therefore, crucial to assess the ability of CCPs
to withstand severe market stress, which could
lead to large and sudden demands for mar-
gin payments that are beyond CCPs’ ability

to make and could force CCPs to default.

The OFR developed a new framework for
assessing the adequacy of CCPs’ risk manage-
ment strategies and their ability to meet their
obligations in conditions of severe financial
stress. This is expected to provide valuable
new information that is not currently available
from other agencies and that will help Council
member agencies understand the potential
risks posed by CCPs, both in the United States
and abroad.
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Climate-related Financial
Risks

Pursuant to the President’s Executive Or-

der on Climate-Related Financial Risk, the
OFR played a central role in developing the
Climate-related Financial Risk: 2023 Staff
Progress Report to the President in collabo-
ration with other Council agencies. We also
canvassed public and private data to provide
Council member agencies with a comprehen-
sive understanding of what data are and are
not available, what perils exist, and how firms
look at these data.

National Bureau of Economic
Research Partnership

Catalyzed research partnership programs
are an effective way to develop high-impact
research-and-analysis products in frontier
research areas. Due to data or expertise lim-
itations, these partnerships are appropriate
when other mechanisms for financial stability
research sponsorship might not produce the
same outcome with the same certainty or
efficiency. The NBER—a nonprofit research
organization committed to undertaking and
disseminating unbiased economic research
among public policymakers, business profes-
sionals, and the academic community—pro-
vides the OFR with such data, research skills,
and expertise.

By partnering with the NBER through the
catalyzed partnership with the NSF, the Office
is looking to gain insight from the specialized
research community that is actively involved in
cutting-edge investigation and analysis of ma-
jor economic issues, including those related to
financial stability. This partnership allows our
research staff to maintain focus on performing
research in their areas of expertise and gain-
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ing insights that will help them accomplish
their mission of supporting the Council.

Intergovernmental Personnel
Act Program

The IPA Mobility Program temporarily assigns
personnel between the federal government
and state and local governments, colleges
and universities, Indian tribal governments,
federally funded research and development
centers, and other eligible organizations. The
IPA program allows the Office to incorporate
expertise from sources like the academic
sector and Federal Reserve Banks to access
individuals with relevant expertise.

Enhancing Our Monitors

The OFR continues to develop and enhance
our tools for risk measurement and monitor-

ing.

Short-term Funding Monitor

Short-term funding markets constitute the
core of liquidity and maturity transformation in
financial markets. They provide financing for
financial institutions, serve as alternatives to
deposits for cash investors, and can be used
to obtain securities. However, these critical
markets are vulnerable to disruptions as an
unavoidable result of how they function. Prob-
lems facing financial institutions and other
parts of the financial system often appear as
stresses in short-term funding markets. As part
of the OFR’s mission to promote and monitor
financial stability, we collect various data on
these markets. The STFM presents and places
these data in context with other data sources.

Financial Stress Index

The OFR FSl is a daily, market-based snapshot
of stress in global financial markets. It distills
information from multiple indicator categories
and regions, offering insight into the drivers
of financial stress. It helps the OFR monitor,
compare, and understand financial-stress
events. The OFR FSI offers improvements on
other FSls, including its decomposition into
indicator categories and regions and its dy-
namic construction that allows for changes

in variable composition and cross-asset re-
lationships. Finally, empirical results suggest
that the OFR FSI successfully identifies finan-
cial-stress events and helps predict changes in
overall economic activity.

The OFR updated the FSI to prepare for the
transition from the USD LIBOR to the SOFR.
We constructed the new version of this mon-
itor to seamlessly transition from the old
LIBOR-based rates to the new robust SOFR
reference rates, allowing for meaningful com-
parisons of financial-stress levels across time,
including both before and after the LIBOR
transition. This update reflects the successful
adaptation of the OFR FSI to align with the
changing landscape of reference rates, en-
hancing its ability to capture and reflect mar-
ket stress levels.

Bank Systemic Risk Monitor

The OFR BSRM is a collection of key mea-
sures for monitoring systemic risks posed by
the largest banks. The monitor consists of five
different tabs that allow users to view Basel
Committee on G-SIB Scores, U.S. G-SIB Sur-
charges, the OFR Contagion Index, the Lever-
age/Assets/Equity of the largest banks, and
Short-Term Wholesale Funding in interactive,
visual charts. The current version of the BSRM
enhances and expands upon the OFR G-SIB
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Scores Interactive Chart. The Office began up-
grading the data sourcing process to improve
efficiency and resiliency of the product’s data
pipeline from unforeseen data types, struc-
ture, and format changes.

Improving Our Data
Infrastructure

The OFR develops and implements tech-
niques to ingest, clean, and aggregate data
and then make it available to the OFR, the
Council, and Council member agencies for
analysis and research—thus creating what we
call analysis-ready data.

In-house Data Collection

Following the successful completion of the
NCCBR pilot, the OFR recognized the need
for a solution supporting rapid data collec-
tion, surveys, and pilots. The DCU is designed
to fulfill this need and will be operational by
the end of Q2 2024. The DCU is expected to
enable the OFR to collect data directly from
external entities under OFR rules, voluntary
data pilots, surveys, and other circumstances.

The requirements of the DCU are straightfor-
ward: to securely receive and store files and
data from external entities. Additionally, the
DCU verifies and authenticates submitters’
credentials. Upon receipt of the files, the DCU
sends a notification of acceptance or rejection
of the submissions.

The technological needs of the DCU were de-
fined in late 2022. The DCU infrastructure was
set up with technologies already available to
the OFR. Using existing technologies not only
accelerates the DCU implementation but also
facilitates the DCU'’s integration into the OFR
technological landscape.
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In 2023, the Office completed the initial build
and testing of the file-level DCU criteria imple-
mentation. The DCU will go through a security
assessment executed by the OFR’s Information
Security team, and after that, it is expected

to go into production in early 2024. The DCU
is a critical component of our data collection
capabilities, and we may use it for the NCCBR
collection.

Interagency Data Inventory

Updated annually, the IDI is a catalog of the
data collected by federal financial regulators
and may help Council member agencies iden-
tify data gaps and avoid duplication in design-
ing new data collections. The inventory does
not contain data but rather metadata on each
collection. Each item in the inventory contains
a brief description of the data collection and
basic information on it, such as the collecting
organization, the name and number of the
form used to collect the data, and the type of
collection (e.g., financial or supervisory). While
these metadata are publicly available, they
are sometimes difficult to find. The inventory
allows users to easily search for what data col-
lections exist to improve their research. Each
Council member agency determines which of
its data collections to include in the inventory.

The OFR updated the IDI with new inputs and
edits from Council member agencies. Our up-
dates include reformatting the IDI, condensing
the data type columns from seven to one, in-
cluding a new field to indicate whether a given
dataset uses the LEIl, and implementing drop-
down selectors for several columns to make
the information easier to find.

The IDIl is being evaluated for improvements
designed to convert it from a downloaded
file into an interactive digital experience that
could also improve the process of collecting
inputs from Council member agencies.
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Increasing Access to
Data and the OFR’s Data-
sharing Capability

JADE

The OFR’s JADE initiative will provide Coun-
cil member agency researchers with shared
access to high-performance computing, sta-
tistical software, data, and analytical support
services in a secure, cloud-based environment
for approved financial stability research. Phase
1 was released in July 2023, after conducting
14 weeks of rigorous user acceptance testing
with seven Council member agencies to con-
firm the platform’s capabilities. Onboarding of
Council member agency researchers has be-
gun, with plans to provide access to additional
agencies in FY 2024.

Obtaining data for financial stability research
can be a challenging and lengthy process
due to three main dependencies: (1) data
acquisitions, (2) extract, transform, and load
operations, and (3) data curation and access.
By centralizing these efforts for JADE for ap-
proved Council-sponsored projects, Council
member agencies will be able to benefit from
economies of scale, thereby reducing the cost,
time, and effort involved in getting access to
data, tools, and computing power for financial
stability research.

Based on the President’s May 2021 executive
order, JADE's initial focus is on supporting
research into climate-related financial risk.
Going forward, JADE will incorporate other
data types to support interdisciplinary financial
stability research based on Council priorities.

Enhancing Data
Standards

U.S. and International
Leadership in Financial Data
Standards

The OFR continued to fulfill our mission

to promote financial stability by delivering
high-quality financial data standards to sup-
port the Council. We participated in U.S. and
international standards development initia-
tives to promote and advocate for adopting
financial data standards. Specific examples
include the following:

e LEI. The OFR continued to lead and pro-
mote the adoption and expanded use of
the LEI, an international data standard
(ISO 17442) to identify legal entities in a
financial transaction. As Treasury's repre-
sentative to the ROC, we contributed to
the decision-making of the ROC's Plenary
and Executive Committee and as Chair of
the Level 2 Working Group. Level 2 data
are about an entity’s direct and ultimate
accounting consolidating parent. Addition-
ally, as a member of the ROC's Data Quali-
ty Working Group, the OFR contributed to
improving the quality of LEI data. This was
accomplished via a survey of LEl issuers
to identify key areas for analysis. Also, as
of September 2023, more than 2.3 million
LEls have been issued worldwide, with
approximately 12% having been issued to
U.S. entities. The total number of LEls is-
sued represents a year-to-date increase of
8%, which follows a 12% increase in 2022.

* ROC Secretariat. The OFR continued
in our role as Secretariat for the ROC by
providing administrative and operational
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support. During this time, we assisted in
planning, tracking, and reporting on the
work of the ROC'’s Plenary Committee,
Executive Committee, and subcommittees.
This included providing an OFR-hosted
digital collaboration workspace.

International Organization
for Standardization

The OFR continued contributing and provid-
ing leadership to ISO Technical Committee 68
Financial Services (TC 68). Specific examples
of our work with the committee include the
following:
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WG 11 - ISO 17442 LEI Part 3. The OFR
contributed subject matter expertise to the
group that is developing Part 3 of the ISO
17442 LE| standard. Part 3 will specify using
verifiable LEls, which are digital credentials
that provide remote verification of legal
entities owning LEls.

WG 1 - ISO 20022 Semantic Models and
WG4 - Revision of ISO 20022. The OFR
contributed subject matter expertise to the
group that is working to advance the ISO
20022 standard, which is a common plat-
form for developing messages for financial
services. As a proof-of-concept, we provid-
ed a semantic model in OWL.

TG 1 - Communications. The OFR contin-
ued to serve as Convenor of the Commu-
nications Group, responsible for sharing
news and articles relevant to the work of
TC 68. This information is shared via the
group’s newsletter and published on TC
68's website. This past year, TC 68 hosted
four webinars introducing TC 68 members
to the Ukrainian financial community.

AG 5 - Digital Currencies. The OFR
actively participated in the advisory group
leading a TC 68-wide project on digital

currencies. The group evaluates ISO stan-
dards to determine their fitness for digital
currency processes. The OFR provided
project management support and contrib-
uted to developing project documents and
digital currency analysis. We proposed the
formation of a joint working group to de-
velop a standard vocabulary and taxonomy
for digital currencies.

SLG - Strategic Leadership Group. The
OFR contributed to information sharing,
planning, and decision-making in the
Strategic Leadership Group. We also con-
tributed to drafting resolutions for TC 68's
plenary and status reports.

Liaison to TC 307 Blockchain and Dis-
tributed Ledger Technologies. In 2023,
the OFR was appointed as the ANSI (U.S.)
Liaison representative between ISO TC 68
Financial Services and TC 307 Blockchain/
Distributed Ledger Technologies. In this
leadership role, we helped launch a work-
ing group to standardize the vocabulary
and taxonomy for blockchain and Dis-
tributed Ledger Technologies in financial
services. This will help create a common
understanding of the terms and definitions
and will enable greater interoperability and
comparability for these data.

Accredited Standards
Committee X9, Inc.

ASC X9 is accredited by the ANSI to develop
and maintain voluntary consensus standards
for the U.S. financial services industry and is
the U.S. voting body to TC 68. The OFR con-
tinued to contribute to ASC X9 initiatives;
specific examples include the following:

Board of Directors and Executive Com-
mittee. The OFR continued to provide
twice-yearly subcommittee reports to the



Board, as well as status reports on specif-
ic work in monthly Executive Committee
meetings.

X9A Electronic and Emerging Payments
Subcommittee. The OFR was reelected

to serve another term as Vice Chair of this
subcommittee and lead regular reviews
and reaffirmation of standards in our pur-
view. Specific standards include electronic
benefits transfers, financial transaction card
message interchanges, and retail merchant
codes. As part of this work, we led multiple
subcommittees in a response for comment
on the development of digital assets and
CBDC from the NITRD program’s fast-track
action committee.

X9A1 Distributed Ledger Terminology
Work Group. The OFR continued to chair
the subgroup and led the launch of a tech-
nical report ("Risk Assessment Framework
for Bank Provided Crypto-Asset Custodial
Accounts”). In parallel, the group launched
a maintenance review of the X9.138-2020
Distributed Ledger Terminology standard.
These standards will fill known gaps in
emerging Distributed Ledger Terminol-
ogies and operational and technical risk
assessments.

X9D Securities Subcommittee. The OFR
continued to chair this subcommittee and
contribute as U.S. representatives to multi-
ple ISO working groups and analyses.

ISO 24366 NPI Mirror Group. The OFR
continued to chair the X9D mirror group to
SC 8/WG 7 NPI. In this role, we obtained
the input of U.S. experts on the draft ISO
Technical Report as the basis to develop
Part 2 of the NPI standard.

Industry Forum for Financial Terms
Harmonization. The OFR continued to
chair this forum, where members advanced
their analysis of terms and definitions for

financial instruments to provide input for
future releases of the FIRD. Separately, we
launched a collaboration site for members
to provide document comments and input
to guide the future release of the FIRD.

Other Data Standards
Initiatives

Under the auspices of the NITRD program,
the OFR and other U.S. agencies partnered
with the White House Office of Science and
Technology Policy and the NSF to develop the
National Standards Strategy for Critical and
Emerging Technologies, which was released in
May 2023. We also provided standards ex-
pertise to the National Objectives for Digital
Assets Research and Development group and
continued serving as subject matter experts in
Treasury’s Central Bank Digital Currency Work-
ing Group.

The Financial Data Transparency Act was
signed into law by President Biden on Decem-
ber 23, 2022, as part of the National Defense
Authorization Act and requires a joint rulemak-
ing by the agencies listed in the Act. The
result of the rulemaking will be standards for
data collected by financial regulators and data
collected on behalf of the Council, including

a non-proprietary LE| available under an open
license and machine-readable data. In 2023,
OFR and the SEC co-led informal meetings
with Council members from the eight covered
agencies (Treasury, SEC, Federal Reserve,
FDIC, CFPB, FHFA, OCC, and NCUA), to initi-
ate analysis of the Act to meet the proposed
rulemaking deadline of June 2024.
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Enhancing the Financial
Instrument Reference
Database

Financial Instrument
Reference Database

Data describing financial instruments are often
complex, incomplete, and incompatible with
each other. These weaknesses may impede
companies and investors in managing their
risk. The OFR developed the FIRD to address
these issues.

The first phase of the FIRD established a set of
granular data elements that are the basis for
describing financial instruments. This foun-
dational component is a data dictionary that
leverages the ISO 20022 international stan-
dard for the development of financial messag-
es, data elements of the FIX Protocol, and the
data dictionary provided by the ACTUS Finan-
cial Research Foundation. Future phases of
the multiyear rollout of the FIRD will build on
this foundation. The FIRD provides the terms
and definitions for five asset classes: Equity,
Debt, Option, Warrant, and Future. Within
the ACTUS Algorithmic Financial Contract
Standard, the ACTUS Data Dictionary and the
ACTUS Algorithms represent financial instru-
ments by their contractual cash flow obliga-
tions. In FY 2023, we completed the integra-
tion of the ACTUS standard.

Improving Decision
Making

The OFR is committed to evidence-based de-
cision-making. The Office fosters a culture of
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results, accountability, and high performance,
using data to inform decision-making.

Integrated Planning and
Enterprise Risk Management

The OFR’s Integrated Planning program pulls
together conversations about strategy, tactical
planning, resources, organizational perfor-
mance, and enterprise risk so that we can ef-
ficiently and effectively map the work needed
to advance our mission. This enables transpar-
ent alignment of strategic priorities, the ini-
tiatives that advance those priorities, and the
resources required to achieve them. During
FY 2023, we sustained our focus on Integrated
Planning by:

e continuing to use our Integrated Planning
and Enterprise Risk Management approach
to engage OFR leadership and staff on en-
terprise strategy and risk, tactical planning,
resource management, and organizational
performance management;

e leveraging executive and leadership plan-
ning retreats and quarterly enterprise strat-
egy and risk discussions to identify strate-
gic opportunities and risks, develop short
and long-term plans, and use performance
and other information to make data-driven
decisions;

®* mapping out the work needed to advance
the OFR’s mission and the resources to do
so effectively, efficiently, and sustainably;

* piloting quarterly risk-focused discussions
with staff-level subject matter experts to
identify emerging issues and opportuni-
ties;

e piloting quarterly division-level leadership
consultations on organizational perfor-
mance, thus creating more opportunities
to pivot and make trade-off choices in real
time; and



e refining leadership data visualizations in
support of evidence-based decision-mak-

ing.

Investments

The OFR’s annual budget and workforce plan
cascade from the OFR's Integrated Planning

activities. Pursuant to the Dodd-Frank Act, the

OFR Director consults with the Council Chair-
person to establish the OFR annual budget
and workforce plan. The Office is funded
through semiannual Financial Research Fund
assessments.

For FY 2023, the OFR obligated $98.9 million,
39% for labor and 61% for nonlabor expenses.
This funding directly supported our strategic
priorities and represents a 29% budget in-
crease from FY 2022 to meet the priorities of
the Council, Treasury, and the Administration.
This increased funding enabled us to expand
our in-house data collection capabilities and
operationalize JADE, enabling collaborative,
interdisciplinary research on financial stability
by Council member agencies.

The OFR's shared-services agreement with
Treasury helps reduce or eliminate duplica-
tive expenses in centralized services. The
shared-services program cost $8.9 million in
FY 2023 for support services for the Office’s
human capital (e.g., payroll, recruitment,
benefits, agency-wide systems for training),
finance (i.e., budget and acquisition), securi-
ty processing, and travel programs. Support
services also came from Treasury’s information
technology shared services, Security Opera-
tions Center, and Continuous Diagnostics and
Monitoring. These expenses reduce the need
for duplicative functions and allow us to focus

the efforts of our workforce on areas closest to

our mission.

Figure 76. OFR Funds Obligated in FYs
2018-23 ($ millions)
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Understanding Workforce
Needs

The OFR continues to make significant prog-
ress on our Workforce Plan 2020-2024 by
addressing recruitment and workforce devel-
opment and training gaps.

Recruitment

Recruitment remains a top priority for the
OFR. In FY 2023, the Office grew our team by
12% and thus reduced gaps in subject matter
expertise. We filled multiple critical leadership
positions in the OFR’s procurement and infor-
mation technology programs. We also added
considerable expertise and bench strength to
its RAC, IT, and Operations teams.

OFR management is dedicated to developing
and retaining a diversified workforce that ex-
hibits increased morale, heightened creativity,
and innovation. To support our diversification
efforts, we continue to share job opportunity
announcements broadly—including through
our DEIA partners—and enlist advertising
space from trade journals and social science
communities to expand awareness of employ-
ment opportunities with the OFR. In addition,
the Office has encouraged flexibility in work
locations, broadening the applicant pool na-
tionally to attract the best talent.

Staff Realignment

The OFR continues to transform our organiza-
tion in support of the mission by deliberately
realigning positions with mission priorities

to help ensure appropriate resourcing. OFR
leadership realigned positions within RAC, IT,
and the Operations Division based on known
and emerging strategic priorities for mis-
sion-driven research and analysis work sup-
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porting our financial stability mandate. These
changes allowed the Office to meet increased
demand for OFR-sponsored data, research,
and other services for the Council. The chang-
es also help ensure we have the critical bench
strength, organizational design, and expertise
to carry out mission-essential functions.

Learning and Development

The OFR is committed to fostering a learn-
ing culture and growth mindset that aligns
with our workforce strategy and supports our
employees’ learning and development needs.
We continued to improve our comprehensive
learning and development program via an
OFR-specific learning and development needs
assessment. This assessment targeted areas
specific to the Office’s unique mission and the
technical needs of its staff. OFR management
believes that strong investment in employee
learning and development addresses potential
skill gaps effectively and is a critical tool for
recruiting and retaining world-class talent.

In addition to program development, we
invested in several enterprise-wide learning
opportunities, including but not limited to
change management practitioner certification,
agile mindset, and data analytics training. The
Office also supported organizational member-
ships, such as with the NCMA, that connect
the OFR team with leading practices in their
respective disciplines.

Employee Engagement

OFR management strongly encouraged
employee participation in the annual FEVS,
and the Treasury’s Inclusion Survey. OFR
management reviewed the surveys to mon-
itor progress toward improving the Office’s
organizational climate, fostering employee
engagement, and maintaining a culture of



accountability and professionalism at every
level of the organization. While the Office cel-
ebrates continued improvements, the OFR's
leadership remains committed to focusing

on organizational excellence in recruitment,
retention, and employee development as one
of our methodologies for enhancing employee
engagement.

We partnered with the Treasury to continue
enhancing our employee engagement and

meet the President’s Management Agenda,
specifically by measuring metrics that aid in
reducing employee engagement gaps. This
effort focused on:

® improving the approach to human capital
management to better attract, recruit, re-
tain, and promote a diverse workforce;

e enhancing executive performance man-
agement practices and standards;

e leveraging training and development;
® improving the organizational climate; and

® reviewing the results of the annual FEVS
and Treasury Inclusion Survey.

Modernizing Technology

The OFR made significant technological ad-
vances by optimizing our cloud environments,
enhancing services while also lowering costs,
and deploying new cloud services in support
of JADE and the DCU. Building on the Office’s
successful migration from legacy data centers
to the cloud, along with employing high-per-
formance computing capabilities in the cloud,
we were able to adopt forward-thinking strat-
egies and the latest technologies to develop
a completely cloud-based environment for
JADE. We built the security infrastructure for
JADE's internal environment by using our
previous experience with Zero Trust architec-

ture capabilities. In addition, we automated
services in core areas and continued expand-
ing our investment in cybersecurity services to
help ensure the protection and availability of
OFR data.

Zero Trust

We prioritized the implementation of Zero
Trust cybersecurity capabilities to mitigate
agency cyber risk and help ensure the protec-
tion of data. The OFR is working to advance
the understanding of Zero Trust foundational
principles and their capabilities to help ensure
the adoption of the core elements of Zero
Trust architecture across the Office. Our goals
include:

* meeting the mandates of the Executive
Order on Cybersecurity, Office of Man-
agement and Budget Zero Trust (M-22-09
and related), and CISA Zero Trust Maturity
Model v2.0;

® migrating from the legacy on-premises TIC
to a fully compliant CISA TIC 3.0 architec-
ture;

* mitigating cyber-related risk to the OFR'’s
IT, digital, and cloud data, assets, capabili-
ties; and

e enabling growth and deployment of new
cloud-based OFR services while maintain-
ing a high level of user experience.

The OFR is committed to making consistent
progress toward accelerating the maturity of
deployed Zero Trust capabilities. We are tak-
ing positive steps toward meeting our overall
goal of identifying, analyzing, and addressing
cyber risks using Zero Trust use cases, refer-
ence architectures, and solutions architectures.

As the OFR looks forward to the next steps in
its Zero Trust lifecycle, we expect to:
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continue uncovering and addressing com-
plexities and dependencies within its fully
cloud-based environment;

use the knowledge, frameworks, and pro-
cesses developed thus far to drive toward
a more integrated Zero Trust architecture;

provide a common experience for end-us-
ers and developers to take advantage of
the opportunities identified in the solution
architectures to continue to deploy Zero
Trust risk mitigation capabilities; and

incorporate lessons learned from the OFR
environment and expand them to JADE.



ABS
ACTUS
Al
ANSI
AP
ATS
ATSIX
AUM
BEA
Binance
BlockFi
BLS
BNB
BSRM
BTFP
C&l
CBDC
CBOE
CCAR
cce
CDS
CFPB
CFTC
CISA
CMBS
CMDI
CoVaR
COVID-19
CPI
CPIC
CPMI

CRE
CTC
DCU
DEIA
DGP

APPENDIX A

ABBREVIATIONS AND ACRONYMS

Asset-Backed Securities

Algorithmic Contract Types Unified Standards
Artificial Intelligence

American National Standards Institute
Exchange-Traded Fund

Alternative Trading System

Aruoba Term Structure of Inflation Expectations
Assets Under Management

Bureau of Economic Analysis

Binance Holdings Ltd.

BlockFi, Inc.

Bureau of Labor Statistics

Binance Coin

Bank Systemic Risk Monitor

Bank Term Funding Program

Commercial and Industrial

Central Bank Digital Currency

Chicago Board Option Exchange
Comprehensive Capital Analysis and Review
Central Counterparty (clearing house)

Credit default swap

Consumer Financial Protection Bureau
Commodity Futures Trading Commission
Cybersecurity & Infrastructure Security Agency
Commercial Mortgage-Backed Securities
Corporate Bond Market Distress Index
Conditional Value-at-Risk

Coronavirus Disease 2019

Consumer Price Index

Citizens Property Insurance Corporation

Committee on Payments and Market Infrastruc-
tures

Commercial Real Estate

Child Tax Credits

Data Collection Utility

Diversity, Equity, Inclusion, and Accessibility

Data Governance Platform

DIF
DvP
EBITDA

ECB
ECR
EFFR
EIP

ETF

EU
FDIC
FDMA
FDTA
FEMA
FEVS
FFIEC
FHA
FHFA
FHLB
FICC
FINMA
FIO
FIRD
FIX
FRBNY
FRBSTL
FRED
FSB
FSI
FTT
FTX

FY
G-SIBs
GAAP
GAV
GCF

Deposit Insurance Fund
Delivery-versus-Payment

Earnings Before Interest, Taxes, Depreciation,
and Amortization

European Central Bank
Expenditure coverage ratio
Effective Federal Funds Rate

Economic Impact Payments (aka “stimulus
checks”)

Exchange-Traded Fund

European Union

Federal Deposit Insurance Corporation
Financial Data Multi-Agency

Financial Data Transparency Act

Federal Emergency Management Agency
Federal Employee Viewpoint Survey
Federal Financial Institutions Examination Council
Federal Housing Authority

Federal Housing Finance Agency

Federal Home Loan Bank

Fixed Income Clearing Corporation
Financial Market Supervisory Authority
Federal Insurance Office

Financial Instrument Reference Database
Financial Information eXchange

Federal Reserve Bank of New York
Federal Reserve Bank of St. Louis

Federal Reserve Economic Data

Financial Stability Board

Financial Stress Index

FTX Token

Futures Exchange

Fiscal Year

Global Systemically Important Banks
Generally Accepted Accounting Principles
Gross Asset Value

GCF Repo® Market
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GDP
GIIPS
GNE
GSE
GWAC
HELOC
HUD

IAWG
IDI
ILS
IMF
IORB
IPA
IPO
IRD
ISO

JADE
KRX
LBO
LEI
LIBOR
LME
M&A
MBA
MBS
MMF
MMFM
MOVE
MSRB
NAV
NBER
NCCBR

NCMA
NCUA
NFIP

NITRD

NSF
NPI
NPRM
OCG
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Gross Domestic Product

Greek, Irish, Italian, Portuguese, and Spanish
Gross Notional Exposure
Government-Sponsored Enterprise
Governmentwide Acquisition Contract
Home Equity Line of Credit

U.S. Department of Housing and Urban Devel-
opment

Inter-Agency Working Group
Interagency Data Inventory
Insurance-Linked Securities
International Monetary Fund

Interest on Reserve Balances
Intergovernmental Personnel Act
Initial Public Offering

Interest Rate Derivative

International Organization for Standardization
Information Technology

Joint Analysis Data Environment
Nasdaq Regional Banking Index
Leverage Buyout

Legal Entity Identifier

London Interbank Offered Rate
London Metal Exchange

Merger and Acquisitions

Mortgage Bankers Association
Mortgage-Backed Securities

Money Market Fund

Money Market Fund Monitor

Market Option Volatility Estimate
Municipal Securities Rulemaking Board
Net Asset Value

National Bureau of Economic Research

Non-centrally Cleared Bilateral Repurchase
Agreement

National Contract Management Association
National Credit Union Administration
National Flood Insurance Program

Networking and Information Technology Re-
search and Development

National Science Foundation
Natural Person Identifier
Notice of Proposed Rulemaking

Organized Crime Group

OEF
OFR
ON RRP

oTC
OowL
P&C
P/E
PCE

PE

PTF

Q1

Q2

Q3

Q4
QBP
QT
Raa$S
RAC
RMBS
ROC
RR2
S&P GSClI
SB
SCF
SDR
Silvergate
SITG
SLOOS
SNB
SOFR
SRF
STFM
SVB
TIC
TPI
TRACE
UBS
UK
USD LIBOR
WFH
YOY
YTD

Open-end fund
Office of Financial Research

Overnight Reverse Repurchase Agreement
Program

Over-the-Counter

Web Ontology Language

Property and Casualty

Price-to-Earnings

Personal Consumption Expenditures
Private Equity

Principal Trading Firm

First Quarter

Second Quarter

Third Quarter

Fourth Quarter

Quarterly Banking Profile

Quantitative Tightening

Ransomware as a Service

Research and Analysis Center
Residential Mortgage-Backed Securities
Regulatory Oversight Committee

Risk Rating 2.0

Formerly the Goldman Sachs Commodity Index
Signature Bank

Survey of Consumer Finances

Swap Data Repository

Silvergate Capital and Signature Bank
Skin in the Game

Senior Loan Officer Opinion Survey
Swiss National Bank

Secured Overnight Financial Rate
Standing Repo Facility

Short-term Funding Monitor

Silicon Valley Bank

Trusted Internet Connection
Transmission Protection Instrument
Trade Reporting and Compliance Engine
UBS Group AG (multinational investment bank)
United Kingdom

U.S. dollar London Interbank Offered Rate
Work-from-Home

Year-over-Year

Year-to-Date



APPENDIX B
GLOSSARY

Accommodation

Expansionary monetary policy in which a
central bank seeks to lower borrowing costs
for businesses and households to make credit
more readily available.

Activities-based approach

An approach to examining risks to financial
stability by examining a diverse range of finan-
cial products, activities, and practices.

Adverse selection

When sellers have more information than buy-
ers have, or vice versa, about some aspect of
product quality. Adverse selection can impose
a higher risk on the less-informed party.

Agency Mortgage-backed Securities

Securities made up of mortgages purchased
by housing finance agencies Fannie Mae,
Freddie Mac, and Farmer Mac, or guaranteed
by housing finance agency Ginnie Mae. The
agencies set underwriting requirements for
the loans they will purchase or guarantee.

Alternative Reference Rates Committee

A committee that includes banks, asset man-
agers, insurers, and industry trade organiza-
tions as well as federal and state financial reg-
ulators as ex-officio members; the committee
chose the Secured Overnight Financing Rate
(SOFR) as its recommended alternative to U.S.
dollar LIBOR.

Aruoba-Diebold-Scotti Business Conditions
Index

Index designed by Federal Reserve Bank of
Philadelphia researchers to track real business
conditions at high frequency by using a mix of
economic and financial indicators.

Asymmetric information

When one party to a transaction has greater
material knowledge than the other party.

Attestation

In an attestation engagement, a certified
public accountant is engaged to issue or does
issue an examination, review, or agreed-up-
on procedures report on subject matter, or

an assertion about the subject matter that is
the responsibility of another party. Under the
Sarbanes-Oxley Act of 2002, independent
auditors attest to and report on public compa-
ny managers’ assessments of internal controls
over their companies’ financial reporting.

Auditor opinion

Statements auditors include in their reports
on company finances. Auditors issue adverse
opinions when they have concerns that the
statements have not been prepared along
accepted principles or that the data support-
ing the statements have been misrepresented.
They issue clean opinions when they find no
significant exceptions to accepted accounting
practices and disclosure requirements. Au-
ditors issue opinions with an explanation for
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various reasons, including when they want to
call out something that might be material.

Authorized Participant

A liquidity provider to an exchange-trad-

ed fund. When there is a shortage of ex-
change-traded fund shares in the market, the
authorized participant creates more shares.
When there is an excess supply of shares,
the participant redeems shares to reduce the
number of shares on the market.

Bagehot’s Dictum

Theory of Walter Bagehot, a 19th century writ-
er and banker, who proposed central banks
should lend freely and often against good
collateral and at high interest rates to quell a
financial panic.

Bail-in

The approach to a failed or near-failed entity
in which its creditors write down their claims
to make the entity solvent, as opposed to the
provision of government support.

Bank for International Settlements

An international financial organization that
serves central banks in their pursuit of mon-
etary and financial stability, helps to foster
international cooperation, and acts as a bank
for central banks.

Bank holding company

Any company that has direct or indirect con-
trol of one or more banks and is regulated and
supervised by the Federal Reserve under the
Bank Holding Company Act of 1956. BHCs
may also own nonbanking subsidiaries such as
broker-dealers and asset managers.
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Basel Committee on Banking Supervision

An international forum for bank supervisors
that aims to improve banking supervision
worldwide. The BCBS develops guidelines
and supervisory standards, such as standards
on capital adequacy, the core principles for
effective banking supervision, and recommen-
dations for cross-border banking supervision.

Basel Il

A comprehensive set of global regulatory
standards to strengthen the regulation, super-
vision, and risk management of the banking
sector. The measures include bank and bank-
ing system regulation to strengthen firms’
capital, liquidity, risk management, and public
disclosures to reduce the banking system’s vul-
nerability to shocks.

Blockchain

Common name for cryptographic distributed
ledger technology used to record online trans-
actions. Blockchains are the basis of cryptocur-
rencies.

Bond duration

The measure of a bond’s market price sensitiv-
ity to interest rate changes, measured in years.
Price risk rises as duration increases.

Brokered deposit

A government-insured deposit that a bank
obtains through a brokerage. These funds
may leave the bank quickly when a competitor
offers a higher rate.

Business development company

Type of closed-end fund that primarily invests
in small or developing companies. BDCs are
often publicly traded companies and are regu-
lated by the Securities and Exchange Commis-
sion.



The Three C's

Connectedness, correlation, and contagion —
three key sources of systemic risk.

Call report

A quarterly report of a bank’s financial condi-
tion and income that all federally insured U.S.
depository institutions must file.

Capital

The difference between a firm's assets and
its liabilities, capital represents the net worth
of the firm or the firm’s book equity value to
investors.

Capital conservation buffer

Additional capital banks are required to hold
outside periods of financial stress, meant to be
drawn down during times of stress. This buffer
is intended to prevent breaches of minimum
required capital ratios.

Capital requirement

The amount of capital a regulator requires a
bank to have to act as a cushion to absorb un-
anticipated losses and declines in asset values
that could otherwise cause a bank to fail.

Coronavirus Aid, Relief, and Economic Secu-
rity Act

The Coronavirus Aid, Relief, and Economic
Security Act of 2020, stimulus legislation to
buffer the consequences of the COVID-19
pandemic and related economic shutdowns.

Central clearing

A settlement system in which securities or
derivatives of a specific type are cleared by
one entity that guarantees the trades, such

as a clearinghouse or central counterparty.
Central clearing is an alternative to bilateral or

over-the-counter trading (see over-the-counter
derivatives).

Central Bank Digital Currencies

A digital liability of a central bank that is wide-
ly available to the general public.

Central counterparty

An entity that interposes itself between coun-
terparties to contracts traded in one or more
financial markets. A CCP becomes the buyer
to every seller and the seller to every buyer to
help ensure the performance of open con-
tracts.

Charge-off Rate

Realized loan losses as a percent of total
loans. The net charge-off rate subtracts recov-

eries on written-down debt from gross charge-
offs.

Circuit breakers

A market regulatory mechanism to stop trad-
ing in the public markets when prices of cer-
tain instruments drop more than a predefined
amount.

Clearing

A system that transfers ownership of securi-
ties when they are traded and makes related
payments.

Clearing bank

A commercial bank that facilitates payment
and settlement of financial transactions, such
as check clearing or matching trades between
the sellers and buyers of securities and other
financial instruments or contracts.
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Clearing member

A member of, or a direct participant in, a cen-
tral counterparty that is entitled to enter into a
transaction with the CCP.

Coasean lens

A perspective of contemporary British econ-
omist and Nobel laureate Ronald Coase that
deemphasized oversight and regulation in
favor of rewarding accessible information in
competitive markets to reveal systemic risk
and create opportunity.

Collateral

Any asset pledged by a borrower to guarantee
payment of a debt.

Collateralized Debt Obligation

Securities that hold a pool of debt and are
sold to investors in tranches with varying levels
of risk. Leading up to the 2007-09 financial
crisis, many CDOs consisted of repooled resi-
dential mortgage-backed securities (RMBS).

Collateralized Loan Obligation

Securities that hold pools of corporate loans
and are sold to investors in tranches with vary-
ing levels of risk.

Commercial Mortgage-Backed Securities

Securities collateralized by commercial mort-
gages.

Commercial paper

Short-term (maturity of up to 270 days), unse-
cured corporate debt.

Commercial Paper Funding Facility

A Federal Reserve facility that finances com-
mercial paper issuance.
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Committee on Capital Markets Regulation

An independent research organization creat-
ed in 2006 and focused on policy reforms to
develop efficient and stable capital markets.

Committee on Payments and Market Infra-
structures

A standing committee of the Bank for Interna-
tional Settlements. Representatives are senior
officials of member central banks. The CPMI
promotes safety and efficiency of payment,
clearing, settlement, and related activities,
and it serves as a global standard-setting body
in this area.

Comprehensive Capital Analysis and Review

The Federal Reserve’s annual exercise to en-
sure that the largest U.S. bank holding com-
panies have robust, forward-looking capital
planning processes that account for their
unique risks and sufficient capital for times of
financial and economic stress. The CCAR exer-
cise also evaluates the banks’ individual plans
to make capital distributions such as dividend
payments or stock repurchases.

Concentration risk

Any single exposure or group of exposures to
the same risk with the potential to produce
losses large enough to threaten a financial
institution’s ability to maintain its core opera-
tions.

Conditional Value-at-Risk

CoVaR indicates an institution’s contribution
to systemic risk, calculated as the difference
between value-at-risk (VaR) of the financial
system when the firm is under distress and the
VaR of the system when the firm is in its requ-
lar, median state.



Contingent Convertible Bonds

Hybrid capital securities structured as debt
but that absorb losses in accordance with
their contractual terms when the capital of the
issuing bank falls below a certain level. Due to
their loss-absorbing capacity, CoCos can be

used to satisfy regulatory capital requirements.

Council of Economic Advisers

An agency within the Executive Office that
advises the President of the United States on
economic policy.

Countercyclical capital buffer

A component of Basel lll requiring banks to
build capital buffers during favorable econom-
ic periods. The buffers can be used to absorb
losses in unfavorable periods.

Counterparty risk

The risk that the party on the other side of a
contract, trade, or investment will default.

Covenant-lite loans

Loans that do not include or include weak ver-
sions of typical covenants to protect lenders,
such as requiring the borrower to deliver an-
nual reports or restricting loan-to-value ratios.

COVID-19

A highly contagious respiratory iliness caused

by a coronavirus and declared a pandemic in
2020 by the World Health Organization.

Credit Default Swap

A bilateral contract protecting the buyer
against the risk of default by a borrower. The
buyer of CDS protection makes periodic pay-
ments to the seller and, in return, receives a
payoff if the borrower defaults. The protection
buyer does not need to own the loan covered
by the CDS.

Credit default swap spread

The premium paid by the buyer of credit de-
fault swap protection to the seller.

Credit gap

A metric in which the ratio of debt-to-gross
domestic product (GDP) is measured against
its statistically estimated long-run trend.

Credit rating agency

Private company that assesses the creditwor-
thiness of a borrower or a financial instrument.

Credit risk

The risk that a borrower may default on its
obligations.

Credit Risk Transfer Bonds

CRT bonds allow Fannie Mae, Freddie Mac,
and sometimes reinsurance companies, to
transfer mortgage credit risk to private inves-
tors.

Crypto asset

Digital financial assets (crypto assets) based
on blockchain cryptographic technology. Bit-
coin is the most widely used cryptocurrency.

Current Expected Credit Loss

Accounting framework for creating reserves

for credit losses. Requires firms applying U.S.
Generally Accepted Accounting Principles to
hold credit loss allowances equal to expected
credit losses for the lifetime of certain assets.

Cybersecurity risk

The vulnerability of information technology
and computer systems to unauthorized access.
Innovations such as quantum computing may
increase the ability of nefarious players to ac-
cess encrypted data.
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Cybersecurity Assessment Tool

A tool designed to complement the National
Institute of Standards and Technology's Cy-
bersecurity Framework. The Federal Financial
Institutions Examination Council developed
the tool to help financial institutions identify
and address cybersecurity risks and determine
their level of cybersecurity maturity in address-
ing those risks.

Dash to cash

A simultaneous move by participants in mon-
ey and capital markets to raise cash by selling
assets, including Treasuries, and to withdraw

from investment funds, creating volatility and
price drops.

Debt securitization

The aggregating of debt instruments into
a pool backing the creation of one or more
securities.

Default waterfall

The financial safeguards available to a central
counterparty to cover losses arising from the
default of one or more clearing members.

Defensive draws

A strategy by borrowers to draw down their
credit lines to raise cash in advance of need.

Defined-benefit pension plan

A plan where members’ pension benefits are
determined by formula, usually tied to years of
service and earnings during service, regardless
of the assets in the plan. This contrasts with

a defined-contribution plan such as a 401-K,
where benefits are determined by returns on a
portfolio of investments.
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Depository institution

A financial institution, such as a bank or credit
union, that has liabilities in the form of depos-
its.

Depository Trust & Clearing Corporation

A company that processes and clears trades as
the central clearing house for the U.S. capi-

tal markets and repository for the derivatives
market.

Derivative

A financial contract whose value is derived
from the performance of underlying assets or
market factors such as interest rates, curren-
cy exchange rates, or commodity, credit, and
equity prices. Derivatives transactions include
structured debt obligations, swaps, futures,
options, caps, floors, collars, and forwards.

Derivatives counterparties

Parties to a derivatives transaction, either trad-
ing with each other bilaterally (over the count-
er) or via a central counterparty.

Discount window

The Federal Reserve's traditional facility for
making collateralized loans to depository insti-
tutions.

Disruption

A sudden decline in market prices due to a
shock that upends the expected behavior of
the financial system.

Distress Insurance Premium

A systemic risk indicator that measures the
hypothetical contribution a financial institution
would make to an insurance premium that
would protect the whole financial system from
distress.



Distress ratio

The portion of high-yield debt at face value
trading at distressed levels.

Distributed ledger technology
See blockchain.

Dodd-Frank Wall Street Reform and Con-
sumer Protection Act

Short name for the Dodd-Frank Wall Street
Reform and Consumer Protection Act of 2010.
The objective of the Act is to promote finan-
cial stability.

Dodd-Frank Act Stress Test

Annual large bank stress tests required by the
Dodd-Frank Act. A 2018 law change means
banks with assets less than $100 billion no
longer go through DFAST.

Duration risk

The risk associated with the sensitivity of the
prices of bonds and other fixed-income securi-
ties to changes in the level of interest rates.

Economic Growth, Regulatory Relief and
Consumer Protection Act of 2018

Law that adjusted some provisions of the
Dodd-Frank Act, as well as instituting tax law
changes.

Emerging markets

Developing countries where investments are
often associated with both higher yields and
higher risks.

European Central Bank’s Public Sector Pur-
chase Program (PSPP

A process by which the ECB (or “Eurosystem”)
buys assets, including sovereign bonds, to
help maintain stability in various countries.

[The] European Securities and Markets Au-
thority

The European Union’s securities market regu-
lator.

Eurozone or euro area

A group of 19 European Union countries that
have adopted the euro as their currency.

Exchange-Traded Fund

An investment fund whose shares are trad-

ed on an exchange. Because ETFs are ex-
change-traded products, their shares are
continuously priced, unlike mutual funds,
which offer only end-of-day pricing. ETFs are
often designed to track an index or a portfolio
of assets.

Expenditure Coverage Ratio

A measure of the number of months a house-
hold can cover expenses with savings. It is
calculated by dividing total liquid assets by
monthly expenditures.

Fallen Angel

Bond downgraded from investment grade to
non-investment grade.

Federal Deposit Insurance Corporation Im-
provement Act of 1991

A law that requires federal banking agencies
to take action when an insured depository in-
stitution’s capital declines below a predefined
level, and in the case of bank failures, enact

a resolution that is the least burdensome to
taxpayers.

Federal Financial Institutions Examination
Council

An interagency body that prescribes uniform
principles, standards, and report forms for the
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federal examination of financial institutions.
The FFIEC makes recommendations to pro-
mote uniformity in banking supervision.

Federal Funds

Overnight interbank borrowing of reserves at
the Federal Reserve.

Federal Funds Rate

Interest rate at which depository institutions
lend fed funds to each other.

Federal Home Loan Banks

Eleven U.S. government-sponsored banks that
provide funding for member financial insti-
tutions, mostly through advances secured by
mortgages.

Federal Housing Finance Agency

Agency responsible for supervision, regula-
tion, and housing mission oversight of Fannie
Mae, Freddie Mac and the Federal Home
Loan Bank System; it is also the conservator of
Fannie Mae and Freddie Mac.

Federal Open Market Committee

Twelve-member body within the Federal
Reserve System that sets national monetary
policy, including setting the target range for
the federal funds rate.

Federal Reserve’s emergency section 13(3)

A section of the Federal Reserve Act that
allows emergency lending from the Federal
Reserve to financial institutions and others in
“unusual and exigent circumstances” with the
approval of the Secretary of the Treasury.

Feedback loop (negative)

The downward price pressure created when
parties meet margin payment obligations on
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some securities by liquidating positions in
other related securities.

Financial contagion

When financial or economic shocks initially
affect only a few financial market participants
and then spread to other parts of the financial
system and countries. The risk of contagion
increases with the number and complexity of
interconnections.

Financial crisis

A significant, sustained drop in asset prices,
income streams, credit, and liquidity, resulting
from an event that shocks the financial system,
usually triggering government interventions
and bailouts.

Financial Market Utility

As defined by the Dodd-Frank Act, “any per-
son that manages or operates a multilateral
system for the purpose of transferring, clear-
ing, or settling payments, securities, or other
financial transactions among financial institu-
tions or between financial institutions and the
person.”

Financial stability

The condition in which the financial system
can provide its basic functions, even under
stress. Those basic functions are (1) credit
allocation and leverage, (2) maturity transfor-
mation, (3) risk transfer, (4) price discovery, (5)
liquidity provision, and (6) facilitation of pay-
ments.

Financial Stability Board

An international coordinating body that mon-
itors financial system developments on behalf
of the Group of 20 (G-20) nations. The FSB was
established in 2009 and is the successor to the
Financial Stability Forum.



Fintech

Financial technology, usually referring to firms
that operate on technology-based business
models.

Fire sale

The disorderly liquidation of assets to meet
margin requirements or other urgent cash
needs, which can drive prices below their fun-
damental value. The quantities sold are large
relative to the typical volume of transactions.

Fiscal policy

Use of government spending and taxes to
influence the economy.

Forbearance (debt forbearance)

An agreement between borrowers and lend-
ers, or a government mandate, to suspend
payments temporarily without being consid-
ered in default. Under the CARES Act, mort-
gage servicers were required to grant pay-
ment forbearance, for 180 days, to borrowers
experiencing financial hardship and who had
mortgages backed by the government.

Foreign and International Monetary Author-
ities Repo Facility

Allows foreign central banks and international
monetary authorities with which the Federal
Reserve doesn't have swap agreements to
borrow dollars against Treasury securities.

Form N-MFP

A monthly disclosure of portfolio holdings
submitted by money market funds to the
Securities and Exchange Commission, which
makes the information publicly available. SEC
Rule 30b1-7 established the technical and
legal details of N-MFP filings.

Form PF

A periodic report of portfolio holdings, lever-
age, and risk management submitted by
hedge funds, private equity funds, and related
entities. The report is filed with the Securities
and Exchange Commission and the Commod-
ity Futures Trading Commission, which keep
the information confidential. The Dodd-Frank
Act mandated the reporting to help the Coun-
cil monitor financial stability risks.

Funding gap

The difference between rate-sensitive assets
and liabilities. One measure of the funding
gap ratio is liabilities due in one year minus
liquid assets, divided by total assets.

Funding liquidity

The availability of credit to finance the pur-
chase of financial assets.

Generally Accepted Accounting Principles

Accounting rules published in the United
States by the Financial Accounting Standards
Board.

Global Systemically Important Banks

Banks annually identified by the Basel Com-
mittee on Banking Supervision as having the
potential to disrupt international financial mar-
kets. The designations are based on banks’
size, interconnectedness, complexity, domi-
nance in certain businesses, and global scope.

Government-Sponsored Enterprise

A financial service entity created by the federal
government and perceived as being implicit-
ly guaranteed by the government. The GSEs
include Fannie Mae, Freddie Mac, Sallie Mae,
Farmer Mac, the Federal Home Loan Banks,
the Farm Credit System, and the National Vet-
eran Business Development Corporation.
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Gross Notional Exposure

A measure of total portfolio leverage, for
example in a hedge fund. GNE is calculated as
the summed absolute values of long and short
notional positions, including both securities
and derivatives.

Hacktivist

Someone who infiltrates computer systems
and networks to promote a social or political
agenda.

Haircut

The discount at which an asset is valued when
pledged as collateral. For example, a $1
million bond with a 5 percent haircut would
collateralize a $950,000 loan.

Hedge fund

A pooled investment vehicle available to
accredited investors such as wealthy individ-
uals, banks, insurance companies, and trusts.
Hedge funds can charge a performance fee
on unrealized gains, borrow more than half
of their net asset value, short sell assets they
expect to fall in value, and trade complex de-
rivative instruments that cannot be traded by
mutual funds (see qualified hedge fund).

Hedging

An investment strategy to offset the risk of a
potential change in the value of assets, lia-
bilities, or services. An example of hedging
is buying an offsetting futures position in a
stock, interest rate, or foreign currency.

High-frequency trading

The use of computerized securities trading
platforms to make large numbers of transac-
tions at high speeds.
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High-Quality Liquid Assets

Assets such as central bank reserves and gov-
ernment bonds that can be quickly and easily

converted to cash even during a stress period.
U.S. banking regulators require large banks to
hold HQLA to comply with the Liquidity Cov-

erage Ratio.

High-yield debt

Bonds and other financial instruments rated
below investment grade that pay a higher
interest rate than investment-grade securi-
ties because of the perceived credit risk; also
known as non-investment grade or specula-
tive.

Incurred-loss accounting framework

An accounting framework for firms in which
loan loss allowances are equal to the losses
related to recognized credit impairments.
Compare CECL.

Initial margin

A percentage of the total market value of
securities an investor must deposit up front to
purchase securities with borrowed funds.

Intraday credit

An allowance by banks for customers to bor-
row money or overdraw accounts during a
single day, at no charge, as long as it is repaid
by the close of business that same day.

Institutional loans

When referring to the leveraged loan market,
term loans originated by bank syndicates and
sold to institutional investors.

Interest coverage ratio

A calculation of earnings divided by interest
expense. Interest expenses that are equal to
or greater than earnings before interest and



taxes (EBIT) or earnings before interest, taxes,
depreciation, and amortization (EBITDA) are
unsustainable.

Interest rate swap

A swap in which two parties exchange interest
rate cash flows, typically between a fixed rate
and a floating rate (see swap).

Intermediation

Any financial service in which a third party or
intermediary matches lenders and investors
with entrepreneurs and other borrowers in
need of capital. Often, investors and borrow-
ers do not have precisely matching needs
and the intermediary’s capital is put at risk to
transform the credit risk and maturity of the
liabilities to meet the needs of investors.

International Monetary Fund

An international organization that provides
credit to developing nations and those in
economic distress, typically conditional on
economic and financial reforms.

International Organization of Securities
Commissions

IOSCO is the international body for securities
regulators and is the recognized standard
setting organization for the securities industry.
IOSCO works closely with the G-20 forum of
nations and the Financial Stability Board on
global financial regulatory reforms.

Intervention

Action taken by the government to regulate or
provide financing to unstable financial markets
or institutions.

Inverted yield curve

When yields on long-term bonds are lower
than those on short-term bonds, the yield

curve is said to be inverted. An inverted yield
curve is seen as a sign of a possible recession.

Investment-grade debt

Securities that credit rating agencies deter-
mine carry less credit risk. Non-investment
grade securities, also called speculative-grade
or high-yield debt, have lower ratings and a
greater risk of default.

Legal Entity Identifier

A unique 20-digit alphanumeric code to iden-
tify each legal entity within a company that
participates in global financial markets.

Leverage

Leverage is created when an entity enters into
borrowings, derivatives, or other transactions
resulting in investment exposures that exceed
equity capital.

Leverage ratios (banks, insurance compa-
nies, hedge funds)

For banks, the leverage ratio is the Tier 1
(highest quality) capital of a bank divided

by its total assets plus its total exposures to
derivatives, securities financing transactions,
and off-balance-sheet exposures. For insur-
ance companies, the leverage ratio is assets
to policyholder surplus. For hedge funds, the
leverage ratio is gross asset value divided by
net asset value.

Leveraged loan

Broadly, leveraged loans are loans to compa-
nies with non-investment grade (below BBB)
ratings. Often, a leveraged loan is a loan for
which the obligor’s post-financing leverage, as
measured by debt-to-assets, debt-to-equity,
cash flow-to-total debt, or other such stan-
dards unique to particular industries, signifi-
cantly exceeds industry norms. Leveraged
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borrowers typically have a diminished ability
to adjust to unexpected events and changes
in business conditions because of their higher
ratio of total liabilities to capital.

Liquidity

A market is liquid when buyers and sellers can
easily trade financial instruments in customary
volumes without a material impact on price.

Liquidity Coverage Ratio

A Basel lll standard that requires large banks
maintain enough high-quality liquid assets to
meet anticipated liquidity needs for a 30-day
stress period.

Liquidity risk

The risk that a firm will not be able to meet
its current and future cash flow and collateral
needs even if it has positive net worth.

Liquidity transformation

Funding illiquid assets with liquid and de-
mandable liabilities.

Living wills

Resolution plans required of U.S. banks with
$50 billion or more in total consolidated assets
and nonbank financial companies designated
by the Council for supervision by the Federal
Reserve. Each living will must describe how
the company could be resolved in a rapid,
orderly way in the event of failure.

Loan-to-Value Ratio

The amount of a loan as a percent of the esti-
mated value of the asset serving as the loan’s
collateral.

Lockdown

Stay-at-home orders from a government to its
citizens.
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Macroeconomic risk

Risk from changes in the macroeconomy or
macroeconomic policy.

Macroprudential policy

Government policy promoting the stability of
the financial system as a whole, in contrast to
policy focused on individual markets or institu-
tions.

Macroprudential supervision

Supervision to promote the stability of the
financial system as a whole. See micropruden-
tial supervision.

Main Street Lending Program

Lending facilities created in 2020 to sup-

port small and medium-size businesses and
non-profit organizations and their employees.
These facilities include the Main Street New
Loan Facility, the Main Street Expanded Loan
Facility, the Main Street Priority Loan Facility,
the Nonprofit New Loan Facility, and the Non-
profit Expanded Loan Facility.

Margin call

A requirement by a creditor that a borrower
increase the collateral pledged against a loan
in response to reductions in the collateral’s
value.

Margin requirement

Rules governing the necessary collateral for a
derivative, loan, or related security intended
to cover, in whole or in part, the credit risk one
party poses to another.

Mark to market

Accounting for the value of an asset at its
current market price rather than in other ways,
such as historical cost.



Market discipline

The idea that markets can rein in risk through
individual participants behaving in their own

interest. This should result in markets pricing
risk effectively and curbing excessive risk-tak-
ing. See moral hazard.

Market liquidity

The ability of market participants to sell large
positions with limited price impact and low
transaction costs.

Market-making

The process in which an individual or firm
stands ready to buy and sell a particular stock,
security, or other asset on a regular and con-
tinuous basis at a publicly quoted bid-ask
prices. Market-makers usually hold inventories
of the securities in which they make markets.
Market-making helps to keep financial markets
efficient.

Market risk

The risk that an asset’s price will change and at
unexpected magnitudes.

Maturity transformation

Funding long-term assets with short-term
liabilities. This practice creates a maturity
mismatch that can pose risks when short-term
funding markets are constrained.

Metadata

Data about data. Metadata include informa-
tion about the structure, format, or organiza-
tion of other data.

Metadata catalog

An organized way to present metadata for
discovery, exploration, and use of the related
data.

Microprudential supervision

Supervision of the activities of a bank, financial
firm, or other components of a financial sys-
tem. See macroprudential supervision.

Monetary policy

Government or central bank use of interest
rates and money supply or asset purchases to
affect the economy.

Money Market Fund

A fund that typically invests in short-term
government securities, certificates of deposit,
commercial paper, or other highly liquid and
low-risk securities.

Money Market Mutual Fund Liquidity Facil-
ity

A facility established in 2020 to allow the Fed-
eral Reserve Bank of Boston to provide loans
to eligible financial institutions to purchase

assets from certain types of money market
funds.

Moral hazard

When people do not guard against risk be-
cause they expect someone else to pay for the
losses arising from that risk.

Mortgage call report

A quarterly report of mortgage activity and
company information created by state regula-
tors and administered electronically through
the Nationwide Mortgage Licensing System &
Registry (NMLS).

Municipal Liquidity Facility

A program created in 2020 to allow the Fed-
eral Reserve to buy short-term debt issued by
state and local governments with loss protec-
tion provided by the U.S. Treasury.
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Multilateral organizations

Organizations formed by multiple countries
to address international problems. Examples
include the World Bank and the International
Monetary Fund.

Mutual fund

A pooled investment vehicle that can invest in
stocks, bonds, money market instruments, oth-
er securities, or cash, and sell its own shares to
the public; regulated by the SEC.

Narrow spread

A small difference between buyers’ and sell-
ers’ prices (the bid-ask) in a liquid market.

National Association of Insurance Commis-
sioners

An organization that represents U.S. state
insurance regulators. Through the NAIC,
regulators establish accreditation standards
and practices, conduct peer review, and coor-
dinate their regulatory oversights of insurance
companies.

National Institute of Standards and Technol-
ogy

Cybersecurity Framework Voluntary guidance,
based on existing standards, guidelines, and
practices, for critical infrastructure organiza-
tions to better manage and reduce cyberse-
curity risk. The framework focuses on using
business drivers to guide cybersecurity activi-
ties and considering cybersecurity risks as part
of an organization’s risk management process.

Nationally Recognized Statistical Rating
Organization

Credit rating agency registered with and regu-
lated by the SEC.

126

Net Asset Value

The value of an entity's assets minus its liabili-
ties per share. For example, a mutual fund cal-
culates its NAV daily by dividing the fund'’s net
value by the number of outstanding shares.

Network model

A model consisting of a set of nodes, or finan-
cial institutions, and a set of payment obliga-
tions linking them, to show how financial inter-
connections can amplify market movements.

Non-investment grade debt

Instruments rated below investment grade
that pay a higher interest rate than invest-
ment-grade securities because of the per-
ceived greater credit risk; also known as
speculative or high-yield debt.

Nonprofit New Loan Facility; Nonprofit Ex-
panded Loan Facility

Facilities created by the Federal Reserve in the
summer of 2020 to lend money to nonprofit
organizations.

Notional derivatives exposure

The reference amount from which contractual
payments will be calculated on a derivatives
contract; generally not an amount at risk.

Off-balance-sheet

Assets or entities that are not recorded on a
company'’s balance sheet. Rather, they are ex-
plained only in notes to financial statements.

Off-the-run Treasury securities

Treasury securities outstanding in the market
that precede the most recent issue, usually
traded less frequently than on-the-run securi-
ties.



On-the-run Treasury securities

The most recently issued Treasury securities.
These are often traded more frequently than
their off-the-run predecessors.

Operational risk

The risk of loss from internal control inadequa-
cies or failures — problems of lapses by peo-
ple, processes, or systems — or from external
events.

Option

A financial contract granting the holder the
right, but not the obligation, to engage in a
future transaction on an underlying security or
real asset. For example, an equity call option
provides the right, but not the obligation, for a
fixed period to buy a block of shares at a fixed
price. A put option provides the right, but not
the obligation, to sell an asset for a fixed peri-
od at a fixed price.

Orderly Liquidation Authority

Provision in the Dodd-Frank Act that allows
the Federal Deposit Insurance Corporation to
unwind a large, complex company. An OLA
serves as a backup to bankruptcy court pro-
ceedings.

Originate

To extend credit after processing a loan
application. Banks, for example, originate
mortgage loans and either hold them or sell
them to other financial market participants.
The distribution can include a direct sale or a
securitization.

Over-The-Counter Derivatives

Derivatives contracts negotiated privately
between two parties, rather than traded on a
formal securities exchange. Unlike standard
exchange-traded products, OTC derivatives

can be tailored to fit specific needs, such as
the effect of a foreign exchange rate or com-
modity price over a given period.

Overnight Indexed Swap

An interest rate swap in which a fixed-rate
price index is swapped against the overnight
reference rate.

Own Risk and Solvency Assessment

An internal process undertaken by an insurer
or insurance group to assess the adequacy
of its risk management and current and pro-
spective solvency positions under normal and
severe stress scenarios.

Pandemic

A disease or illness that affects a significant
portion of the globe.

Passporting

Legal arrangement that allows firms from
European Union nations to sell their services
across the Union without having to comply
with each country’s separate regulations.

Pension Benefit Guaranty Corporation

Agency that insures pension benefits; it has
two programs, one for single-employer pen-
sion plans and one for multiemployer plans,
to pay benefits to retirees in private, de-
fined-benefit pension plans when sponsors
cannot pay.

Pension funded ratio

The ratio of a pension plan’s assets to the
present value of its obligations.

Pension Obligation Bonds

Taxable municipal securities issued by state or
local governments to borrow to meet pension
obligations.
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Paycheck Protection Program Liquidity Fa-
cility

A program for the Federal Reserve to extend
credit to lenders participating in the Small
Business Administration’s Paycheck Protection
Program, which provides potentially forgivable
loans to small businesses to fund their pay-
rolls.

Pension risk transfer

The transfer of pension risk from a pension
plan to another party, usually through insur-
ance or annuity contracts, longevity swaps, or
other contractual arrangements.

Pipeline risk

The risk that loans being accumulated for sale
cannot be sold at the expected prices or at all.

Price discovery

The process of determining the prices of
assets in the marketplace through the interac-
tions of buyers and sellers.

Primary Credit Rate

The interest rate the Federal Reserve charges
banks for discount window borrowings.

Primary dealer

Banks and securities broker-dealers desig-
nated by the Federal Reserve Bank of New
York (FRBNY) to serve as trading counterpar-
ties when it carries out U.S. monetary policy.
Among other things, primary dealers are
required to participate in all auctions of U.S.
government debt and to make markets for the
FRBNY when it transacts on behalf of its for-
eign official accountholders. A primary dealer
buys government securities directly and can
sell them to other market participants.
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Primary Dealer Credit Facility

A facility for the Federal Reserve Bank of New
York to make collateralized loans to primary
dealers, which are the banks and securities
broker-dealers designated to serve as trading
counterparties in carrying out U.S. monetary

policy.
Primary Market Corporate Credit Facility

A Federal Reserve facility to provide credit to,
and purchase new bonds from, large invest-
ment-grade corporations.

Prime broker

Companies that provide hedge funds and oth-
er investors with services such as lending cash
and securities.

Qualifying hedge fund

Hedge fund advised by a large hedge fund
adviser and with a net asset value of at least
$500 million. Large hedge fund advisers are
advisers that have at least $1.5 billion in hedge
fund assets under management.

Real estate investment trust

Corporations that invest in income-produc-
ing real estate and pay most of their taxable
income to shareholders as dividends.

Regulation SCI

A regulation adopted by the Securities and
Exchange Commission that applies to entities
that directly support six key securities market
functions: (1) trading, (2) clearance and set-
tlement, (3) order routing, (4) market data, (5)
market regulation, and (6) market surveillance.

Reinsurance

The risk management practice of insurers
to transfer some of their policy risk to other



insurers. A second insurer, for example, could
assume the portion of liability in return for a
proportional amount of the premium income.

Repurchase Agreement (repo)

A transaction in which one party sells a securi-
ty to another party and agrees to repurchase
it at a certain date in the future at an agreed
price. Banks often do this on an overnight ba-
sis. A repo is similar to a collateralized loan.

Reserve requirements

The funds banks are required to hold on de-
posit with the Federal Reserve.

Residential Mortgage-Backed Securities

A security that is collateralized by a pool of
residential mortgage loans and makes pay-
ments derived from the interest and principal
payments on the underlying mortgage loans.

Resilience

Ability of the financial system or parts of the
system to absorb shocks and continue to pro-
vide basic functions.

Resolution plans

Plans required of U.S. banks with $100 bil-

lion or more in total consolidated assets and
nonbank financial companies designated by
the Financial Stability Oversight Council for
supervision by the Federal Reserve. Each plan,
or living will, must describe how the company
could be resolved in a rapid, orderly way in
the event of failure. See living wills.

Risk assets

Assets that carry risk of default. Such assets
include loans, bonds, commodities, and other
investment vehicles. U.S. Treasury securities
are generally considered free of default risk.

Risk management

The business and regulatory practice of iden-
tifying and measuring risks and developing
strategies and procedures to limit them. Cat-
egories of risk include credit, market, liquidity,
operations, model, and regulatory.

Risk retention

When issuers of asset-backed securities must
retain at least part of the credit risk of the
assets collateralizing the securities. The regu-
lation also prohibits a securitizer from directly
or indirectly hedging the credit risk.

Risk spreads

The difference in yields of riskier assets versus
perceived safer assets such as Treasuries and
bank deposits.

Risk-based capital

Amount of capital a financial institution holds
to protect against losses based on the risk
weighting of different asset categories.

Risk-weighted assets

Bank assets or off-balance-sheet exposures
weighted according to risk categories. This
asset measure is used to determine a bank’s
regulatory risk-based capital requirements.

Runnable funding

Funds that can be withdrawn from a financial
institution on short notice. Uninsured bank
deposits, shares of money market funds,
wholesale borrowings, commercial paper, and
repurchase agreements are among runnable
sources of funding.

Run risk

The risk that investors lose confidence in a
market participant because of concerns about

129



solvency or related issues and respond by
pulling back their funding or demanding more
margin or collateral.

Sarbanes-Oxley Act of 2002

Law aimed at curbing corporate fraud ex-
posed in several financial scandals, including
those at Enron and WorldCom. The law laid
out numerous accounting and accountability
requirements for companies, managers, and
accountants.

Search for yield (reach for yield)

Accepting greater risks in hopes of earn-
ing higher returns when interest rates on
high-quality investments are low.

Secondary Market Corporate Credit Facility

A Federal Reserve facility to support trading of
outstanding corporate bonds and corporate
bond exchange-traded funds.

Section 13(3) authority

A section of the Federal Reserve Act that
allows emergency lending from the Federal
Reserve to financial institutions and others in
“unusual and exigent circumstances” with the
approval of the Secretary of the Treasury.

Secured Overnight Financing Rate

Interest rate benchmark used as an alternative
to LIBOR to set rates on financial products.
The SOFR, which is based on repurchase
agreement (repo) rates, reflects the general
cost of large bank borrowing that is backed
by Treasury securities as collateral. The OFR’s

repo data collection supports the production
of the SOFR.

Securities lending/borrowing

The temporary transfer of securities from one
party to another for a specified fee and time
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period in exchange for collateral in the form of
cash or securities.

Securities Information Processors

Established by Congress and the SEC, the SIPs
link the activities of U.S. markets into a single

data feed.
Securitization

A financial transaction in which assets such as
mortgage loans are pooled, securities repre-
senting interests in the pool are issued, and
proceeds from the underlying pooled assets
are used to service and repay the securities.

Settlement

The process of transferring securities and
settling by book entry according to a set of
exchange rules. Some settlement systems can
include institutional arrangements for confir-
mation, clearance, and settlement of securities
trades and safekeeping of securities.

Shadow banking

Credit intermediation performed by nonbank
companies or financed by runnable liabilities
without a government guarantee.

Shock

A sudden change in fundamental economic
drivers and expectations that can stress the
economy and financial system.

Single-name CDS

A credit default swap where the underlying in-
strument is tied to one specific issuer or entity.

Skin in the game

When originators of loans or other risky instru-
ments keep at least part of the risk for them-
selves.



Soft-landing

A cyclical slowdown in economic growth that
avoids a recession.

Spread

The difference in yields between private debt
instruments and government securities of
comparable maturity.

SRISK

A systemic risk indicator based on the capital
that a firm is expected to need if there is an-
other financial crisis; short for “systemic risk.”

Stable net asset value

A characteristic of some money market funds
in which the value of a single share remains
the same, usually $1, even when the value of
the underlying assets shifts.

Stablecoin

Variety of cryptocurrency that seeks to main-
tain a fixed value backed by reserves.

Standing facilities

Operations to execute monetary policies of
the Federal Reserve and European Central
Banks.

Stimulus

A fiscal or monetary policy to increase the
cash flow in circulation and boost the econo-
my.

Stress test

An exercise that shocks asset prices by a pre-
specified amount, sometimes along with other
financial and economic variables, to estimate
the effect on financial institutions or markets.
Under the Dodd-Frank Act, banking regulators

run annual stress tests of the largest U.S. bank
holding companies.

Subcommittee on Quantum Information
Science within the National Science and
Technology Council

The SCQIS coordinates federal research and
development in quantum information science
and related technologies under the auspices
of the executive branch’s National Science and
Technology Council's Committee on Science.

Supplementary leverage ratio

Under Basel lll, the ratio of a bank’s Tier 1
(high-quality) capital to its total leverage ex-
posure, which includes all on-balance-sheet
assets and many off-balance-sheet exposures.

Swap

An exchange of cash flows agreed by two par-
ties with defined terms over a fixed period.

Swap Data Repository

A central recordkeeping facility that collects
and maintains a database of swap transaction
terms, conditions, and other information. In
some countries, SDRs are referred to as trade
repositories.

Swap execution facility

A trading platform market participants use to
execute and trade swaps by accepting bids
and offers made by other participants.

Society for Worldwide Interbank Financial
Telecommunications (SWIFT)

Provides messaging services and interface
software between wholesale financial insti-
tutions. SWIFT is organized as a cooperative
owned by its members.
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Syndicated loans

Financing provided by a group of lenders.
Systemic risk

Risk to systemwide financial stability.
Systemic risk indicators

Measures of the risks financial firms may pose
to the financial system.

Tail risk

The perceived low-probability risk of an ex-
treme event or outcome.

TED spread

The difference between three-month U.S. dol-
lar LIBOR and Treasury bill rates.

Ten-year, 10-year forward rate

The interest rate investors expect to receive
on 10-year Treasury securities in 10 years.

Term Asset-Backed Securities Loan Facility

A Federal Reserve facility to finance as-
set-backed securities, such as securitized
equipment leases, as well as credit card, auto,
and other loans.

Tier 1 Capital Ratio and Common Equity
Tier 1 Capital Ratio

Two measurements comparing a bank’s capital
to its risk-weighted assets to show its ability

to absorb unexpected losses. Tier 1 capital
includes common stock, preferred stock, and
retained earnings. Common Equity Tier 1 capi-
tal excludes preferred stock.

Too Big to Fail

The belief that the biggest financial firms will
always be bailed out by the government if
necessary. In 1984, the Comptroller of the Cur-
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rency stated that the 11 largest banks could
not be allowed to fail.

Total Loss-absorbing Capacity

A mix of long-term debt and equity that glob-
al systemically important bank holding com-
panies are required to have to absorb losses
and implement an orderly resolution without
resorting to taxpayer-funded bailouts or ex-
traordinary government measures.

Tranche

A portion of a securitized asset pool. From the
French word meaning “slice.”

Triparty repo

A repurchase agreement in which a third party,
such as a clearing bank, acts as an interme-
diary for the exchange of cash and collateral
between two counterparties. In addition to
providing operational services to participants,
agents in the U.S. triparty repo market extend
intraday credit to facilitate settlement of tri-
party repos.

U.S. dollar swap line arrangements

Standing facilities with the Federal Reserve
that allow key central banks to exchange do-
mestic currency for U.S. dollars to satisfy dollar
liquidity demand in their own markets.

Value-at-Risk

A tool for market risk management that mea-
sures the risk of loss of a portfolio. The VaR
projects the maximum expected loss for a
given time horizon and probability. For exam-
ple, the VaR over 10 days and with 99 percent
certainty measures the most one would expect
to lose over a 10-day period, 99 percent of the
time. The problem is the other one percent,
see tail risk.



Variable annuity

A tax-deferred insurance company contract
where the owner can choose investment
options whose values fluctuate with the un-
derlying securities, much like mutual funds.
Variable annuities may also include guarantees
of minimum payments, which may exceed the
value of the investment accounts.

Variation margin

Payment made by clearing members to the
clearinghouse based on price movements of
the contracts these members hold. See initial
margin.

VIX

Chicago Board Option Exchange (CBOE)
Volatility Index, a measure of 30-day expected
volatility in the U.S. stock market.

Volcker Rule

Provision of Dodd-Frank Act that limits propri-
etary trading by commercial banks and their
affiliates.

Vulnerabilities

Underlying weaknesses that can render the
financial system susceptible to instability.

Warehouse loans

Aline of credit with a bank for nonbank lend-
ers to use mortgages being accumulated for
sale as collateral.

Weekly Economic Index

A Federal Reserve index of 10 daily and
weekly economic indicators. It reflects what
annualized percent change in gross domestic
product would be if conditions persisted for a
quarter.

Wholesale funding

Funding provided to financial and nonfinancial
firms by sources such as federal funds borrow-
ing, repurchase agreements, foreign deposits,
brokered deposits, and other short-term bor-
rowing to supplement other funding sources
such as retail deposits and long-term debt.
Firms have have varying reliance on short-term
wholesale funding.

Work from home (WFH)

Historically an unconventional alternative to
working in corporate office space. As a result
of COVID-19 and various lockdowns, WFH
increased in 2020. WFH is possibly a long-term
trend with significant implications for commer-
cial real estate, telecommunications, and other
sectors.

Yield curve

Graphical representation of the relationship
between bond yields and their respective ma-
turities. Generally, the curve slants up because
longer-term bonds have higher yields than
short-term debt securities. When that relation-
ship does not hold, the yield curve is said to
be inverted or flat.

Zero lower bound

Previously, zero was said to be the lowest
interest rate possible, constraining options for
monetary policy. Negative interest rates are
now common internationally, though not in
the United States. An international forum for
bank supervisors that aims to improve banking
supervision worldwide. The BCBS develops
guidelines and supervisory standards, such as
standards on capital adequacy, the core prin-
ciples for effective banking supervision, and
recommendations for cross-border banking
supervision.
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