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The Cyberattack on Change Healthcare:

Lessons for Financial Stability

by Arthur Fliegelman and Daniel Stemp'

Cyberattacks are a growing threat to U.S. businesses, even with investments in

cybersecurity. The U.S. financial system depends on technology for its operations.

Even a brief outage of key services could have wide-ranging effects. While the

financial system'’s cyber defenses have been strong so far, they can be improved by

learning from recent attacks in other sectors. This brief examines the cyberattack

on Change Healthcare, a critical service provider in healthcare. It also discusses

how the U.S. financial system can better prepare for and reduce the risk of a

similar attack on a systemically important firm.

Introduction

The financial system relies on uninterrupted service
by many interconnected institutions and technology
service providers.” Service outages, regardless of
cause, can lead to immediate and serious financial
system disruptions. Cyberattacks are of particular
concern because they can be timed and targeted for
maximum damage. In just the last 12 months, parts of
the financial sector have experienced disruptions from
cyberattacks at critical service providers (CSPs). The
attacks on ICBC Financial Services, Equilend, and
Ongoing Operations are examples. In each case, the
CSP was forced offline, and its customers were without
access to its critical services for days to weeks. In each
case, financial institutions implemented their business
continuity plans to cope with the service outage. And
in each case, the cyberattack revealed a CSP that was
more critical to the financial sector than previously
understood.” Mote frequent operational disruptions
due to cyberattacks pose a growing systemic risk.*

Fortunately, none of the cyberattacks on the finan-
cial system have caused a major outage at a true
single point of failure (SPoF) to the financial system.
Other industries have not fared as well. The Colonial
Pipeline attack disrupted fuel supply to the East Coast
in 2021 and revealed the firm to be a SPoF. And in
February 2024, an attack on Change Healthcare, the
largest medical claims clearinghouse in the United
States, disrupted critical operations and payment flows
across the healthcare sector. Change Healthcare also
provided technology solutions for essential back-office
functions for healthcare providers.

As a clearinghouse, Change Healthcare has much in
common with the financial market utilities (FMUs)
and other CSPs on which the financial system relies.
The Change Healthcare outage that occurred as a result
of the firm’s cyberattack underscores the far-reaching
impact of a disruption at a CSP.

This brief examines lessons learned from the cyber-
attack on Change Healthcare and how these can be
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applied to the financial system. During the outage, many
healthcare providers that use Change Healthcare could
not submit medical claims or receive payments. These
providers included hospitals, physicians, and pharma-
cies. The service disruption strained cash flows and
triggered a medical sector liquidity event. Healthcare
providers’ business continuity plans afforded some
degree of operational resilience. Federal government
support, somewhat similar to what has been used in
the financial sector, mitigated the liquidity effects.
Overall, the event highlights the importance of identi-
tying potential SPoFs within the financial system and
the economy and having robust plans for maintaining
operations during service outages.

Change Healthcare is a SPoF in the
U.S. Healthcare System

The U.S. healthcare system, like the financial system,
has a network structure. They both have a multitude of
service providers that securely exchange information.
In healthcare, these providers include doctors’ offices,
hospitals, and pharmacies, and ultimate payers like
insurance companies. Also included are many tech-
nology service providers that enable the exchange of
information or automate almost every back-office and
customer-facing function. The financial system simi-
larly has numerous participants relying upon constant
and rapid information flow that inform financial

asset evaluation and the settlement of payments, for
example. The financial system in particular relies on
key providers to keep the system operating in a consis-
tent and resilient manner, with generally little room for
unexpected delay.

Claims clearinghouses like Change Healthcare play
a critical role in the healthcare technology network.
They manage and administer the healthcare authoriza-
tion and payment system. Claims clearinghouses also
perform vital functions, including confirming patients’
insurance coverage, transferring claims and medical
data, and facilitating payments for services rendered.
In performing all these roles, clearinghouses are crit-
ical nodes that connect the many participants in the
technology network (see Figure 1).

Before administering a service, medical providers must
verify a patient’s insurance eligibility and coverage.
They do so by submitting an authorization request via
a claims clearinghouse. This action is analogous to a
debit card processor confirming a cardholder’s bank
balance before approving a transaction. Additionally,
the medical provider may generate and submit a claim
for payment using the clearinghouse’s specialized
software.

Change Healthcare is the largest medical claims clear-
inghouse in the United States. About 189 thousand
medical providers use its software and services.” The

Figure 1. The Role of Claims Clearinghouses in the U.S. Healthcare System
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American Hospital Association (AHA) described it as
the major source for “more than 100 critical functions

26

that keep the healthcare system operating.”” As a result,
Change Healthcare touches one of every three patient
records and handles $2 trillion in annual medical
claims. This is estimated to be 44% of the funds that

will flow through the U.S. medical system in 2024.

These features give Change Healthcare a scale compa-
rable to that of an FMU and make it a potential SPoF
for the healthcare system. A court filing made by the
Department of Justice quotes Change Healthcare
as saying, “[The] healthcare system, and how payers
and providers interact and transact, would not work
without Change Healthcare.”®

Like most FMUs, Change Healthcare provides a
digital platform with strong network effects. As a
clearinghouse, it stands in the middle of the many
providers secking to submit claims and the insurance
companies seeking to pay claims. The more parties
that use the same clearinghouse, the faster the claim
can be processed and paid, which increases the value
of the clearinghouse to its customers. As with most
digital platforms, it has evolved over time to perform
an expanded suite of technology solutions, making it a
one-stop shop for many customers. Change Healthcare
performs many functions similar to those of an FMU
(see Figure 2).

The Cyberattack at Change
Healthcare

On February 21, 2024, Change Healthcare discovered
that a Russian-linked ransomware gang had breached
its computer systems.” To mitigate the damage, Change
Healthcare went offline. This effectively shut down
the medical claims clearing process for a substantial
portion of the medical sector. As of August 30, 2024,
Change Healthcare reported that it was still attempting
to restore some of its services.'’

An AHA survey found 94% of hospitals affected
financially by the attack. More than half of survey
respondents said that the impact was “significant
or serious.”! A breakdown of the claims processing
system severely affects the financial condition of U.S.
healthcare providers. After the attack, Q1 2024 quar-
terly revenue for hospitals fell short of prior projections
by 16.5% to 17.9%, according to Strata Decision
Technology (see Figure 3)."” By June 30, 2024, the
smallest providers were still short about 7% of their

expected Medicare revenue for the January to March
2024 period.”

The Change Healthcare cyberattack may also cause
substantial cyber insurance claims. Property Claims
Services (PCS), an insurance industry data provider,
labeled the attack as a cyber catastrophe, only the

Figure 2. Parallels Between Financial Market Utilities and Healthcare Claims Clearinghouses
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to reduce non-payment risks for medical providers.
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Figure 3. Hospitals Average Missing Share of Payments by Annual Operating Expense
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second loss event to get that label. PCS defines a cyber  providers between March 9 and June 17> CMS also
catastrophe as an event with expected insured losses  asked private insurers to ease preauthorization require-
of over $250 million."* There might also be non-cyber ~ ments to reduce provider paperwork. UnitedHealth
insurance claims, including for business interruption  Group lent $6.5 billion to providers through April 30.*
and directors and officers liability insurance. However, ~ The combined $9.7 billion from these two programs
most business losses would not be covered by any  was only about 2.6% of the roughly $375 billion in
insurance. quarterly claims that Change Healthcare normally

» . . .
The financial impact of the breach might be worse for processes.”” The level of financial assistance given to

other businesses than for Change Healthcare itself.
According to S&P Global Ratings, the attack will not
materially impact the credit rating of UnitedHealth
Group, Change Healthcare’s parent company.”

providers was likely inadequate, especially to small
providers facing cash shortfalls.” In contrast, larger
hospitals, which typically have four to ten months of
cash reserves, fared better.?* The financial sector lacks

, . similar cash buffers to handle such disruptions.
However, many smaller and weaker medical providers

have been severely affected by the cash flow disrup- L L df h
tion the cyberattack caused.” The American Medical essons Learned from the
Association found that 55% of doctors used their ~Cyberattack on Change Healthcare

personal funds to cover their practice’s expenses during
The Change Healthcare cyberattack offers a case study

the outage.”” Fitch Ratings said that the cybersecurity ,
about how such events at CSPs and potential SPoFs

incident at Change Healthcare could “negatively affect

the credit profiles of smaller healthcare providers, phar- .
»ig  began as a security breach on an unprotected server at

can affect downstream organizations. This attack

macies, and other companies that rely upon Change.

. .~ . a vital payment ecosystem participant. It then became
Smaller providers such as physician practices could pay Y p p

have been substantially impacted as they often have broader systemic problem for the healthcare sector.

limited liquidity and need the missing funds to pay for Emergency industry and federal government financial

. : : T support mitigated the harm to patient care and the
operational expenses, including payroll and supplies. - ) R ;
disruption of liquidity among healthcare providers.
To mitigate the cash flow issue from turning into 2 This section highlights three lessons learned with rele-
wider healthcare crisis and liquidity event with potential  vance for the financial sector and beyond.

spillovers to the financial sector, the federal govern-

ment provided support in various forms. The Centers

for Medicare & Medicaid Services (CMS) advanced

more than $3.2 billion to hospitals and other medical
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Cyberattacks can disrupt liquidity, even
when they occur outside the financial
system.

Liquidity is a vital financial resource that keeps any
organization operating. The Change Healthcare
cyberattack substantially interrupted cash flow in the
U.S. healthcare system for a considerable period. This
then caused financial stress at a wide range of medical
providers.

The Change Healthcare attack highlights the potential
value of liquidity support outside the financial sector. In
the case of Change Healthcare, UnitedHealth offered
limited emergency liquidity to certain providers. Also,
the federal government advanced limited emergency
funds to certain Medicare healthcare providers. The
combined funds that were advanced fell far short of
the amounts needed to fully fund normal operations.
This led to financial stress at many providers, which in
a few cases resulted in providers ceasing operations or
having to sell their businesses to another more finan-
cially stable operator.

Unlike the financial sector, where firm failures can
trigger a chain reaction in which other firms close,
healthcare provider failures typically don’t cause wide-
spread disruptions among related entities. However,
the U.S. financial system is far less tolerant of major
failures, especially among large, highly leveraged firms.

This provision of emergency funding resembles the
Federal Reserve’s provision of liquidity to the banking
system. Banks can obtain short-term, collateralized
loans from the Federal Reserve through the discount
window. In recent years, the Federal Reserve also
introduced various lending facilities to address other
sources of extreme stress within the financial system.*

The Change Healthcare attack illustrates how a cyber-
attack at an FMU to the financial system could have
serious and immediate repercussions. The U.S. finan-
cial system relies on a constant flow of funds between
counterparties to settle trades and satisfy other obliga-
tions. A prolonged interruption in this process could
require substantial emergency liquidity support from
the official sector.

Vendor dominance and high transition
costs amplify systemic risks.

When critical business functions depend on only

one or a few vendors, there is a higher risk of broad
disruptions if one vendor fails. Having a diverse set
of vendors can help reduce this risk. If one vendor
fails, other vendors can step in to meet the demand.
Although using multiple vendors can be complex and
expensive, it provides an immediate backstop if the
main vendor fails. However, in many cases, it may

be functionally impractical to have multiple vendors
because of limited interoperability.

Part of what made the cyberattack on Change
Healthcare so severe was that Change Healthcare
had exclusivity clauses in its contracts with more than
one-third of its clients. These clients were at high risk
of business interruption when Change Healthcare’s

services became unavailable.?

Some payers had no backup payment system and
depended entirely on Change Healthcare. Change
Healthcare’s “managed gateway” payer clients only
used Change Healthcare to process provider’s claims.”’
They had no automated way to process claims once
Change Healthcare suspended its operations. This
severely crimped providers’ cash flows.

Additionally, exclusivity contracts prevented other
clearinghouses from connecting to payers that only
accepted claims through Change Healthcare. Even
clients of competitive clearinghouses were affected
because of these exclusivity requirements. Change
Healthcare did waive its exclusivity clauses, possibly
in part due to pressure from insurance regulators.”®
However, switching to a new claims clearinghouse is a
costly and time-consuming process.*’

Operational resilience is critical.

Operational resiliency is crucial for an organiza-
tion to continue functioning despite disruptions.
Organizations need well-prepared and practiced busi-
ness continuity plans that can be activated quickly
during internal issues or external service interruptions
at a CSP. Developing these plans requires forethought
and flexibility, as workarounds may be less efficient
but still allow operations to proceed. These strategies
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might involve manual processes or switching to alter-
native service providers, but the key is ensuring that
operations do not stop.

Change Healthcare lacked resiliency in the form of
a recovery plan with well-rehearsed procedures to
minimize downtime. Its history of growth through
acquisitions may have contributed to this vulnera-
bility. Integrating disparate acquired systems poses
substantial technological challenges. These challenges
complicate and divert resources from cybersecurity
planning. Growth through acquisitions is a common
strategy in many sectors, including the financial sector.

Change Healthcare had data backups, but those
backups were not properly isolated from the compro-
mised network and were in turn affected by the breach.
A compromised backup is not a functional backup.

As a result of the outage, Change Healthcare lost access
to critical information. Change Healthcare could no
longer communicate with clients, providers, and other
stakeholders.

Coordinating mitigation efforts and maintaining
network stability is essential when a central network
node goes offline. The financial system might tolerate
brief FMU service interruptions if robust commu-
nication reassures stakeholders that service will be
restored promptly.”’ For major central counterparties,
the standard recovery time objective after an opera-
tional failure is two hours or less.”! Rapid and accurate
communication after a cyberattack is an important
aspect to recovery.

The financial sector is likely better prepared than
other sectors in terms of business continuity planning.
Regulations emphasize the importance of reliable
and tested data backups for restoring functionality.’
Shared backup facilities like Sheltered Harbor offer a
robust solution.” Reciprocal backup agreements and
cloud-based solutions may be more practical for smaller
firms.** Cost-effective robust business continuity plans
is essential for improving financial stability.

Conclusion

Networks such as the U.S. financial system can be
highly dependent upon one or a few CSPs. These
networks can be at high risk of operational disruptions

when even one provider is down. Interruptions often
occur because of an external cyberattack but they can
also be the result of operational failures.

When interruptions occur, it is important: (1) that
the CSP has an effective business continuity plan
to continue its operations to the maximum extent
possible; (2) that affected downstream organizations
have their own business continuity plans so they too
can continue operating; and (3) that the stricken CSP
has a plan to restore normal operations on a timely
basis.

The more dominant a CSP’s role, the more important it
becomes that the CSP has an effective business conti-
nuity plan that can be readily implemented. FMUs by
definition have a vital role in the U.S. financial system.
Consequently, FMUs are expected to have a high level
of cybersecurity combined with effective business
continuity plans.

However, it has become clear that other, less domi-
nant organizations, may play more important roles in
the financial system than previously thought. The role
of these vendors was only fully realized when their
operations were disrupted. Within the financial sector,
examples include ICBC Financial Services, Equil.end,
and Ongoing Operations.

The Change Healthcare incident illustrates how
interruptions outside of the financial system can
have liquidity effects in nonfinancial sectors of the
economy. If not mitigated, such liquidity events could
result in higher default rates on nonfinancial business
debt, stressing financial institutions and perhaps the
broader financial system. Fortunately, in this case,
support from UnitedHealth and CMS helped contain
the damage from extending beyond the healthcare
system. Without this financial aid, business failures in
the healthcare sector and their knock-on effects could
have more broadly affected patient care and the wider
U.S. economy.

So far, the U.S. financial system has avoided a long-
lasting technology outage with effects as severe and
far-reaching as those occurring in healthcare from
the Change Healthcare cyberattack. However, as the
financial system’s reliance on technology grows, such
an event becomes more likely.
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